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Cisco 100-150 Prüfungsplan:

Thema Einzelheiten

Thema 1
Addressing and Subnet Formats: Covers the distinction between public and private IP addressing, IPv4
subnetting, and IPv6 address and prefix formats.

Thema 2
Security: Covers firewall traffic filtering, core security principles including CIA and AAA, and basic
wireless security configuration on home routers.

Thema 3
Diagnosing Problems: Covers structured troubleshooting approaches, packet capture with Wireshark,
common diagnostic commands, remote access methods, and basic Cisco show commands.

Thema 4
Endpoints and Media Types: Covers physical cabling types, wireless and wired transmission technologies,
endpoint device categories, and OS-level network configuration across multiple platforms.

Thema 5
Standards and Concepts: Covers foundational networking models, terminology, network types, cloud
service models, and common application-layer protocols.

Cisco Certified Support Technician (CCST) Networking 100-150
Prüfungsfragen mit Lösungen (Q26-Q31):
26. Frage 
A host is given the IP address 172.16.100.25 and the subnet mask 255.255.252.0.
What is the CIDR notation for this address?

A. 172.16.100.25 /20
B. 172.16.100.25 /21
C. 172.16.100.25 /22
D. 172.16.100.25 /23

Antwort: C

Begründung:
The mask 255.255.252.0 has 22 contiguous one bits (16 from the first two octets plus 6 from the third), which corresponds to a /22
prefix.

27. Frage 
Hotspot Question
You connect to a Cisco switch and run the following command:
show ip interface brief
The command displays the following partial output:

For each statement about the output, select True or False.
Note: You will receive partial credit for each correct selection.
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Antwort:

Begründung:

Explanation:
The method shown as manual indicates the IP address on GigabitEthernet0/0 was configured manually through the CLI.
GigabitEthernet0/1 shows down/down, so a connected device cannot successfully send broadcast traffic through that interface.
GigabitEthernet0/2 shows administratively down, which indicates the interface was disabled with the shutdown command.

28. Frage 
What is the primary use of ICMP in network management?

A. Translating domain names to IP addresses
B. Secure file transfer
C. Assigning IP addresses
D. Error reporting and diagnostics

Antwort: D

29. Frage 
Which device protects the network by permitting or denying traffic based on IP address, port number, or application?

A. VPN gateway
B. Firewall
C. Intrusion detection system
D. Access point

Antwort: B

Begründung:
A firewall enforces network access controls by permitting or denying traffic based on IP addresses, port numbers, and application-
level rules.

30. Frage 
Which command will display all the current operational settings configured on a Cisco router?

A. show version
B. show running-config



C. show protocols
D. show startup-config

Antwort: B

Begründung:
The show running-config command is used on a Cisco router to display the current operational settings that are actively configured in
the router's RAM. This command outputs all the configurations that are currently being executed by the router, which includes
interface configurations, routing protocols, access lists, and other settings. Unlike show startup-config, which shows the saved
configuration that the router will use on the next reboot, show running-config reflects the live, current configuration in use.
Reference: = The information is supported by multiple sources that detail the use of Cisco commands, particularly the show running-
config command as the standard for viewing the active configuration on a Cisco device123.
show running-config: This command displays the current configuration running on the router. It includes all the operational settings
and configurations applied to the router.
show protocols: This command shows the status of configured protocols on the router but not the entire configuration.
show startup-config: This command displays the configuration saved in NVRAM, which is used to initialize the router on startup, but
not necessarily the current running configuration.
show version: This command provides information about the router's software version, hardware components, and uptime but does
not display the running configuration.
Reference: Cisco IOS Commands: Cisco IOS Commands

31. Frage
......
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