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¢ Architecture and detection capabilities: This section of the exam measures the skills of SOC analysts in the
=1 designing and managing of FortiAnalyzer deployments. It emphasizes configuring and managing collectors

and analyzers, which are essential for gathering and processing security data.

e SOC automation: This section of the exam measures the skills of target professionals in the implementation

of automated processes within a SOC. It emphasizes configuring playbook triggers and tasks, which are
FH 2 crucial for streamlining incident response. Candidates should be able to configure and manage connectors,
facilitating integration between different security tools and systems.
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¢ SOC concepts and adversary behavior: This section of the exam measures the skills of Security Operations
Analysts and covers fundamental concepts of Security Operations Centers and adversary behavior. It
focuses on analyzing security incidents and identifying adversary behaviors. Candidates are expected to

=M 3
T demonstrate proficiency in mapping adversary behaviors to MITRE ATT&CK tactics and techniques,
which aid in understanding and categorizing cyber threats.
¢ SOC operation: This section of the exam measures the skills of SOC professionals and covers the day-to-
day activities within a Security Operations Center. It focuses on configuring and managing event handlers, a
=X 4 key skill for processing and responding to security alerts. Candidates are expected to demonstrate

proficiency in analyzing and managing events and incidents, as well as analyzing threat-hunting nformation
feeds.

%| 4l Fortinet Certified Solution Specialist FCSS_ SOC_AN-74 F 2 MEZ&

Al (Q69-Q74):

EE #69
What is the advantage of integrating advanced analytics in the management of events and incidents ina SOC?

A. It focuses on marketing data analysis.

B. It diminishes the importance of cybersecurity.

C. It reduces the necessity for manual data processing.
D. It increases the workload on SOC analysts.
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HEE#70
Which feature is most important when selecting a connector for integration into a SOC playbook?

A. The size of the connector's installation file

B. The ability to display colorful graphics

C. The connector's country of origin

D. The compatibility with existing security infrastructure
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AE#T1
‘Which connector on FortiAnalyzer is responsible for looking up indicators to get threat ntelligence?

A. The FortiOS connector

B. The local connector

C. The FortiClient EMS connector
D. The FortiGuard connector
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AR #72
Which MITRE ATT&CK technique category nvolves collecting information about the environment and systems?

A. Exfiltration
B. Lateral Movement
C. Discovery
D. Credential Access
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EE#73
‘Which component of the Fortinet SOC solution is primarily responsible for autormated threat detection and response?

A. FortiAnalyzer
B. FortiSIEM
C. FortiGate

D. FortiManager
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