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HME #21
Which category in the Containers dashboard can be used to identify containers that are performing activity not configured in the
container image?

A. Drift indicators

B. Unidentified containers
C. Alerts

D. Container detections
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Drift indicators in the Containers dashboard are used to identify containers performing activity that deviates from their original image
configuration. Drift occurs when files, binaries, or processes appear in a running container that were not present in the image at build
time.

CrowdStrike Falcon Cloud Security tracks this behavior to help identify compromised containers, unauthorized changes, or
violations of immutability principles. Drift indicators are especially valuable in production environments where containers are
expected to remain unchanged after deployment.

Alerts and container detections may signal malicious behavior, but drift indicators specifically highlight unexpected changes relative to
the image baseline. Therefore, the correct answer is Drift indicators.

H #22

A financial services company needs to register multiple cloud accounts while adhering to strict compliance regulations such as SOC
2, GDPR, and HIPAA. The company must ensure that the cloud account registration method provides strong access controls,
auditability, and compliance tracking,

Which of'the following is the best approach?

A. Register each cloud account using an administrator's personal access credentials.

B. Use a shared service account with a single set of credentials for registering all cloud accounts.

C. Allow developers to register their cloud accounts independently with no oversight to speed up onboarding,

D. Use an automated cloud registration workflow integrated with identity and access management (IAM) policies.

Ef#: D

fEEL:

Option A: Allowing developers to register cloud accounts without oversight creates a shadow IT problem, making it difficult to
enforce security policies and track compliance. Unauthorized or improperly registered accounts may violate regulatory requirements.
Option B: Using a shared service account violates least privilege principles and creates compliance risks. Ifthe shared credentials are
compromised, multiple accounts could be affected, and it becomes difficult to track individual actions for compliance audits.

Option C: Using an administrator's personal credentials introduces security and compliance risks.

Ifthe administrator leaves the company or their credentials are compromised, it could affect multiple cloud accounts, violating least
privilege access principles.

Option D: An automated cloud registration workflow with IAM integration ensures security, auditability, and compliance tracking,
IAM policies enforce access controls, ensuring that only authorized users and services can register accounts while maintaining
compliance with regulations.

ER#23

While editing the cloud security posture policy in Falcon to enhance compliance with industry standards, you notice a rule that
detects misconfigured IAM roles in your AWS environment.

What action should you configure for this rule to prevent unauthorized access effectively?

A. Set the action to "Monitor Only" to track usage of the misconfigured roles.

B. Enable auto-remediation to delete all misconfigured IAM roles immediately.

C. Set the action to "Alert" and notify the security operations team.

D. Add a condition to the rule requiring all TAM roles to use least-privilege policies.

IEf@E: D

AR :

Option A: Monitoring alone provides visibility but does not address the root cause or prevent potential security risks from
misconfigured IAM roles.

Option B: Adding a condition that enforces least-privilege policies ensures that IAM roles are configured to minimize unnecessary
permissions. This is a proactive approach to reducing the risk of unauthorized access while aligning with best practices for identity
and access managemnent.

Option C: Auto-remediation by deletion is overly aggressive and may disrupt legitimate operations, especially in production
environments.

Option D: While alerts provide visibility, they do not actively enforce secure configurations. This action is insufficient for preventing
unauthorized access.



B #24
‘When managing API clients and keys in the Falcon platform, what is the best practice to ensure security and operational integrity?

o A Share API keys with all third-party vendors for easy integration.

¢ B. Rotate API keys regularly and delete unused keys.

e C. Use one API key for all integrations to reduce complexity in management.
e D. Grant API keys full access to all modules for flexibility and ease of use.

IEf#: B

TR

Option A: Regularly rotating API keys and deleting unused ones minimizes the risk of unauthorized access, ensuring operational
security and compliance with best practices.

Option B: Sharing API keys with multiple vendors is insecure and violates best practices. Each vendor should have unique keys with
specific permissions.

Option C: Using a single API key for multiple integrations increases the risk of compromise and makes it harder to isolate issues or
rotate keys when needed.

Option D: Granting full access unnecessarily increases the attack surface and violates the principle of least privilege, which is essential

for security.

B #25

A security audit of an organization's cloud environment reveals that several IAM policies are misconfigured.

Which of the following configurations represents the most significant security risk and should be prioritized for immediate
remediation?

¢ A Granting the Administrator Access policy to an [AM user for temporary troubleshooting purposes
¢ B. Applying a deny-by-default policy for unknown or untagged resources

e (. Using service accounts with minimal permissions based on the principle of least privilege

¢ D. Enforcing multi-factor authentication (MFA) for all IAM users with console access

EfE: A

fi .-

Option A: Assigning full administrative privileges (Administrator Access) to an IAM user, even temporarily, presents a severe
security risk. If compromised, an attacker would gain unrestricted access to cloud resources, potentially leading to data exfiltration,
privilege escalation, or even full account takeover. Instead, temporary permissions should be granted using least privilege principles
and through time-limited IAM roles with just-in-time access.

Option B: This follows best practices in cloud security by ensuring that service accounts only have the permissions required to
perform specific tasks, reducing the attack surface.

Option C: A deny-by-default policy ensures that any unidentified or unclassified resources cannot be accessed unless explicitly
allowed, reducing the risk of unauthorized access.

Option D: Enforcing MFA strengthens authentication security by requiring multiple factors for login.

This is a best practice rather than a misconfiguration.

HR #26
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