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You are troubleshooting a network connectivity issue between two VMs that are deployed in Azure.
One VM is a FortiGate that has one interface in the DMZ subnet, which is in the Production VNet. The other VM is a Windows
Server in the Servers subnet, which is also in the Production VNet. You cannot ping the Windows Server from the FortiGate VM.
What is the reason for this?

A. You have not configured a user-defined route for this traffic
B. By default, Azure does not allow ICMP traffic between subnets
C. The firewall in the Windows VM is blocking the traffic
D. You have not created a VPN to allow traffic between those subnets

Answer: C

Explanation:
The FortiGate VM and the Windows Server VM are in different subnets but within the sameProduction virtual network, which
means they can communicateby defaultunless restricted. Azure allows ICMP between subnets, butWindows VMs have ICMP
blocked by default in their firewallsettings. Therefore, the likely reason for the ping failure is that theWindows Server's firewall is
blocking ICMP (ping) traffic.

NEW QUESTION # 21 
After integrating a FortiGate VM with Azure Route Server, you detect that routes are not propagating successfully.
What initial step could you perform to diagnose the root cause?

A. Verify that the FortiGate VM is running the latest firmware version
B. Examine the Azure Microsoft Entra ID permissions associated with the FortiGate VM to ensure that correct authentication
is being used for BGP peering
C. Verify the BGP peering status on both the FortiGate VM and Azure Route Server
D. Monitor the network latency between the FortiGate VM and Azure Route Server to identify potential communication
delays affecting route propagation

Answer: C

Explanation:



Thefirst and most direct diagnostic stepis toverify the BGP peering statuson both theFortiGate VM and Azure Route Server. If BGP
peering is not established or is in an idle or down state, route propagation will fail. This check confirms whether the two systems are
communicating and exchanging routes as expected.

NEW QUESTION # 22 
You are deploying a site-to-site IPsec VPN connection between your on-premise subnet and your Azure VNets.
What is the most important advantage for using FortiGate at both ends of the tunnel?

A. It minimizes the need for encryption in transit
B. It provides consistent security policies and configurations
C. It reduces the need for troubleshooting due to FortiGate automatic configuration
D. It allows scaling based on performance and capacity requirements

Answer: B

Explanation:
UsingFortiGate at both endsof a site-to-site IPsec VPN tunnel provides the advantage of applyingconsistent security policies,
configurations, and management toolsacross both the on-premises and Azure environments. This simplifies policy enforcement,
improves operational efficiency, and ensures uniform threat protection.

NEW QUESTION # 23 
When you deploy a single FortiGate VM using the available template from the Azure Marketplace, several other resources are also
created.
Which two resources, among others, are created during the process? (Choose two.)

A. One VM Scale set
B. One NSG for each interface
C. Two virtual NICs
D. One new route table

Answer: B,C

Explanation:
Two virtual NICs - The FortiGate Azure Marketplace template deploys the VM with at least two network interfaces: one for the
external/public interface and one for the internal/private interface.
One NSG for each interface - The deployment creates separate Network Security Groups (NSGs) attached to each NIC to control
inbound and outbound traffic as per Fortinet's best practices.

NEW QUESTION # 24 
Refer to the exhibit.



A high availability, active-active FortiGate with Elastic Load Balancing (ELB) and Internal Load Balancing (ILB) was deployed in
your Azure environment.
Which tools can you use to configure synchronization? (Choose two.)

A. Software-defined network (SDN) Fabric Connector
B. FortiManager
C. Heartbeat interfaces
D. Autoscale
E. FortiGate Clustering Protocol (FGCP)

Answer: C,E

Explanation:
In aFortiGate active-active HA deployment in Azure, synchronization between instances is achieved using:
FortiGate Clustering Protocol (FGCP)- This is the primary protocol used to synchronize configuration and session information
between HA peers.



Heartbeat interfaces- These interfaces are specifically configured to exchange HA state and sync data between the FortiGate VMs,
ensuring cluster consistency.
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