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90. Frage 
An administrator needs an account for automation that can be granted granular permissions and being authenticated without an
interactive user password.
Which statement best describes how a Prism Central service account authenticates?

A. Using an external KMS key and is limited to encryption operations
B. Using the cluster admin password and inherits full admin privileges
C. Using a shared secret key managed through IAM and can be assigned RBAC roles
D. Using a CA-signed SSL certificate imported into the Prism Central

Antwort: C

Begründung:
Nutanix documentation for service accounts states that authentication is done using a shared secret key generated and managed
through IAM. The same service-account framework is designed so the account can perform actions according to assigned privileges
rather than inheriting unrestricted administrator rights. In practical terms, that means a service account is meant for automation, API
use, and non-interactive authentication, while still being controlled through the RBAC model. That matches D exactly.
The incorrect options reflect common misunderstandings. A service account does not simply log in with the cluster admin password,
and it does not automatically inherit full administrator privileges. It is not an external- KMS construct, and certificate-based auth is
not how Nutanix documents this service-account mechanism.
The exam clue is the phrase "without an interactive user password" combined with "granular permissions." Nutanix's answer to that
requirement is a service account authenticated by an IAM-managed shared secret with assignable permissions. Therefore D is the
authentic Nutanix answer.

91. Frage 
An administrator manages a Nutanix cluster with software data-at-rest encryption enabled using an external KMS. Several VMs are
configured with vTPM to support Windows BitLocker encryption.
The administrator needs to perform a disaster recovery operation and restore the VMs on a different cluster.
During the recovery, the administrator discovers that the encryption key backup file is unavailable.
What is the expected outcome for the vTPM-enabled VMs?

A. The VMs will fail to start because the vTPM keys cannot be recovered without the backup file.
B. The VMs will start successfully with a new vTPM device automatically attached during the restore process.
C. The VMs will fail to start successfully because the external KMS provides the vTPM keys directly to the new cluster.
D. The VMs will fail to start because BitLocker will not prompt for the recovery key on first boot.

Antwort: A

Begründung:
Nutanix security documentation is clear that vTPM data includes crucial encryption keys and that those keys must be protected
through the Nutanix-supported mechanisms. Nutanix also states that encryption keys must be backed up, and third-party-style
backup approaches do not protect vTPM device data correctly. If the required key backup material is missing during recovery, the
restored environment cannot reconstruct the vTPM-backed trust context for those VMs. In practical terms, that means the VMs
cannot be started successfully in the expected protected state because the vTPM keys cannot be recovered without the backup file.
That makes D the best answer. ( Nutanix Portal ) This is why Nutanix treats vTPM-enabled workloads as a special class in
protection and recovery planning.
The issue is not that a new blank vTPM can simply be attached during restore, and it is not that the external KMS alone
automatically recreates the VM's vTPM identity. The trust chain depends on the protected key material. Without that backup
information, Windows BitLocker and other vTPM-dependent security features cannot be restored to their original usable state. So
even though the environment uses an external KMS for software encryption, the Nutanix-documented principle still applies: without
the necessary key backup, the vTPM-enabled VMs cannot be recovered successfully, which is exactly what option D states. (
Nutanix Portal )

92. Frage 
An administrator is tasked with moving a workload from one cluster to another cluster utilizing PD-Based DR because the source
side is currently having intermittent network issues.
How would the administrator accomplish the unplanned failover?

A. Activate on the destination



B. Activate on the source
C. Migrate on the destination
D. Migrate on the source

Antwort: A

Begründung:
In PD-based DR, Nutanix distinguishes between planned migration and unplanned failover/activation. When the source side is
unstable or unreachable, the administrator cannot rely on a clean migration workflow initiated from the source. In that case, the
correct recovery action is to activate the protection domain on the destination cluster. This is the classic unplanned failover behavior:
bring the replicated workload online at the target because the source cannot be trusted to participate in a coordinated handoff. That
makes A the correct answer. ( portal.nutanix.com , portal.nutanix.com ) The exam distinction is simple: Migrate is for planned
movement when both sides cooperate; Activate is for disaster-style recovery at the target. Since the question explicitly says the
source has intermittent network issues, it is pointing you toward the unplanned-failover path. Therefore the administrator should
perform Activate on the destination.

93. Frage 
A cluster only has one storage pool. Even though the pool has sufficient empty space, all but one container are out of space. What
could be the cause of this?

A. There is more than one failed node in the cluster.
B. A container has a capacity reservation set.
C. The container is in a stretch cluster.
D. There is more than one failed drive in the cluster.

Antwort: B

Begründung:
Nutanix documentation on capacity reservation explains that a storage container can reserve a portion of storage so that a minimum
amount of capacity remains available for that specific container. When reservations are configured, one container may retain
protected usable space while other containers in the same storage pool can run out of usable capacity first, even though the pool still
shows free space overall.
That exactly matches the scenario in the question, which is why C is the correct answer. ( Nutanix ) This is a subtle storage-
administration concept. The question is not saying the pool itself is full; it says all but one container are out of space while the single
pool still has free space. That pattern is much more consistent with reservation policy than with hardware failure. Failed nodes or
drives would usually surface additional health symptoms and would not neatly explain one container still having preserved capacity
while the others are exhausted. Nutanix intentionally allows reservation for predictable capacity control, and that is the feature
responsible here. Hence A, B, and D are distractors, while C is correct. ( Nutanix )

94. Frage 
An administrator is migrating from a standalone ESXi host and needs to provide access to an AHV storage container.
How should the administrator complete this task?

A. Add the ESXi host IP to Filesystem Whitelist.
B. Import the ESXi host to the AHV cluster.
C. Create user for authentication to NFS access.
D. Setup the AHV storage container as an NFS share.

Antwort: A

Begründung:
Nutanix documentation and KB guidance for transferring virtual disks to AHV clearly state that when a source hypervisor such as
ESXi needs temporary access to a Nutanix storage container, administrators should add the host IP address to the filesystem
whitelist. That is the approved mechanism for allowing the source host to mount or access the container for migration purposes. This
makes D the correct answer. ( portal.
nutanix.com , portal.nutanix.com , portal.nutanix.com )
The wording "setup as an NFS share" is too generic and is not the exact Nutanix administrative step. Nutanix storage containers are
not meant to be treated as open general-purpose file shares. Importing the ESXi host into AHV is not the workflow here, and per-
user NFS authentication is not the key control being tested. The precise and supported action is to allow the ESXi host through the



Filesystem Whitelist.
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......
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