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e SO 27001:2022 Annex A: This domain outlines the set of security controls listed in Annex A of the
standard. It explains how these controls are selected and applied to mitigate identified risks within an
ISMS.

¢ How to Develop an ISMS: This section focuses on the process of establishing and implementing an
Information Security Management System (ISMS). It includes planning, risk assessment, and applying

=2 : . .
appropriate controls to protect information assets.

¢ Principles, concepts and the requirements of ISO

e [EC 27001:2022: This domain covers the core principles, key concepts, and mandatory requirements of
the ISO

e [EC 270012022 standard. It explains how information security is structured, managed, and aligned with
organizational objectives.
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EE#13
InISO/IEC 27001:2022, what does the information security risk assessment process refer to?

A. Establishing and maintaining information security risk criteria
B. Identifying information security risks

C. All of the above

D. Identifying risk owners
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Y.

ISO/IEC 27001:2022 requires the organization to establish and maintain information security risk criteria, identify information
security risks, and identify risk owners as part of the risk assessment process. These activities are core elements of clause 6 on
planning and risk assessment. Since all of the listed options are required parts of the process, the correct answer is D.

AE#14
Which of'the following activities are responsibilities of top management?

A. Supporting the drive for continual improvement

B. Assigning the resources necessary to maintain the system
C. All of the above

D. Ensuring compliance with the information security policy
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ISO/IEC 27001:2022 requires top management to demonstrate leadership and commitment with respect to the ISMS. This includes
ensuring that the information security policy and objectives are established, ensuring that the resources needed for the ISMS are
available, and promoting continual improvement. Top management is also responsible for supporting relevant roles and ensuring that
the ISMS achieves its intended outcores.

Since all of the listed activities align with top management responsibilities, option D is correct.

EE #15
Annex A of ISO/IEC 27001:22022 consists of

A. Guidelines for risk management

B. None of the above

C. Elements necessary for a good design and implementation of the ISMS
D. A comprehensive list of controls grouped by themes

2
m

SH: D

M.

Annex A of ISO/IEC 27001:2022 contains the reference set of information security controls used to support risk treatment
decisions. In the 2022 edition, these controls are organized into four themes: organizational, people, physical, and technological
controls. Annex A is not a set of ISMS implementation steps and 1t is not a risk management guideline. Its role is to provide a
structured set of control objectives and controls that may be selected as part of risk treatment. Therefore, option B is the correct
answer.

A2 #16
Which of'the following options should be included in the ISMS policy?

A. The company history and the motivation for implementing the ISMS
B. The results of previous audits

C. The information security objectives

D. The name of'the intrusion detection system

He: C

Y.

Under ISO/IEC 27001:2022, the nformation security policy must be appropriate to the purpose of the organization, include
information security objectives or provide the framework for setting them, and include a commitment to satisfy applicable
requirenents and to continual improvement of the ISMS. The standard does not require technical product names, company history,
or prior audit results to appear in the policy. Therefore, option C is the best and correct answer.



AEE#17
Identify the missing words in the following sentence.
The organization shall establish, , maintain, and continually improve an information security management system.

A. implement
B. monitor
C. exploit
D. administer

HE: A
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Clause 4.4 of ISO/IEC 27001:2022 requires the organization to establish, implement, maintain, and continually improve an
information security management system. This is one of the core statements of the standard and defines the lifecycle expectation for
the ISMS. Therefore, the missing word is implement, making option A correct.
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