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Answer: D

Explanation:

The purpose of retaining documented information related to the ISMS of an organisation is to the extent necessary, to have
confidence that the processes have been carried out as planned. This means that the documented information provides evidence of
the conformity and effectiveness of the ISMS, as well as the achieverment of the information security objectives and the continual
improverment of the ISMS. Documented information also supports the analysis and evaluation of the ISMS performance and the
identification of opportunities for improvement. Reference: = ISO/IEC 270012022, clause 7.5.1; PECB Candidate Handbook ISO
27001 Lead Auditor, page 17.
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Answer: A

Explanation:

Even though the marketing department was not included in the audit scope, the issue of employees' access rights control must be
communicated to Sinvestment's representatives and included in the audit report because it is part of Sinvestment's information
security policy. It reflects on the overall adherence to the ISMS requirements.
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Answer: A,C

Explanation:

The following staterments are true:

The role of a certification body auditor involves evaluating the organization's processes for ensuring compliance with their legal
requirements. This is part of the auditor's responsibility to assess the effectiveness and conformity of the organization's [ISMS against
the ISO/IEC 27001:2022 standard and the applicable legal and regulatory requirements.

During a third-party audit, the auditor evaluates how the organization ensures that they are made aware of changes to the legal



requirements. This is part of the auditor's responsibility to verify that the organization has established and maintained a process for
identifying and updating their legal and other requirements related to information security. The following statement is false:

As part of a certification body audit, the auditor is responsible for verifying the organization's legal compliance status. This is not true,
as the auditor is not authorized or qualified to provide legal advice or judgment on the organization's compliance status. The auditor
can only report on the evidence of compliance or noncompliance observed during the audit, but the ultimate responsibility for
ensuring legal compliance lies with the organization. Reference: : CQI & IRCA ISO 27001:2022 Lead Auditor Course Handbook,
page 66. : CQI & IRCA ISO 27001:2022 Lead Auditor Course Handbook, page 67. : ISO/IEC 27001 LEAD AUDITOR -
PECB, page 22.
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Answer: B,E,F

Explanation:

According to the ISO/IEC 270012022 Lead Auditor (Information Security Management Systems) course, the following corrections
and corrective actions are expected from ABC in response to the nonconformity:

B . The Service Manager provides evidence of analysis of the cause of nonconformity and how the ABC evaluates the effectiveness
of implemented corrective actions. This is part of the requirement of clause 10.1 of ISO/IEC 27001:2022, which states that the
organization shall determine the causes of nonconformities and evaluate the need for action to ensure that they do not recur or occur
elsewhere12. The organization shall also evaluate the effectiveness of any corrective actions taken12.

F . ABC identifies and checks compliance with all applicable legislation and contractual requirements involving third parties. This is
part of the requirement of clause 4.2 of ISO/IEC 27001:2022, which states that the organization shall determine the external and
internal issues that are relevant to its purpose and that affect its ability to achieve the intended outcome(s) of its information security
management systeml 2. This includes the legal and contractual requirements related to the information security aspects of the
organization's activities, products and services12.

G . The Service Manager implements the corrective actions and Customer Service Representatives evaluate the effectiveness of
implemented corrective actions. This is part of the requirement of clause 10.1 of ISO/IEC 27001:2022, which states that the
organization shall implement any action needed and retain documented information as evidence of the results of any action taken12.
The organization shall also monitor, measure, analyze and evaluate the information security performance and the effectiveness of the
mformation security management systeml?2.

Reference:

1: ISO/IEC 270012022 Lead Auditor (Information Security Management Systems) course, CQI and IRCA Certified Training, 1
2:ISO/IEC 27001 Lead Auditor Training Course, PECB, 2
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Answer:
Explanation:
"In a third-party audit an indica at organisation is notjf&qu
—

To complete the sentence with the best word(’s), click on the blank section you want to complete so that it is highlighted in red, and then
click on the applicable text from the options below. Alternatively, you may drag and drop the option to the appropriate blank section.

[nonconformity| [an observation| [a recommendation] } riterial| |conformity| |a finding)
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