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Cisco Implementing Cisco Enterprise Wireless Networks Sample Questions
(Q201-Q206):
NEW QUESTION # 201 
A network engineer needs to configure multicast in the network. The implementation will use multiple multicast groups and PIM
routers. Which address provides automatic discovery of the best RP for each multicast group?

A. 224.0.1.39
B. 224.0.0.14
C. 224.0.0.13
D. 224.0.1.40

Answer: D

NEW QUESTION # 202 
Refer to the exhibit. An engineer deployed a Cisco WLC using local EAP. Users who are configured for EAP-PEAP cannot
connect to the network. Based on the local EAP debug controller provided, why is the client unable to connect?

A. The Cisco WLC local EAP profile is misconfigured.

https://www.vceengine.com/300-430-vce-test-engine.html


B. The client is falling to accept certificate.
C. The Cisco WLC is configured for the incorrect date.
D. The user is using invalid credentials.

Answer: A

Explanation:
User is configured for PEAP authentication. WLC starts EAP-FAST context (Line 3). -> EAP Profile on the WLC needs to be
corrected to use PEAP.

NEW QUESTION # 203 
A corporation is spread across different countries and uses MPLS to connect the offices. The senior management wants to utilize the
wireless network for all the employees. To ensure strong connectivity and minimize delays, an engineer needs to control the amount
of traffic that is traversing between the APs and the central WLC. Which configuration should be used to accomplish this goal?

A. FlexConned mode with central switching enabled
B. FlexConnect mode with local authentication
C. FlexConnect mode with OfficeExtend enabled
D. FlexConnect mode with central authentication

Answer: C

Explanation:
A Cisco OfficeExtend access point (Cisco OEAP) provides secure communications from a Cisco WLC to a Cisco AP at a remote
location, seamlessly extending the corporate WLAN over the Internet to an employee's residence. The user's experience at the
home office is exactly the same as it would be at the corporate office. Datagram Transport Layer Security (DTLS) encryption
between the access point and the controller ensures that all communications have the highest level of security.Cisco OEAPs are
designed to work behind a router or other gateway device that is using network address translation (NAT). NAT allows a device,
such as a router, to act as an agent between the Internet (public) and a personal network (private), enabling an entire group of
computers to be represented by a single IP address. There is no limit to the number of Cisco OEAPs that you can deploy behind a
NAT device.
https://www.cisco.com/c/en/us/td/docs/wireless/controller/72/configuration/guide/cg/cg_flexconnect.html#wp1241304

NEW QUESTION # 204 
An engineer has configured the wireless controller to authenticate clients on the employee SSID against Microsoft Active Directory
using PEAP authentication.
Which protocol does the controller use to communicate with the authentication server?

A. RADIUS
B. 802.1X
C. WPA2
D. EAP

Answer: A

Explanation:
EAP is exchanged between supplicant and authenticator and RADIUS Is used between authenticator and Auth server.



NEW QUESTION # 205 
The security learn is concerned about the access to all network devices, including the Cisco WLC. To permit only the admin subnet
to have access to management, a CPU ACL is created and applied. However, guest users cannot get to the web portal.
What must be configured to permit only admins to have access?

A. Access to Cisco ISE must be allowed on the pre authentication ACL.
B. Management traffic from the guest network must be configured on the ACL rules.
C. The guest portal must be configured on the CPU ACLs on the Cisco WLC.
D. Traffic toward the virtual interface must be permitted.

Answer: A

Explanation:

NEW QUESTION # 206
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