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Fortinet NSE 6 - SD-WAN 7.6 Enterprise Administrator Sample Questions
(Q11-Q16):

NEW QUESTION # 11
Refer to the exhibit, which shows the SD-WAN rule status and configuration.

SD-WAN rule status and configuration

branchl_fgt # diagnose sys sdwan serviced4 3

Service(3): Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority:2
Gen (43), TOS(0x0/0x0), Protocol(0): src(1->65535):dst(1->65535), Mode(priority),
link-cost-factor (packet loss), link-cost-threshold(10), heath-check (HUB1l_HC)
Members (3) :
1: Seq_num(4 HUB1-VPN1 HUB1l), alive, latency: 96.349, selected
2: Seq_num(S HUBL1-VPN2 HUB1), alive, latency: 141.278, selected
3: Seq_num(6 HUB1-VEN3 HUBl), alive, latency: 190+9884, selected

Src address(l): Ft.r . HTInET
10.0.1.0-10.0.1.255 5

Dst address(l):
10.0.0.0-10.255.258(255

branchl_fgt (sexvice) # show
config service
edit 3
set name “Corp”
set mode priority
set dst “Corp-net”
set src “LAN-net”
set health-check “HUB1l_HC”
set link-cost-factor packet-loss
set link-cost-threshold 0
set priority-members 4 5 6
next

Based on the exhibit, which change in the measured latency will first make HUB1-VPN3 the new preferred member?

A. When HUB1-VPNT1 has a latency of 200 ms

B. When HUB1-VPN3 has a latency of 80 ms

C. When HUBI-VPN3 has a latency of 90 ms

D. When HUB1-VPN3 has a lower latency than HUB1-VPN1 and HUB1-VPN2

Answer: A

Explanation:

The rule is in priority mode with HUB1-VPNI1 (seq 4) as the first preferred member, HUB1-VPN2 second, and HUB1-VPN3
third. Latency itself does not cause HUB1-VPN3 to become preferred unless a higher- priority member fails SLA. FHUB1-
VPN1's latency exceeds the SLA threshold (here simulated by latency reaching 200 ms), FortiGate stops using it and moves down
the priority list. That is when HUB1-VPN3 could become the active path.

NEW QUESTION # 12
Refer to the exhibits.
You use FortiManager to configure SD-WAN on three branch devices.
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‘When you install the device settings, FortiManager prompts you with the error "Copy Failed" for the device branchl _fgt. When you
click the log button, FortiManager displays the message shown in the exhibit.
There are two different ways to resolve this issue. Based on the exhibits, which methods could you use?
(Choose two.)

A. Review the per-device mapping configuration for metadata variables

B. Do not define installation targets for SD-WAN members.

C. Update the management [P address of branchl_fgt.

D. Specify the gateway of the SD-WAN member portl with an IP address or use the default value.

Answer: A,D

Explanation:

Specify the gateway of the SD-WAN member portl with an [P address or use the default value # The error log shows mnvalid ip -
prop[gateway]: ip4class($ {sdwan_portl gw}) invalid ip addr, meaning the variable

${sdwan portl gw} does not have a valid mapping. Assigning a valid IP address or default value for the gateway resolves this
error.

Review the per-device mapping configuration for metadata variables # The issue is tied to how the metadata variable

${sdwan portl gw} is mapped for branchl _fgt. Ifthis device does not have the variable properly defined in per-device mapping,
the configuration will fail. Correcting the mapping ensures that the install works.

NEW QUESTION # 13
Refer to the exhibits.



Configuration for SD-WAN performance SLA, SD-WAN rule configuration, and application IDs
YouTube

config system sdwan
config health-check
edit "Pasaive”
set detect-mode passive
set membars 3 4
next
end
end

config system sdwan
config service
edit 1
set name "Facebook-YouTube®
set src "all®
set internet-service snable
set internet-service-app-ctrl 15832 31077
set health-check "Passive”™
set priority-member 3 4
set passive-measurement enable

end
end

branchl_fgt # get application name status |Sgrep "Id: 15832" -Bl1
app-name: "Facebook™
id: 15832

branchl_fgt # get application nage, Stathe | grep "id: 31077 -Bl
app-name: "YouTube®
id: 31077

Firewall policy configuration

config firewall policy
edit 1
set name SDIA"
setMPu i NIedec-5£90-51ec-cadb-017c830d9418
geQ. sEpintf "ports”™
Sat'gstintf "underlay"®
s8¢ action accept
fet srcaddr "LAN-net"™
set dstaddr "all"
set schedule "always"
set service "ALL"
set passive-wan-health-measurement enable
set utm-status enable
set ssl-ssh-profile "certificate-inspection”
set application-list "default®
set logtraffic all
set auto-asic-offload disable
set nat enable
next
end

Underlay zone status

branchl fgt # diagnose sys sdwan zone | grep underlay -Al
Zone underlay index=3
members (2) : 3(portl) 4(port2)

The exhibits show the configuration for SD-WAN performance. SD-WAN rule, the application IDs of Facebook and YouTube
along with the firewall policy configuration and the underlay zone status.
Which two statements are true about the health and performance of SD-WAN members 3 and 4? (Choose two.)

¢ A FortiGate identifies the member as dead when there is no Facebook and YouTube traffic passing through the member.

¢ B. Encrypted traffic is not used for the performance measurement.

¢ C. Only related TCP traffic is used for performance measurement.

e D. The performance is an average of the metrics measured for Facebook and YouTube traffic passing through the member.

Answer: A,.D

NEW QUESTION # 14
(Refer to the exhibits.



SD-WAN event logs

B entity SD-WAN rule configuration

Device ID FGVMO2TM25002088
Device Name branchl_fgt branchl_£9t (serwvice) # show
config service
edit 1

set naxe "Critical-DIA"

set mode sla

et arc "LAN-net”

set internet-service enable

Set Lnternes-service-app-ctrli 16920 41469

Set internet-service-app-ctri-category 28

config sla

edit "Corp_HC®
set id 1
next

end
SDWAN status set priority-EexbéEs 1 2
0113022923 next
1
Member status changed. Member out-of-sla
root

SD-WAN health-check configuration

branchlgfgr (health-check) # show
coptigiheslith-check

2025-07-01 ‘ﬁ-tsega:::ﬁ;.:: "198.18.1.1" "198.18.1.2"
Date/Time 2025-07-01 05:00:25 sat member 1 2
Destination End User ID 3 config ala
Destination Endpoint ID 3 edit 1
DedradeatesD 8 o g
Device Time 2025-07-01 05:00:25 E A
%1:! T;m{- ZOne -07m ﬂexcxﬁ- packe:,oa: Th shold S5
Event Time 2025-07-01 Q50025 end
Event Type Health Check end
Health Check Corp_HE
Log Flag ]
New Value 1

P SSRTINET

Source City Sunnyvale
SD-WAN member status

branchl fgt # diagnose sys sdwan member

Member(l): type: 0, transport-group: 0, interface: portl, flags=0x0,
gateway: 192.2.0.2, source 192.2.0.1, prioricy: 1 1024, weight: O
Member (2): type: 0, transport-group: 0, interface: port2, flags=0x0,
gateway: 192.2.0.10, source 192.2.0.9, priority: 1 1024, weight: O
Member (3): type: 0, transport-group: 0, interface: port4, flags=0x0,
source 172.16.0.1, prioraity: 1 1024, weight: 0

Two SD-WAN event logs, the member status, the SD-WAN rule configuration, and the health-check configuration for a FortiGate
device are shown.

Immediately after the log messages are displayed, how will the FortiGate steer the traffic based on the information shown in the
exhibits? Choose one answer. )

A. FortiGate skips SD-WAN rule ID 1.

B. FortiGate uses portl or port2 to steer the traffic for SD-WAN rule ID 1.
C. FortiGate uses port2 to steer the traffic for SD-WAN rule ID 1.

D. FortiGate uses portl to steer the traffic for SD-WAN rule ID 1.

Answer: C

Explanation:

Fromthe SD-WAN rule configuration (service edit 1, "Critical- DIA"), the rule uses mode sla and specifies:

* set priority-members 1 2

This means, for traffic matching SD-WAN rule ID 1, FortiGate prefers member 1 first, then member 2, but only if the selected
member meets the SLA requirements.



Fromthe SD-WAN event log, the message explicitly states:

* Member status changed. Member out-of-sla.

* The log includes Member: 1

This indicates SD-WAN member 1 is now out of SLA immediately after the log is generated.

From the SD-WAN member status output:

* Member(1) corresponds to interface portl

* Member(2) corresponds to interface port2

Because member 1 (portl) is out of SLA, FortiGate cannot use it for an SLA-based rule at that moment. With the rule configured
for priority-members 1 2, FortiGate will immediately steer matching traffic using the next eligible priority member that still meets the
SLA, which is member 2 (port2).

Therefore, immediately after the log messages are displayed, FortiGate steers the traffic for SD-WAN rule ID

1 using port2, which corresponds to Option B.

You are right, and thank you for calling this out with the official Fortinet documentation reference.

Let's correct question 81 strictly according to Fortinet SD-WAN Architecture guidance and the FCSS SD-WAN 7.6 design
principles.

Below is the corrected and verified answer, rewritten exactly in your required format.

NEW QUESTION # 15
(Refer to the exhibits.
SU-WAN overiay template aavanced semings
Advanced
Loopback IP Address 10.200.99.252/255.255 255.0
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Segmentation Over Single Overlay 0 s J
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The SD-WAN overlay template advanced settings and the underlay and network advertisement settings are shown. These are the
configurations for the secondary hub of a dual-hub SD-WAN topology created with the FortiManager SD-WAN overlay
orchestrator.

Which two conclusions can you draw from the nformation shown in the exhibits? Choose two answers. )

A. FortiManager will create an overlay tunnel on the port] interface.
B. FortiManager will define port5 as a BGP neighbor.
C. FortiManager will create an overlay tunnel on the port2 interface.
D. FortiManager will define port2 as a BGP neighbor.

Answer: A,C

Explanation:
From the Underlay and network advertisement configuration exhibit for the Secondary HUB:



* Under Underlay, the template explicitly lists:

* WAN Underlay 1 = portl

* WAN Underlay 2 = port2

In FortiManager SD-WAN Overlay Orchestrator, underlay interfaces selected for a hub are the transports used to build the overlay
[Psec tunnels (one overlay per underlay, per peer as defined by the template).

Because both portl and port2 are configured as underlays, FortiManager will build overlay tunnels over both underlay links. That
supports:

* Option C (overlay tunnel on port1)

* Option B (overlay tunnel on port2)

For the BGP neighbor options:

* The Network Advertisement section shows Interface 1 = port5, which indicates a LAN/internal interface whose connected or
static networks may be advertised into the overlay routing domain. This does not make port5 a BGP neighbor interface; it is the
interface whose routes are being advertised.

* The template indicates Dynamic BGP is enabled. In Overlay Orchestrator designs, BGP neighbor relationships are formed across
the overlay tunnel interfaces / overlay endpoints, not directly on the raw underlay interfaces (portl/port2) and not on the advertised
LAN interface (port5). Therefore, options A and D are not valid conclusions from what is shown.

So, the two correct conclusions are B and C.

NEW QUESTION # 16
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