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Aktualisierung genießen.

Die 200-201-Prüfung deckt eine breite Palette von Themen im Zusammenhang mit Cybersicherheitsoperationen ab, einschließlich
Sicherheitskonzepten, Sicherheitsüberwachung, Netzwerkinfrastruktur und Protokolle, Endpunktschutz und Cloud-Sicherheit. Die
Prüfung ist in verschiedene Abschnitte unterteilt, um sicherzustellen, dass die Kandidaten ein umfassendes Verständnis aller
behandelten Themen haben. Die Prüfung besteht aus Multiple-Choice-Fragen, Drag & Drop-Fragen und Simulationsfragen, um das
Wissen und die Fähigkeiten des Kandidaten zu testen.

Cisco Understanding Cisco Cybersecurity Operations Fundamentals 200-201
Prüfungsfragen mit Lösungen (Q377-Q382):
377. Frage 
Endpoint logs indicate that a machine has obtained an unusual gateway address and unusual DNS servers via DHCP Which type of
attack is occurring?

A. phishing
B. command injection
C. evasion methods
D. man in the middle attack

Antwort: D

Begründung:
The situation where endpoint logs show a machine receiving an unusual gateway address and DNS servers via DHCP is indicative of
a Man-in-the-Middle (MitM) attack, specifically a DHCP spoofing attack. In this type of attack, an adversary can set up a rogue
DHCP server or manipulate the DHCP communication to provide false gateway and DNS information to clients. This allows the
attacker to intercept, monitor, or manipulate traffic between the client and the intended gateway or DNS servers2.

378. Frage 
What does an attacker use to determine which network ports are listening on a potential target device?

A. SQL injection
B. man-in-the-middle
C. port scanning
D. ping sweep

Antwort: C

Begründung:
Explanation/Reference:

379. Frage 
Which data type is necessary to get information about source/destination ports?

A. alert data
B. connectivity data
C. session data
D. statistical data

Antwort: B

380. Frage 
What are two denial of service attacks? (Choose two.)

A. UDP flooding
B. ping of death
C. TCP connections



D. MITM
E. code red

Antwort: A,B

Begründung:
Ping of Death involves sending oversized or malformed pings to crash the target system, while UDP flooding overwhelms the target
with UDP packets to consume its resources and disrupt services. These are both examples of denial of service attacks, which aim to
prevent legitimate users from accessing a system or service. Reference:= Cisco Cybersecurity Operations Fundamentals - Module 4:
Network Intrusion Analysis

381. Frage 
A company is using several network applications that require high availability and responsiveness, such that milliseconds of latency
on network traffic is not acceptable. An engineer needs to analyze the network and identify ways to improve traffic movement to
minimize delays. Which information must the engineer obtain for this analysis?

A. deep packet captures of each application flow and duration
B. total throughput on the interface of the router and NetFlow records
C. output of routing protocol authentication failures and ports used
D. running processes on the applications and their total network usage

Antwort: B

Begründung:
For high availability and responsiveness, especially where milliseconds of latency are critical, an engineer must analyze the network's
performance in detail. Total throughput on the interface of the router will provide information on the bandwidth and traffic load,
which is essential for understanding if the network can handle the current and projected traffic without delays. NetFlow records are
crucial for this analysis as they provide data about the traffic flow across the network, which helps in identifying patterns, peak usage
times, and types of traffic. This information is vital for making informed decisions to optimize traffic movement and minimize
latency123.
References :=
* Cisco's guide on Network Traffic Analysis1.
* Cisco's white paper on Network Security Policy: Best Practices2.
* Cisco's documentation on Implementation of High Availability
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