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NEW QUESTION # 236
An organization wants to enable the correlation and analysis of security-related events and other recorded data and to support
mnvestigations info information security incidents. Which control should it implement7

e A Clock synchronization

e B. Use of privileged utility programs
e (. Installation of software on operational systems
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Answer: A

Explanation:

Clock synchronization is the control that enables the correlation and analysis of security-related events and other recorded data and
to support investigations into information security incidents. According to ISO/IEC

270012022, Annex A, control A.8.23.1 states: '"The clocks of all relevant information processing systers within an organization or
security domain shall be synchronized with an agreed accurate time source." This ensures that the timestamps of the events and data
are consistent and accurate across different systems and sources, which facilitates the identification of causal relationships, patterns,
trends, and anomalies. Clock synchronization also helps to establish the sequence of events and the responsibility of the parties
mvolved i an incident.

References:

* ISO/IEC 2700122022, Annex A, control A.8.23.1

* PECB ISO/IEC 27001 Lead Implementer Course, Module 7, slide 21

NEW QUESTION # 237
‘What supports the continual improvement of an ISMS?

¢ A The update of documented information
¢ B. The update of eternal audit reports
e C. The update of action plans

Answer: A

Explanation:

According to the ISO/IEC 27001:2022 standard, the organization should establish, implement and maintain a process to manage
changes that affect the information security management system (ISMS) and to continually improve the suitability, adequacy and
effectiveness of the ISMS (section 8.1.3 and 10.2). The standard also states that the organization should update the documented
information of the ISMS as necessary to reflect the changes and the results of the improvement process (section 8.1.3.2 and
10.2.2). Therefore, the update of documented information supports the continual improvement of the ISMS by ensuring that the
ISMS is aligned with the current and future needs and expectations of the organization and its interested parties.

Reference:

ISO/IEC 27001:2022, Information security, cybersecurity and privacy protection - Information security management systems -
Requirements1 ISO/IEC 27001 Lead Implementer Info Kit Continual Improvement For ISO 27001 Requirement 10.22

NEW QUESTION # 238
Based on scenario 9. the top management decided to accept the risk related to a nonconformity to control 5.17 Authentication
informal ion. is this acceptable?

e A. Acceptable, as the company properly informed the internal audit that they decided to accept the risk
e B. Unacceptable, the company should have provided justification for accepting the risks and documented it
e C. Acceptable, the company analyzed the implementation costs and accepted the risk

Answer: B

NEW QUESTION # 239
Why is compliance important forthe reliability of the information?

e A. By meeting the legslative requirements and theregulations of both the government and internal management, an organization
shows that it manages its information in a sound manner.

e B. When an organization employs a standard such as the ISO/IEC 27002 and uses it everywhere, it is compliant and
thereforeit guarantees the reliability of its information.

e C. Compliance is another word for reliability. So, ifa company indicates that it is compliant, it means that the information is
managed properly.

e D. When an organization is compliant, it meets the requirements of privacy legislation and, in doing so, protects the reliability
of its information.

Answer: A



NEW QUESTION # 240
Which audit phase was conducted after the issue with the audit team was resolved?

e A Stage 2
¢ B. Audit follow-up
e C. Stage |

Answer: A

NEW QUESTION # 241
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