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NEW QUESTION # 45 
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A. Internal issues affecting the purpose of the ISMS
B. The processes that will be required to operate the ISMS
C. The information security objectives relevant to the ISMS
D. The ISO/IEC 27001 clauses which apply to the management system

Answer: A

Explanation:
Clause 4.1 specifies exactly what must be determined when establishing context: "The organization shall determine external and
internal issues that are relevant to its purpose and that affect its ability to achieve the intended outcome(s) of its information security
management system." This requirement is about understanding internal and external issues (e.g., culture, capabilities, regulatory
environment) that influence the ISMS's effectiveness. Objectives (option B) are addressed later in Clause 6.2; processes (option C)
are addressed in Clause 4.4 and operational planning; and "which clauses apply" (option D) is not a determination step-ISO/IEC
27001's requirements in Clauses 4-10 are not optional. Therefore, the direct, required factor per 4.1 is determining internal (and
external) issues relevant to the organization's purpose and ISMS outcomes.

NEW QUESTION # 46 
Which action is a required response to an identified residual risk?

A. The organization shall change practices to avoid the risk occurring
B. Top management shall delegate its treatment to risk owners
C. It shall be reviewed by the risk owner to consider acceptance
D. By default, it shall be controlled by information security awareness and training

Answer: C

Explanation:
Clause 6.1.3 (e) specifies:
"The organization shall obtain risk owners' approval of the information security risk treatment plan and acceptance of the residual
information security risks." This confirms that residual risks - those remaining after risk treatment - must be reviewed and formally
accepted by the designated risk owner. Option A is incorrect; awareness training is not a default control for all residual risks. Option
B misrepresents leadership responsibility; top management ensures processes exist, but risk ownersformally approve residual risk.
Option D (avoiding risk) is a treatment option, not the mandated requirement for residual risks.
Thus, the required response isC: Review and acceptance by the risk owner.

NEW QUESTION # 47 
Which statement is a factor that will influence the implementation of the information security management system?

A. The ISMS will be separate from the organization's overall management structure
B. The ISMS will encompass all controls specified within ISO/IEC 27001
C. The ISMS will be operated as an independent process within the organization
D. The ISMS will be scaled to the controls according to the needs of the organization

Answer: D

Explanation:
ISO/IEC 27001 makes clear that the ISMS is intended to be tailored to the organization. The standard states: " This document also
includes requirements for the assessment and treatment of information security risks tailored to the needs of the organization. The
requirements set out in this document are generic and are intended to be applicable to all organizations regardless of type, size or
nature." This means implementation is scaled based on each organization's risk, context, and needs, not a fixed one-size-fits-all set of
activities or controls. Clause 6.1.3 further reinforces that control selection is flexible and risk-driven: " Organizations can design
controls as required or identify them from any source," and "Annex A contains a list of possible information security controls... The
information security controls listed in Annex A are not exhaustive and additional information security controls can be included if
needed." Together, these extracts verify that the ISMS implementation is influenced by and scaled to the organization's needs and
selected controls, not separated from management processes (A, D) nor mandated to include "all controls" (B).

NEW QUESTION # 48 
Which action must top management take to provide evidence of its commitment to the establishment, operation and improvement of



the ISMS?

A. Implementing the actions from internal audits
B. Producing a risk assessment report
C. Ensuring information security objectives are established
D. Communicating feedback from interested parties to the organization

Answer: C

Explanation:
Clause 5.1 (Leadership and Commitment) requires top management to demonstrate leadership by:
* "ensuring the information security policy and the information security objectives are established and are compatible with the
strategic direction of the organization;"
* "ensuring the integration of the ISMS requirements into the organization's processes;"
* "ensuring that the resources needed for the ISMS are available;"
Among the options, the one explicitly mandated isensuring that information security objectives are established. Risk assessments (C)
and implementing audit actions (D) are responsibilities of management but not the direct leadership evidence required in Clause 5.1.
Communicating interested party feedback (A) is relevant but not specifically cited as leadership evidence. Thus, the verified answer
isB.

NEW QUESTION # 49 
Which is a control title within Annex A of ISO/IEC 27001?

A. Change control
B. Protection of documents
C. Responsibilities and procedures
D. Information security in supplier relationships

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:
In ISO/IEC 27002:2022, which provides control guidance for Annex A of ISO/IEC 27001, Clause 5.19 is titled:"Information
security in supplier relationships." This control requires organizations to ensure that information security is addressed in supplier
agreements and relationships. It is part of theOrganizational Controls theme. The other options are not control titles in Annex A:
* "Responsibilities and procedures" (B) was used in older standards like ISO/IEC 27001:2005 but no longer exists.
* "Protection of documents" (C) relates to document control but is not a specific Annex A control.
* "Change control" (D) is relevant to ITIL/ITSM but not listed as a control title in Annex A.
Therefore, the correct Annex A control title isA: Information security in supplier relationships.

NEW QUESTION # 50
......
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