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Thema 1

Security Profiles: This section of the exam measures the skills of a Threat Prevention Specialist and covers
the configuration and management of comprehensive security profiling systems. It includes implementing
SSL
SSH inspection, combining web filtering and application control mechanisms, integrating intrusion
prevention systems, and utilizing the Internet Service Database to create layered security protections for
organizational networks.

Thema 2

System Configuration: This section of the exam measures the skills of a Network Security Architect and
covers the implementation and integration of core Fortinet infrastructure components. It includes deploying
the Security Fabric, enabling hardware acceleration, configuring high availability operational modes, and
designing enterprise networks utilizing VLANs and VDOM technologies to meet specific organizational
requirements.

Thema 3

VPN: This section of the exam measures the skills of a VPN Solutions Engineer and covers the
implementation of various virtual private network technologies. It includes configuring IPsec VPN using
IKE version 2 protocols and implementing Automatic Discovery VPN solutions to establish on-demand
secure tunnels between multiple sites within an enterprise network infrastructure.

Thema 4
Central Management: This section of the exam measures the skills of a Security Operations Manager and
covers the implementation of centralized management systems for coordinated control and oversight of
distributed Fortinet security infrastructures across enterprise environments.

Thema 5

Routing: This section of the exam measures the skills of a Network Infrastructure Engineer and covers the
implementation of dynamic routing protocols for enterprise network traffic management. It includes
configuring both OSPF and BGP routing protocols to ensure efficient and reliable data transmission across
complex organizational networks.

Fortinet FCSS - Enterprise Firewall 7.6 Administrator FCSS_EFW_AD-7.6
Prüfungsfragen mit Lösungen (Q23-Q28):
23. Frage 
An administrator is setting up an ADVPN configuration and wants to ensure that peer IDs are not exposed during VPN
establishment.
Which protocol can the administrator use to enhance security?

A. Choose IKEv1 aggressive mode because it simplifies peer identification.
B. Stick with IKEv1 main mode because it offers better performance.
C. Opt for SSL VPN web mode because it does not use peer IDs at all.
D. Use IKEv2, which encrypts peer IDs and prevents exposure.

Antwort: D

Begründung:
In ADVPN (Auto-Discovery VPN) configurations, security concerns include protecting peer IDs during VPN establishment. Peer
IDs are exchanged in the IKE (Internet Key Exchange) negotiation phase, and their exposure could lead to privacy risks or targeted
attacks.
# IKEv2 encrypts peer IDs, making it more secure compared to IKEv1, where peer IDs can be exposed in plaintext in aggressive
mode.
# IKEv2 also provides better performance and flexibility while supporting dynamic tunnel establishment in ADVPN.

24. Frage 
Refer to the exhibit.



An administrator is deploying a hub and spokes network and using OSPF as dynamic protocol.
Which configuration is mandatory for neighbor adjacency?

A. Set virtual-link enable in the hub interface
B. Set network-type point-to-multipoint in the hub interface
C. Set bfd enable in the router configuration
D. Set rfc1583-compatible enable in the router configuration

Antwort: B

Begründung:
In a hub-and-spoke topology using OSPF over IPsec VPNs, the point-to-multipoint network type is necessary to establish neighbor
adjacencies between the hub and spokes. This network type ensures that OSPF operates correctly without requiring a designated
router (DR) and allows dynamic routing updates across the IPsec tunnels.

25. Frage 
Refer to the exhibit.
A pre-run CLI template that is used in zero-touch provisioning (ZTP) and low-touch provisioning (LTP) with FortiManager is
shown.

The template is not assigned even though the configuration has already been installed on FortiGate.
What is true about this scenario?



A. Pre-run CLI templates are automatically unassigned after their initial installation
B. Pre-run CLI templates for ZTP and LTP must be unassigned manually after the first installation to avoid conflicting error
objects when importing a policy package
C. The administrator did not assign the template correctly when adding the model device because pre-CLI templates remain
permanently assigned to the firewall
D. The administrator must use post-run CLI templates that are designed for ZTP and LTP

Antwort: A

Begründung:
In FortiManager, pre-run CLI templates are used in Zero-Touch Provisioning (ZTP) and Low-Touch Provisioning (LTP) to
configure a FortiGate device before it is fully managed by FortiManager.
These templates apply configurations when a device is initially provisioned. Once the pre-run CLI template is executed,
FortiManager automatically unassigns it from the device because it is not meant to persist like other policy configurations. This
prevents conflicts and ensures that the FortiGate configuration is not repeatedly applied after the initial setup.

26. Frage 
Refer to the exhibit, which shows an enterprise network connected to an internet service provider.

The administrator must configure the BGP section of FortiGate A to give internet access to the enterprise network.
Which command must the administrator use to establish a connection with the internet service provider?

A. config router route-map
B. config redistribute bgp
C. config neighbor
D. config redistribute ospf

Antwort: C

Begründung:
In BGP (Border Gateway Protocol), a neighbor (peer) configuration is required to establish a connection between two BGP routers.
Since FortiGate A is connecting to the ISP (Autonomous System 10) from AS
30, the administrator must define the ISP's BGP router as a neighbor.
The config neighbor command is used to:
# Define the ISP's IP address as a BGP peer
# Specify the remote AS (AS 10 in this case)
# Allow BGP route exchanges between FortiGate A and the ISP

27. Frage 
Refer to the exhibit.



The routing tables of FortiGate_A and FortiGate_B are shown. FortiGate_A and FortiGate_B are in the same autonomous system.
The administrator wants to dynamically add only route 172.16.1.248/30 on FortiGate_A.
What must the administrator configure?

A. Enable Redistribute Connected in the BGP section on FortiGate_B.
B. The prefix 172.16.1.248/30 in the BGP Networks section on FortiGate_B
C. A BGP route map in for 172.16.1.248/30 on FortiGate_A
D. A BGP route map out for 172.16.1.248/30 on FortiGate_B

Antwort: D

Begründung:
FortiGate_A and FortiGate_B are in the same autonomous system (AS), and FortiGate_A does not currently have route
172.16.1.248/30 in its routing table. However, FortiGate_B has this route as a connected route.



To dynamically advertise only 172.16.1.248/30 from FortiGate_B to FortiGate_A, the administrator must configure a BGP route
map out on FortiGate_B that specifically permits only this prefix.
A BGP route map out on FortiGate_B controls which routes FortiGate_B advertises to FortiGate_A. If no filtering is applied,
FortiGate_B might advertise all BGP-learned and connected routes, which is not what the administrator wants. The route map
should include a prefix-list that explicitly allows only 172.16.1.248/30 and denies everything else.

28. Frage
......

Aufgrund der großen Übereinstimmung mit den echten Prüfungsfragen- und Antworten können wir Ihnen 100%-Pass-Garantie
versprechen. Wir aktualisieren jeden Tag nach den Informationen von Prüfungsabsolventen oder Mitarbeiter von Testcentern. unsere
Prüfungsfragen und Antworten zu Fortinet FCSS_EFW_AD-7.6 （FCSS - Enterprise Firewall 7.6 Administrator）. Wir
extrahieren jeden Tag die Informationen der tatsächlichen Prüfungen und integrieren in unsere Produkte integrieren.
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