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M #66
After enabling IPS you receive feedback about traffic being dropped.
‘What could be the reason?

e A Traffic-submit is set to disable
e B.IPS is configured to monitor

e C. Fail-open s set to disable

¢ D. Np-accel-mode is set to enable

EMf: C
R
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Fail-open is a feature that allows traffic to pass through the IPS sensor without inspection when the sensor fails or is overloaded. If
fail-open is set to disable, traffic will be dropped in such scenarios1. Reference: = IPS | FortiGate / FortiOS 7.2.3 - Fortinet
Documentation

H #67
You want to improve reliability over a lossy IPSec tunnel.
‘Which combination of IPSec phase 1 parameters should you configure?

A. fec-ingress and fSc-egrsss

B. dpd and dpd-retryinterval

C. keepalive and keylive

D. fragmentation and fragmentation-mtu

Ef#: A

A :
It improves reliability that can overcome adverse WAN conditions such as lossy or noisy links.

HM #68
Which two statements about bfd are true? (Choose two)

o A It works for OSPF and BGP
¢ B. You must configure n globally only

¢ C. Youcandisable it at the protocol level
e D. It can support neighbor only over the next hop in BGP

Ef: A. C

L2

BFD (Bidirectional Forwarding Detection) is a protocol that can quickly detect failures in the forwarding path between two adjacent
devices. You can disable BFD at the protocol level by using the "set bfd disable" command under the OSPF or BGP configuration.
BFD works for both OSPF and BGP protocols, as well as static routes and SD-WAN rules.

B #69
Which two statements about bfd are true? (Choose two)

A. It works for OSPF and BGP
B. You must configure n globally only

C. You can disable it at the protocol level
D. It can support neighbor only over the next hop in BGP

EfE: AL C

AR :

BFD (Bidirectional Forwarding Detection) is a protocol that can quickly detect failures in the forwarding path between two adjacent
devices. You can disable BFD at the protocol level by using the "set bfd disable" command under the OSPF or BGP configuration.
BFD works for both OSPF and BGP protocols, as well as static routes and SD-WAN rules. References = BFD | FortiGate /
FortiOS 7.2.0 - Fortinet Document Library, section "BFD".
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Refer to the exhibit, which contains a partial policy configuration.
Which setting must you configure to allow SSH?

A. Select an application control profile corresponding to SSH in the Security Profiles section
B. Specify SSH in the Service field

C. Configure pot 22 in the Protocol Options field.

D. Include SSH in the Application field

IEf#: B

e

Option A is correct because to allow SSH, you need to specify SSH in the Service field of the policy configuration. This is because
the Service field determines which types of traffic are allowed by the policyl. By default, the Service field is set to App Defauilt,
which means that the policy will use the default ports defined by the applications. However, SSH is not one of the default
applications, so you need to specify it manually or create a custom service for it2.

Option B is incorrect because configuring port 22 in the Protocol Options field is not enough to allow SSH. The Protocol Options
field allows you to customize the protocol inspection and anomaly protection settings for the policy3. However, this field does not
override the Service field, which still needs to match the traffic type.

Option C is incorrect because including SSH in the Application field is not enough to allow SSH. The Application field allows you to
filter the traffic based on the application signatures and categories4. However, this field does not override the Service field, which still
needs to match the traffic type.

Option D is incorrect because selecting an application control profile corresponding to SSH in the Security Profiles section is not
enough to allow SSH. The Security Profiles section allows you to apply various security features to the traffic, such as antivirus, web
filtering, IPS, etc. However, this section does not override the Service field, which still needs to match the traffic type. Reference: =
1: Firewall policies

2: Services

3: Protocol options profiles

4: Application control
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