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CompTIA N10-009 A|EH 2 Z:

F=H 274
=R 1 ¢ Networking Concepts: For network administrators and IT support professionals, this domain covers
=x 2 o OSI reference model concepts, Comparison of networking appliances, applications, and finctions
¢ Network Security: This section of the exam for cybersecurity specialists and network security

admunistrators covers the importance of basic network security concepts, Various types of attacks and
their impact on the network, application of network security features, defense techniques, and solutions. |

=73 Network Troubleshooting: For help desk technicians and network support specialists, this section covers
troubleshooting methodology, troubleshooting common cabling and physical interface issues,
troubleshooting common issues with network services, and use of appropriate tools or protocols to solve
networking issues.

=X 4 ¢ Selection and configuration of wireless devices.

=5 ¢ Cloud concepts and connectivity options, and Common networking ports.

Z| &l CompTIA Network+ N10-009 F 2 M EE A (Q376-Q381):

EE #376
Which of the following troubleshooting steps would provide a change advisory board with the information needed to make a
decision?

A. Develop a theory of probable cause.
B. Identify the problem

C. Test the theory to determine cause.
D. Establish a plan of action.

2
m

SH: D

M.

A Change Advisory Board (CAB) reviews and approves network changes. Before approval, they need a detailed action plan
outlining the change, potential impacts, and mitigation strategies.

* A Plan of Action includes risk assessments, rollback procedures, and deployment steps, which are critical for decision-making,
? Reference: CompTIA Network+ (N10-009) Official Study Guide - Section: Network Troubleshooting Methodologies

EE #377
Which of the following most likely requires the use of subinterfaces?

A. A hub utilizing jumbo frames

B. A firewall performing deep packet inspection
C. A switch using Spanning Tree Protocol

D. A router with only one available LAN port

He:. D

MY

Introduction to Subinterfaces:

Subinterfaces are logical interfaces created on a single physical interface. They are used to enable a router to support multiple
networks on a single physical interface.

Use Case for Subinterfaces:

Subinterfaces are commonly used in scenarios where VLANS are implemented. A router with a single physical LAN port can be
configured with multiple subinterfaces, each associated with a different VLAN.

This setup allows the router to route traffic between different VLANSs.

Example Configuration:



Consider a router with a single physical interface GigabitEthernet0/0 and two VLANS, 10 and 20.

interface GigabitEthernet0/0.10

encapsulation dot1Q 10

ip address 192.168.10.1 255.255.255.0

!

interface GigabitEthernet0/0.20

encapsulation dot1Q 20

ip address 192.168.20.1 255.255.255.0

The encapsulation dot1Q command specifies the VLAN ID.

Explanation of the Options:

A: A router with only one available LAN port: This is correct. Subinterfaces allow a single physical interface to manage multiple
networks, making it essential for routers with limited physical interfaces.

B: A firewall performing deep packet inspection: Firewalls can use subinterfaces, but it is not a requirement for deep packet
inspection.

C: A hub utilizing jumbo frames: Hubs do not use subinterfaces as they operate at Layer 1 and do not manage IP addressing.
D: A switch using Spanning Tree Protocol: STP is a protocol for preventing loops in a network and does not require subinterfaces.
Conclusion:

Subinterfaces provide a practical solution for routing between multiple VLANs on a router with limited physical interfaces. They
allow network administrators to optimize the use of available hardware resources efficiently.

References:

CompTIA Network+ guide detailing VLLAN configurations and the use of subinterfaces (see page Ref

9 Basic Configuration Commands).

ZE #378
A network engineer receives a new router to use for WAN connectivity. Which of the following best describes the layer the network
engineer should connect the new router to?

A. Leaf
B. Access
C. Spine
D. Core

HE. A

M.

Comprehensive and Detailed Explanation (paraphrased, aligned to N10-009):

In a spine-leaf architecture, endpoints (including servers, firewalls, and WAN/edge routers) connect to leaf switches. Leaf switches
then uplink to spine switches; spine switches do not have endpoints connected directly to them. Therefore, a WAN router (an
external/edge device) should connect to the leaf layer-often specifically to a "border leaf" that handles external connectivity.

Why not B. Core or D. Spine? In spine-leaf, "core" isn't a formal layer, and spines are designed only to interconnect leafs, not to
terminate endpoints.

Why not A. Access? "Access" is a term from the traditional three-tier model (access-distribution-core). In modern spine-leaf
language, the analogous layer for endpoint attachment is the leaf.

Reference (CompTIA Network+ N10-009):

EE #379
Which of the following source control features allows an administrator to test a new configuration without changing the primary
configuration?

A. Central repository
B. Version control

C. Branching

D. Contflict identification

He: C

Y.
Branchingallows developers and administrators tocreate an isolated copyof the main configuration so they can test changes
independently. This avoids impacting the primary environment and allows for safer testing and development.



Reference:

EE #380
An organization has a security requirement that all network connections can be traced back to a user. A network administrator
needs to identify a solution to implement on the wireless network. Which of the following is the best solution?

A. Enforcing wired equivalent protection
B. Requiring theuse of PSKs

C. Implementingenterprise authentication
D. Configuring acaptive portal for users

HE: C

Y.

Enterprise authentication (such as WPA2-Enterprise) utilizes unique credentials for each user, typically integrating with an
authentication server like RADIUS. This allows for tracking and logging user activity, ensuring that all connections can be traced
back to individual users. PSKs (Pre-Shared Keys) are shared among users and do not provide individual accountability. Captive
portals can identify users but are less secure than enterprise authentication, and Wired Equivalent Privacy (WEP) is outdated and not
recommended for security purposes.
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