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i RE #594

While performing a security audit of a web application, an ethical hacker discovers a potential vulnerability.

The application responds to logically incorrect queries with detailed error messages that divulge the underlying database's structure.
The ethical hacker decides to exploit this vulnerability firther. Which type of SQL Injection attack is the ethical hacker likely to use?

¢ A. UNION SQL Injection

¢ B. In-band SQL Injection

e C. Error-based SOL Injection

¢ D. Blind/mferential SQL Injection

ZR: C
fRRE R

Error-based SQL Injection is a type of in-band SQL Injection attack that relies on error messages thrown by the database server to
obtamn information about the structure of the database. In some cases, error-based SQL mjection alone is enough for an attacker to
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enunerate an entire database.

The ethical hacker is likely to use this type of SQL Injection attack because the application responds to logically incorrect queries
with detailed error messages that divulge the underlying database's structure. This means that the attacker can craft malicious SQL
queries that trigger errors and reveal information such as table names, column names, data types, etc. The attacker can then use this
information to construct more complex queries that extract data from the database.

For example, if the application uses the following query to display the username of a user based on the user ID:

SELECT username FROM users WHERE id = '$id'

The attacker can inject a single quote at the end of the user ID parameter to cause a syntax error:

SELECT username FROM users WHERE id ='1'

The application might display an error message like this:

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use
near "1" at line 1 This error message reveals that the database server is MySQL and that the user ID parameter is enclosed in single
quotes. The attacker can then use other techniques such as UNION, subqueries, or conditional statements to manipulate the query
and retrieve data from other tables or colunns.

References:

* [CEHv12 Module 05: Sniffing]

* Types of SQL Injection (SQLI) - GeeksforGeeks

* Types of SQL Injection? - Acunetix

R #595
‘What does the following command in netcat do?
nc -1-u-p 55555 < /etc/passwd

A. Grabs the /etc/passwd file when connected to UDP port 55555

B. Logs the incoming connections to /etc/passwd file

C. Deletes the /etc/passwd file when comnected to the UDP port 55555
D. Loads the /etc/passwd file to the UDP port 55555

ZX: D
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Command Breakdown:

* nc: Netcat utility

* _I: Listen mode

* -u: Use UDP protocol

* -p 55555: Listen on port 55555

* < fete/passwd: Redirects the contents of /etc/passwd into the socket

This means that when a connection is made to UDP port 55555, the contents of /etc/passwd will be sent to the connecting host.
From CEH v13 Courseware:

* Module 8: Sniffing & Network Communication Tools

CEH v13 Study Guide states:

"Netcat can be used to serve files, open shells, or transfer data. Using input redirection, it can stream file contents to anyone who
connects." Incorrect Options:

* A: Does not log; it outputs /etc/passwd

* C: The opposite; it serves the file, doesn't grab it

* D: Netcat does not delete files with this syntax

Reference:CEH v13 Study Guide - Module 8: Netcat Commands and Use CasesNetcat Manual - Transfer and Streaming Modes

R #596
Which wireless security protocol replaces the personal pre-shared key (PSK) authentication with Simultaneous Authentication of
Equals (SAE) and is therefore resistant to offline dictionary attacks?

A. Bluetooth

B. ZigBee
C. WPA2-Enterprise
D. WPA3-Personal

ZE: D
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In CEH v13 Module 11: Hacking Wireless Networks, WPA3-Personal is discussed as the latest wireless encryption standard
designed to address the weaknesses of WPA2, particularly PSK brute-force vulnerabilities.

Key Features of WPA3-Personal:

Replaces the pre-shared key (PSK) with Simultaneous Authentication of Equals (SAE), also known as the Dragonfly Key
Exchange.

SAE perforns a zero-knowledge proof which makes it resistant to offline dictionary attacks.

Even if attackers capture the handshake, they cannot use it to brute-force passwords offline.

Option Clarification:

A). WPA3-Personal: Correct - uses SAE instead of PSK.

B). WPA2-Enterprise: Uses 802.1X, not related to SAE.

O). Bluetooth: Wireless protocol but unrelated to SAE or WPA.

D). ZigBee: 10T protocol; unrelated to Wi-Fi security protocols.

Reference:

Module 11 - WPA3 and SAE (Simultaneous Authentication of Equals)

CEH eBook: Wi-Fi Authentication Enhancements

R #597
A government agency trains a group of cybersecurity experts to carry out covert cyber missions against foreign threats and gather

ntelligence without being detected. These experts work exclusively for national interests. What classification best describes them?

A. State-sponsored hackers
B. Gray hat hackers

C. Organized hackers

D. Hacktivists

ER: A
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CEH courseware categorizes hackers based on intent, authorization, and affiliation. State-sponsored hackers are defined as
individuals or teams who conduct cyber operations on behalf of a government to advance national interests. These operations often
include espionage, cyber warfare, intelligence gathering, and covert offensive actions. Unlike organized hackers or cybercriminal
groups, whose motivations may include financial gain or ideological activism, state-sponsored units follow strategic directives issued
by government agencies. CEH materials explain that such groups operate with access to advanced tools, long-term finding, and
classified intelligence, enabling them to execute highly sophisticated and covert operations targeting foreign governments,
corporations, or critical infrastructure. Hacktivists pursue political or social causes, while gray-hat hackers operate without explicit
permission but without malicious intent. Only state-sponsored hackers match the scenario where cyber experts are formally trained,
resourced, and authorized by a national government to conduct operations that remain undetected. Therefore, the correct
classification is state- sponsored hackers.

R 8 #598
Which of'the following types of SQL injection attacks extends the results returned by the original query, enabling attackers to run
two or more statements if they have the same structure as the original one?

A. Error-based injection

B. Boolean-based blind SQL injection
C. Blind SQL injection

D. Union SQL injection

ZE: D

i RE A «

Union-based SQL mjection is a technique that uses the UNION SQL operator to combine the results of the original query with the
results of one or more additional queries. This allows attackers to:

Retrieve data from different database tables

Extend the result set returned to the web application

Exploit the application if both queries return the same number and type of colummns According to CEH v13:

UNION SELECT can be used to enumerate tables, extract user credentials, or display sensitive data.

It requires knowledge of the structure of the original query.



Incorrect Options:

A). Error-based injection extracts data from database error messages.

B). Boolean-based blind SQLi returns true/false results to infer data.

O). Blind SQLi (generic) relies on no visible output and uses inference techniques.
Reference - CEH v13 Official Courseware:

Module 14: Hacking Web Applications

Section: "Types of SQL Injection Attacks"

Subsection: "Union-Based SQL Injection”
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