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¢ Troubleshooting: This section of the exam measures the skills of Technical Support Analysts and covers the
identification and resolution of configuration and operational issues. It includes troubleshooting

FEY 2 1 misconfigurations, runtime errors, commit and push issues, device health concerns, and resource usage

problens. This domain ensures candidates can analyze failures across management systems and on-device

functions, enabling them to maintain a stable and reliable security infrastructure.

¢ Management and Operations: This section of the exam measures the skills of Security Operations
Professionals and covers the use of centralized management tools to maintain and monitor firewall
environments. It focuses on Strata Cloud Manager, folders, snippets, automations, variables, and logging
services. Candidates are also tested on using Command Center, Activity Insights, Policy Optimizer, Log
Viewer, and incident-handling tools to analyze security data and improve the organization overall security
posture. The goal is to validate competence in managing day-to-day firewall operations and responding to
alerts effectively.

FEY 72

¢ Object Configuration Creation and Application: This section of the exam measures the skills of Network
Security Analysts and covers the creation, configuration, and application of objects used across security
environments. It focuses on building and applying various security profiles, decryption profiles, custom
FEY 23 objects, external dynamic lists, and log forwarding profiles. Candidates are expected to understand how
data security, IoT security, DoS protection, and SD-WAN profiles integrate into firewall operations. The
objective of this domain is to ensure analysts can configure the foundational elements required to protect
and optimize network security using Strata Cloud Manager.

¢ Policy Creation and Application: This section of the exam measures the abilities of Firewall Administrators
and focuses on creating and applying different types of policies essential to secure and manage traffic. The
domain includes security policies incorporating App-1D, User-ID, and Content-1D, as well as NAT,
hEv 74 decryption, application override, and policy-based forwarding policies. It also covers SD-WAN routing
and SLA policies that influence how traffic flows across distributed environments. The section ensures
professionals can design and implement policy structures that support secure, efficient network operations.
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B #10

A security operations center (SOC) needs to automate the blocking of IP addresses identified by their SIEM as malicious. They use
Palo Alto Networks Panorama for central management. The automation should dynamically update a Block List custom URL
category, which is then referenced by a security policy. Which of the following automation workflows using Panorama and its APIs
would be the most robust and scalable?

¢ A. Manually create a new Security Policy Rule for each malicious IP address identified by the SIEM, then commit and push.

¢ B. The SIEM exports a CSV of malicious IPs. A script on a management server periodically reads this CSV and uses the
Panorama CLI to add entries to the custom URL category.

e C. Configure all firewalls to forward logs directly to the SIEM, and the STEM will automatically block malicious IPs without
Panorama mtervention.

e D. The SIEM triggers a webhook to a Cloud Function. This function uses the Panorama XML API to add new IP addresses
to a custom URL category object, followed by a 'commit' and 'push’ operation.

e E. A cronjob on the Panorama appliance itself executes a script that directly modifies the configuration files based on SIEM
alerts.

IEf@E: D

AR :

Option B provides the most robust and scalable solution. Using the Panorama XML API (or REST API if available for the specific
task) within a cloud function or dedicated automation platform allows for programmatic, event-driven updates. The 'add' command
for a custom URL category, followed by a 'commit' to Panorama and a 'push'’ to relevant device groups, ensures the updates are
applied efficiently and consistently across all managed firewalls. Option A is less scalable and relies on file-based transfers. Option C
is not recommended as directly modifying configuration files on Panorama can lead to inconsistencies and is unsupported. Option D
is entirely manual and impractical for dynamic updates. Option E misunderstands the role of the SIEM,; it identifies threats but doesn't



typically enforce network blocks directly on firewalls without integration.

HE#11

‘Which administrator receives a global notification for a new malware that infects hosts. The infection will result in the infected host
attempting to contact and command-and-control (C2) server.

Which security profile components will detect and prevent this threat after the firewall's signature database has been updated?

A. data filtering profile applied to outbound security policies
B. data filtering profile applied to inbound security policies
C. vulnerability profile applied to inbound security policies
D. antivirus profile applied to outbound security policies

Ef#: A
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Based on the network diagram provided, which two statements apply to traffic between the User and Server networks? (Choose
two.)

A. Traffic is permitted through the default intrazone "allow" rule.
B. Traffic is permitted through the default interzone "allow" rule.
C. Traffic restrictions are possible by modifying intrazone rules.
D. Traffic restrictions are not possible, because the networks are in the same zone.

Ef: A. C

A :
https://knowledgebase. paloalttonetworks.com/K CS ArticleDetail? id=kA10g000000CITHCAO&lang=es

B #13
Which three Ethernet interface types are configurable on the Palo Alto Networks firewall? (Choose three.)

A. Virtual Wire
B. Tap

C. Dynamic

D. Static

E. Layer 3

IEf#: A. B. E
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Palo Alto Networks firewalls support three types of Ethernet interfaces that can be configured on the firewall: virtual wire, tap, and
layer 31. These interface types determine how the firewall processes traffic and applies security policies. Some of the characteristics
of these interface types are:

Virtual Wire: A virtual wire interface allows the firewall to transparently pass traffic between two network segments without
modifying the packets or affecting the routing. The firewall can still apply security policies and inspect the traffic based on the source
and destination zones of the virtual wire2.

Tap: A tap interface allows the firewall to passively monitor traffic from a network switch or router without affecting the traffic flow.
The firewall can only receive traffic froma tap interface and cannot send traffic out of it. The firewall can apply security policies and
mspect the traffic based on the source and destination zones of the tap interface3.

Layer 3: A layer 3 interface allows the firewall to act as a router and participate in the network routing, The firewall can send and
receive traffic froma layer 3 interface and apply security policies and inspect the traffic based on the source and destination TP
addresses and zones of the interface4.

B #14
You are managing a Palo Alto Networks firewall and need to allow access to an internal SSH server (10.0.5.22, TCP/22) froma
specific partner's public IP address (20.20.20.20). However, due to port conflicts, the partner will be connecting to your public IP



(203.0.113.50) on an alternate port, TCP/2222. You must configure a Destination NAT policy for this. Additionally, you want to
log successful NAT translations and identify the original source and destination IPs, as well as the translated IPs and ports in the
traffic logs. Which of'the following configurations for the NAT policy and associated logging is correct and most informative?

A. NAT Rule:
B. NAT Rule:
C. NAT Rule:
D. NAT Rule:
E. The NAT rule should specify the Source Address as 20.20.20.20 and the Security Rule Destination Address as
203.0.113.50.

IEf#: D
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This question tests the understanding of Destination NAT, port translation, and the interaction between NAT and Security Policies.
The key points are:

1. NAT Rule (Original Packet): Must match what the firewall receives . The external partner connects to 203.0.113.50 on port
2222. So, Destination Address is 203.0.113.50 and Service is service-tcp-2222.

2. NAT Rule (Translated Packet): Must reflect the internal server's true IP and port. The internal server is 10.0.5.22 on port 22. So,
Translated Destination Address is 10.0.5.22 and Translated Destination Port is 22.

3. NAT Logging: Enabling logging on the NAT rule at Session Start (or Session End) will populate the traffic logs with both original
and translated [P/port information, which is crucial for troubleshooting.

4. Security Rule: This rule evaluates the post-NAT traffic. So, the Destination Address should be the mternal server's IP (10.0.5.22)
and the Service should be the mternal server's port (service-tcp-22). The Source Address for the security rule can be the partner's
public IP (20.20.20.20). Logging on the security rule should also be enabled for comprehensive visibility.

Option C correctly reflects all these points. Option A has incorrect logging timing for the security rule and implies that NAT logging is
not as comprehensive. Option B has incorrect port translation in the NAT rule and incorrect Destination Address/Service in the
Security Rule. Option D has too broad a NAT rule and insufficient logging. Option E findamentally misunderstands the role of
Source/Destination addresses in NAT and security rules.
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