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AE #117
COBIT 2019 complements the NIST Cybersecurity Framework by focusing on what aspect of cybersecurity risk management?

A. Monitoring technical network controls
B. Increasing encryption strength

C. Governance and oversight

D. Ensuring incident response

He. C

EAE #118

An incident has occurred. You restore backups onto mission/business critical assets. After restoration of the backups your services
are still inaccessible on numerous assets.

What could be the cause of the issue?
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A. Hardware failure
B. Network failure

C. Incorrect backup strategy
D. Unverified backups

02
m

: C

AE#119

Your data center uses a diesel generator as backup for two different power grids provided by your regional power company. During
a period of unprecedented heat, you experience brown-outs on both grids simultaneously.

The diesel generator starts up but only runs for two minutes before it also shuts down, leaving your entire data center down until grid
power can be restored. Further inspection reveals a clogged fuel filter. Failing to schedule preventive service for the backup
generator is a failure in which function?

e A Protect
e B. Detect
e (. Recover
¢ D. Respond

He: B

HE #120
What is the purpose of the Asset Management category?

e A Support asset management strategy and nformation infrastructure security policies

¢ B. Prevent unauthorized access, damage, and interference to business premises and information

¢ C. Inventory physical devices and systems, software platform and applications, and communication flows
¢ D. Avoid breaches of any criminal or civil law, statutory, regulatory, or contractual obligations

HE. C

A2 #121
In the context of the Respond Function, which actions are taken to contain a security incident?
(Select two)

A. Isolating affected systens

B. Updating access control lists
C. Notifying stakeholders

D. Performing root cause analysis
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