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AE #118

‘When performing protocol analysis, you notice a high number of RTS/CTS frames being transmitted on an HT network. You
suspect this may be due to HT protection mechanisims. Where in the Beacon frame would you look to determine which one of the
four HT protection modes the AP is operating in?

A. HT Protection Element
B. Non-HT Present Element
C. HT Information Element
D. HT Operation Element

.l

0
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: C
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‘When performing protocol analysis, you would look at the HT Information Element in the Beacon frame to determine which one of
the four HT protection modes the AP is operating in. The HT Information Element contains various subfields that provide information
about the HT network configuration and operation. One of these subfields is the HT Protection field, which indicates whether any
protection mechanisis are required for mixed-mode operation with non-HT STAs. The four possible values for this field are:

* No Protection: No protection mechanisis are required.

* Non-member Protection: RTS/CTS or CTS-to-self protection is required for all HT transmissions.

* 20 MHz Protection: RTS/CTS or CTS-to-self protection is required for all HT transmissions using a 40 MHz channel.

* Non-HT Mixed Mode: All HT transmissions must use a non-HT preamble and header . References:

CWAP-405Certified Wireless Analysis Professional Study and Reference Guide, Chapter 11: 802.11n

/ac/ax PHYsical Layer Frame Exchanges, page 378; CWAP-405Certified Wireless Analysis Professional Study and Reference
Guide, Chapter 11: 802.11n/ac/ax PHYsical Layer Frame Exchanges, page 379.

ZAE #119
‘What should the To DS and From DS flags be to set to in an Association Response frame?

e A . ToDS=0, FromDS=1
e B. ToDS=0, FromDS=0
e C.ToDS=1, FromDS=0
e D.ToDS=1, FromDS=1
HY: B
ME.

Association Response frames are management frames exchanged directly between the AP and the client within the same Basic
Service Set and are not being forwarded to or from the distribution system. Therefore, both the To DS and From DS flags are set to
0.

EAE #120
Protocol analyzers require the installation of a customized driver to place a USB adapter into which mode that allows capture of all
wireless frames on the channel?

A. Peek mode

B. Monitor mode
C. Sniffer mode
D. Analyzer mode

He:. B

Y.
Monitor mode allows a wireless adapter to capture all frames on a channel, including those not addressed to the adapter. Protocol
analyzers require a customized driver to enable this mode, which is essential for full WLAN traffic analysis.

AE #121
You are using a protocol analyzer to troubleshoot a network and you notice a client frequently sending QoS Null Function frames.



‘What do you conclude?

¢ A This is normal behavior, these frames are used to flip the Power Management bit in the Frame Control field and are called
trigger frames

¢ B. This is normal behavior; these frames are part of the WMM implementation to ensure Quality or Service and are called
announcement frames

e C. This is normal behavior, these frames are part of the sounding exchanging used for Transmit Beamforming and are called
PS-Poll frames

e D. This is not normal behavior; the client is misbehaving and consuming valuable airtime

HE: A

Y.
QoS Null Function frames are used by a client to indicate a change in its Power Management status without carrying data. They are
normal n WMM Power Save operations, allowing the client to enter or exit power-save mode efficiently.

HAE #122
VolIP is used heavily in your organization. You must troubleshoot problems with dropped calls on the WLAN.
What is a common cause of dropped calls when using Wi-Fi VoIP phones?

A. Data rates below 54 Mbps
B. Data rates below 75 Mbps
C. Slow roaming
D. Use of WMM
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