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NEW QUESTION # 43
Which two statements about ZTNA destinations are true? (Choose two.)
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A. FortiClient ZTNA destinations provides access through TCP forwarding.

B. FortiClient ZTNA destinations do not support a wildcard FQDN.

C. FortiClient ZTNA destination authentication is enabled by default.

D. FortiClient ZTNA destination encryption is disabled by default.

E. FottiClient ZTNA destinations use an existing VPN tunnel to create a secure connection.

Answer: B,D

NEW QUESTION # 44
Which Fortinet solution can you integrate FortiClient with to use the single sign-on mobility agent (SSOMA) feature? (Choose one
answer)

A. FortiAuthenticator
B. FortiNAC

C. FortiPAM

D. FortiSASE

Answer: A

Explanation:

According to theFortiClient EMS 7.2/7.4 Administration GuideandFortiAuthenticator Study Guides, the Single Sign-On Mobility
Agent (SSOMA)is a feature specifically designed to ntegrate with FortiAuthenticatorto provide transparent, identity-based
authentication.

1. Integration with FortiAuthenticator (Answer A)

* The SSOMA Service:The mobility agent service is hosted on theFortiAuthenticatorunit.

Admmistrators nmust navigate toFortinet SSO Methods > SSO > Generalon the FortiAuthenticator and toggle onEnable FortiClient
SSO Mobility Agent Service.

* Commumication Protocol:FortiClient commumicates with FortiAuthenticator via a specified TCP listening port (defaulting
t080010r8005) and uses apre-shared key(secret key) for authentication.

* Transparent Authentication:Once configured, the SSOMA on the endpoint automatically sends user logon information and IP
address changes (such as WiFiroaming) to FortiAuthenticator.

FortiAuthenticator then shares this information with FortiGate units to enforce identity-based security policies without the user
needing to re-authenticate manually.

2. Modern Capabilities (Azure AD / Entra ID)

* Cloud Integration:In FortiClient 7.2.1 and later, SSOMA supportsnative Azure AD (Entra ID). In this mode, the agent sends the
Azure AD domain and tenant ID directly to FortiAuthenticator, allowing organizations to create identity-based policies for cloud-
joined devices.

3. Note on FortiPAM (Option C)

* Recent Updates:While recent FortiClient EMS 7.4 documentation mentions an"Add FortiPAM agent to SSOMA"feature, this is
an extension of the existing SSOMA framework. The core product that defines and runs the SSOMA service for general Single
Sign-On (SSO) remamnsFortiAuthenticator.

4. Why Other Options are Incorrect

* B. FortiSASE:While FortiSASE uses FortiClient for Secure Internet Access (SIA), it uses different mechanisis (like SAML or
the SASE cloud portal) for user identity rather than the specific SSOMA agent service.

*D. FortiNAC:FortiNAC uses FortiClient for persistent agent-based posture assessment and scanning, but it does not utilize the
SSOMA mobility agent for user-to-IP mapping,

NEW QUESTION # 45
An administrator needs to connect FortiClient EMS as a fabric connector to FortiGate What is the prerequisite to get FortiClient
EMS lo connect to FortiGate successfully?

A. Revoke and update the FortiClient EMS root CA.

B. Import and verify the FortiClient client certificate on FortiGate.

C. Import and verify the FortiClient EMS tool CA certificate on FortiGate.
D. Revoke and update the FortiClient client certificate on EMS.

Answer: C

Explanation:



* Comnecting FortiClient EMS to FortiGate:

* The administrator needs to establish a connection between FortiClient EMS and FortiGate as a fabric connector.

* Prerequisites for Connection:

* A key prerequisite is the import and verification of the FortiClient EMS tool CA certificate on FortiGate to ensure a trusted
comnection.

* Conclusion:

* The correct prerequisite for a successful connection is to import and verify the FortiClient EMS tool CA certificate on FortiGate.
References:

FortiClient EMS and FortiGate connection and certificate management documentation from the study guides.

NEW QUESTION # 46

An admmnistrator must add an authentication server on FortiClient EMS in a different security zone that cannot allow a direct
comnection.

‘Which solution can provide secure access between FortiClient EMS and the Active Directory server?

A. Configure a slave FortiClient EMS on a virtual machine.

B. Configure an Active Directory connector between FortiClient EMS and the Active Directory server.
C. Configure Active Directory and install FortiClient EMS on the same VM.

D. Configure and deploy a FortiGate device between FortiClient EMS and the Active Directory server.

Answer: D

Explanation:

* Requirement:

* The administrator needs to add an authentication server on FortiClient EMS in a different security zone that cannot allow a direct
comnection.

* Solution Analysis:

* The goal is to securely comnect FortiClient EMS and the Active Directory server despite being in different security zones.

* Evaluating Options:

* Installing FortiClient EMS on the same VM as Active Directory (option B) is not practical due to security zone separation.

* Configuring a slave FortiClient EMS on a virtual machine (option C) does not address the need for secure commumication.

* Configuring an Active Directory connector (option D) may not be sufficient without secure routing,

* Conclusion:

* Deploying a FortiGate device between FortiClient EMS and the Active Directory server ensures secure and controlled access
between the two zones.

References:

FortiClient EMS and FortiGate configuration and deployment documentation from the study guides.

NEW QUESTION # 47
Which two statements apply to FortiClient forensics analysis? (Choose two answers)

A. FortiClient sends an alert notification when malicious activity is triggered.
B. The endpoint is quarantined until forensics is completed.

C. The administrator must request analysis for the desired endpoint.

D. Forensics analysis features must be enabled in the system settings profile.

Answer: C,D

Explanation:

Based on theFortiClient EMS 7.2/7.4 Administrator Study Guideand theFortiGuard Forensics Service User Guide, the forensics
analysis feature is a specialized service that requires specific administrative actions and configuration.

1. The Admmistrator Must Request Analysis (Answer B)

* Manual Initiation: Unlike standard Antivirus or Sandbox scans which occur automatically upon detection, theFortiGuard Forensics
Analysisis a service-based mnvestigation.

* Workflow: Once a threat is detected or a device is suspected of being compromised, the administrator must navigate to
theEndpointspane, select the specific device, and click theRequest Analysisbutton.

* Escalation: The administrator then fills out a questionnaire (providing the reason for escalation and issue summary) to submit the
logs to the FortiGuard Labs forensic team for manual review.

2. Forensics Features Must be Enabled in the Profile (Answer D)



* Two-Step Enabling;

* Global Level: First, the feature must be toggled on underSystem Settings > Feature Select > FortiGuard Forensics Analysis.

* Profile Level: Crucially, it must be enabled within theEndpoint Profile(specifically under System Settings) that is applied to the
target endpoints.

* Agent Deployment: Toggling this in the profile ensures the FortiClient endpoint prepares the

"forensics agent" components required to collect deep-system data (such as the Master File Table, Windows Event Logs, and
registry hives) when a request is eventually made.

3. Why Other Options are Incorrect

* A. FortiClient sends an alert notification: While FortiClient does send alerts for malicious activity, this is part of the
standardEndpoint ControlandMalware Protectionmodules. Theforensics analysis itselfis the follow-up nvestigation performed after
such an alert is received and reviewed by an admin.

* C. The endpoint is quarantined until completed: Although it is a security "Best Practice" to quarantine a compromised endpoint
during an mvestigation, the forensics analysis process does not programmatically force or require a quarantine state to function. The
forensics agent can collect logs from an online, non-quarantined device as long as it has EMS connectivity.

NEW QUESTION # 48
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