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You recently discovered that your developers are using many service account keys during their development process. While you
work on a long term improverment, you need to quickly implement a process to enforce short-lived service account credentials in
your company. You have the following requirements:

* All service accounts that require a key should be created in a centralized project called pj-sa.

* Service account keys should only be valid for one day.

You need a Google-recommended solution that minimizes cost. What should you do?

¢ A Implement a Cloud Run job to rotate all service account keys periodically in pj-sa. Enforce an org policy to deny service
account key creation with an exception to pj-sa.

¢ B. Enforce an org policy constraint allowing the lifetime of service account keys to be 24 hours. Enforce an org policy
constraint denying service account key creation with an exception on pj-sa.

¢ C. Enforce a DENY org policy constraint over the lifetime of service account keys for 24 hours. Disable attachment of
service accounts to resources in all projects with an exception to pj-sa.

e D. Implement a Kubernetes Cronjob to rotate all service account keys periodically. Disable attachment of service accounts to
resources in all projects with an exception to pj-sa.

Ef#: B

fEE L -

According to the Google Cloud documentation, you can use organization policy constraints to control the creation and expiration of
service account keys. The constraints are:

constraints/iam allowService AccountK eyCreation: This constraint allows you to specify which projects or folders can create service
account keys. You can set the value to true or false, or use a condition to apply the constraint to specific service accounts. By setting
this constraint to false for the organization and adding an exception for the pj-sa project, you can prevent developers from creating
service account keys in other projects.

constraints/iam.serviceAccountK eyMaxLifetime: This constraint allows you to specify the maximum lifetime of service account keys.
You can set the value to a duration in seconds, such as 86400 for one day. By setting this constraint to 86400 for the organization,
you can ensure that all service account keys expire after one day.

These constraints are recommended by Google Cloud as best practices to minimize the risk of service account key misuse or
compromise. They also help you reduce the cost of managing service account keys, as you do not need to implement a custom
solution to rotate or delete them

Reference:

1: Associate Cloud Engineer Certification Exam Guide | Learn - Google Cloud

5: Create and delete service account keys - Google Cloud

Organization policy constraints for service accounts
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Your Dataproc cluster runs in a single Virtual Private Cloud (VPC) network in a single subnet with range 172.16.20.128/25. There
are no private [P addresses available in the VPC network. You want to add new VMs to communicate with your cluster using the
minimum number of steps. What should you do?

e A Modify the existing subnet range to 172.16.20.0/24.

e B. Create a new VPC network for the VMs with a subnet of 172.32.0.0/16. Enable VPC network Peering between the
Dataproc VPC network and the VMs VPC network. Configure a custom Route exchange.

e C. Create a new VPC network for the VMs. Enable VPC Peering between the VMs' VPC network and the Dataproc
cluster VPC network.

e D. Create a new Secondary I[P Range in the VPC and configure the VM to use that range.

IEf#E: A

i

/25:

CIDR to IP Range

Result

CIDR Range 172.16.20.128/25
Netmask 255.255.255.128
Wildcard Bits 0.0.0.127



First IP 172.16.20.128

First IP (Decimal) 2886734976
Last IP 172.16.20.255

Last IP (Decimal) 2886735103
Total Host 128

CIDR

172.16.20.128/25

24

CIDR to IP Range

Result

CIDR Range 172.16.20.128/24
Netmask 255.255.255.0
Wildcard Bits 0.0.0.255

First IP 172.16.20.0

First IP (Decimal) 2886734848
Last IP 172.16.20.255

Last IP (Decimal) 2886735103
Total Host 256

CIDR

172.16.20.128/24
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You have a developer laptop with the Cloud SDK nstalled on Ubuntu. The Cloud SDK was installed from the Google Cloud
Ubuntu package repository. You want to test your application locally on your laptop with Cloud Datastore. What should you do?

A. Export Cloud Datastore data using gcloud datastore export.

B. Install the google-cloud-sdk-datastore-emulator component using the apt get install command.
C. Create a Cloud Datastore index using gcloud datastore indexes create.

D. Install the cloud-datastore-emulator component using the gcloud components install command.

iIFfg: D

fEEL:

The Datastore emulator provides local emulation of the production Datastore environment. You can use the emulator to develop and
test your application locallyRef: https:/cloud.google.convdatastore/docs/tools

/datastore-emulator

H #95

Your auditor wants to view your organization's use of data in Google Cloud. The auditor is most interested in auditing who accessed
data in Cloud Storage buckets. You need to help the auditor access the data they need.

‘What should you do?

e A Turn on Data Access Logs for the buckets they want to audit, and Then build a query in the log viewer that filters on
Cloud Storage

e B. Use the export logs API to provide the Admin Activity Audit Logs in the format they want

e C. Assign the appropriate permissions, and then use Cloud Monitoring to review metrics

e D. Assign the appropriate permissions, and then create a Data Studio report on Admin Activity Audit Logs

IEf#: A

AR :

Types of audit logs Cloud Audit Logs provides the following audit logs for each Cloud project, folder, and organization: Admin
Activity audit logs Data Access audit logs System Event audit logs Policy Denied audit logs ***Data Access audit logs contain API
calls that read the configuration or metadata of resources, as well as user-driven API calls that create, modify, or read user-provided
resource data.

https7//cloud.google.convlogging/docs/auditttypes

https7//cloud. google.convlogging/docs/audit#data-access Cloud Storage: When Cloud Storage usage logs are enabled, Cloud
Storage writes usage data to the Cloud Storage bucket, which generates Data Access audit logs for the bucket. The generated Data
Access audit log has its caller identity redacted.
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You are building a multi-player gaming application that will store game information in a database. As the popularity of the application
increases, you are concerned about delivering consistent performance. You need to ensure an optimal gaming performance for
global users, without increasing the management complexity. What should you do?

A. Use Cloud SQL database with cross-region replication to store game statistics in the EU, US, and APAC regions.

B. Store game statistics in a Bigtable database partitioned by username.

C. Use Cloud Spanner to store user data mapped to the game statistics.

D. Use BigQuery to store game statistics with a Redis on Memorystore instance in the front to provide global consistency.

F
®

: C
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