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Microsoft AB-900 Exam Syllabus Topics:

Topic Details

Topic 1

Understand data protection and governance tasks for Microsoft 365 and Copilot: This domain explains
how Microsoft Purview protects and governs organizational data through classification, sensitivity labels,
retention, and compliance tools. It also covers how Copilot accesses data, follows permissions, and how
administrators monitor risks, alerts, and oversharing.
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Topic 2
Perform basic administrative tasks for Copilot and agents: This domain focuses on managing Copilot and
agents, including licensing, feature controls, and usage monitoring. It also covers creating agents, managing
prompts, configuring user access, and monitoring agent activity through admin centers.

Topic 3

Identify the core features and objects of Microsoft 365 services: This domain covers the main Microsoft
365 objects such as users, groups, licenses, mailboxes, SharePoint sites, and Teams. It also focuses on
managing organization settings, roles, authentication, authorization, and core security features using
Microsoft Entra and Microsoft Defender.

Microsoft 365 Copilot & Agent Administration Fundamentals Sample
Questions (Q53-Q58):
NEW QUESTION # 53 
Your organization has a Microsoft 365 subscription.
You need to investigate security incidents and alerts raised from the Windows 11 devices in your organization. What should you
use?

A. Microsoft Purview Insider Risk Management
B. Microsoft Defender for Identity
C. Microsoft Entra ID Protection
D. Microsoft Defender for Endpoint

Answer: D

Explanation:
The correct answer is C. Microsoft Defender for Endpoint . Microsoft documents that Defender for Endpoint is the Microsoft
security solution for endpoint devices , including Windows 11 , and that it lets security teams investigate incidents, alerts, affected
devices, files, processes, and remediation actions in the Microsoft Defender portal. Microsoft's investigation guidance specifically
describes using Defender for Endpoint to review alerts and investigate affected devices from the devices list, alerts queue, and
incident views.
The other options do not match this requirement. Microsoft Entra ID Protection is for risky users and risky sign-ins, not device
incident investigation. Microsoft Purview Insider Risk Management focuses on risky user behavior such as data theft or exfiltration,
not endpoint security alerts from Windows devices. Microsoft Defender for Identity monitors on-premises and hybrid identity signals
from Active Directory environments, not Windows 11 endpoint incidents. For security incidents and alerts raised from organization-
managed Windows 11 devices, Microsoft's documented solution is Microsoft Defender for Endpoint .

NEW QUESTION # 54 
You have a Microsoft SharePoint site named Site1 and a security group named Group1.
You need to prevent all users that currently have access to Site1 from accessing the site content unless the user is also a member of
Group1.
Which settings should you configure? To answer, select the appropriate settings in the answer area.



Answer:

Explanation:



Explanation:



The correct setting is Restricted site access configured with Group1 . Microsoft Learn states that you can restrict access to a
SharePoint site by specifying Microsoft Entra security groups or Microsoft 365 groups as the Restricted Access Control group .
Microsoft also states that, after the policy is applied, a user can access the site content only if the user both already has permission to
the site or content and is a member of the specified restricted access group. This exactly matches the requirement: users who
currently have access to Site1 must also be members of Group1 to continue accessing the content.
The Restrict content from Microsoft 365 Copilot setting is unrelated to direct user access to the SharePoint site. That control limits
whether Copilot can use site content, but it does not block users from opening the site themselves. Microsoft separately explains that
Restricted SharePoint Search and Copilot restrictions are not the same as changing actual SharePoint permissions or access
boundaries. So for this scenario, keep the Copilot restriction Off and configure Restricted site access with Group1 .

NEW QUESTION # 55 
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is
worth one point.



Answer:

Explanation:

The correct selections are No, Yes, Yes . Statement 1 is No because Microsoft documents tenant controls for web search on or off
, but not a general Microsoft 365 Copilot setting to block only selected websites for normal Copilot responses. Microsoft also says
it doesn't recommend or support managing Copilot through selective URL or domain blocking at the network level. Website
allow/block lists shown in Microsoft documentation apply to Researcher with Computer Use virtual-device settings, not to standard
Microsoft
365 Copilot web grounding overall.
Statement 2 is Yes because Microsoft provides the Allow web search in Copilot policy in Cloud Policy service and in the Microsoft
365 admin center, which can disable web search for Microsoft 365 Copilot and Copilot Chat.
Statement 3 is Yes because Microsoft states that admins can block Researcher and Analyst , and agent governance includes a Block
action. Microsoft also notes that for Researcher and Analyst, user scoping isn't edited through the usual panel; availability is managed
by blocking the selected agent at the tenant level.

NEW QUESTION # 56 
Hotspot Question
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

NEW QUESTION # 57 



Your company has a written compliance policy that requires all emails be retained for seven years, and then permanently deleted.
Which Microsoft Purview solution should you use?

A. Data Lifecycle Management
B. Information Protection
C. Insider Risk Management
D. Data Loss Prevention

Answer: A

Explanation:
The correct answer is D. Data Lifecycle Management . Microsoft Learn states that Microsoft Purview retention policies and
retention labels, managed under Data Lifecycle Management , support three core outcomes: retain-only , delete-only , and retain and
then delete . The requirement in this question is exact:
keep email for seven years and then permanently delete it. That is a textbook retain and then delete retention configuration, which
Microsoft documents as part of Purview's retention capabilities. Microsoft also recommends using Microsoft 365 retention policies
and labels for retaining and deleting emails rather than relying on older Exchange-only approaches in most modern compliance
scenarios.
The other options do not meet the requirement. Information Protection focuses on labeling and protecting sensitive information.
Insider Risk Management is used to detect and investigate risky user behavior. Data Loss Prevention helps prevent inappropriate
sharing or exfiltration of sensitive data. None of those are designed to enforce a timed seven-year retention period followed by
automatic permanent deletion. The Microsoft Purview solution explicitly built for that lifecycle requirement is Data Lifecycle
Management .

NEW QUESTION # 58
......

There is no shortcut to Microsoft AB-900 exam questions success except hard work. You cannot expect your dream of earning the
Microsoft 365 Copilot & Agent Administration Fundamentals CERTIFICATION EXAM come true without using updated study
material Microsoft 365 Copilot & Agent Administration Fundamentals (AB-900) exam questions. Success in the AB-900 exam
adds more value to your resume and helps you land the best jobs in the industry.
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