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VMware Advanced VMware Cloud Foundation 9.0 Storage Sample
Questions (Q41-Q46):
NEW QUESTION # 41 
A VCF Architect is designing a hybrid environment. The plan is to stretch a 16-node vSAN cluster across two sites.
The hosts also mount 50 TB of Supplemental Fibre Channel (FC) LUNs to support legacy databases.
```
[vSAN Performance / Topology View]
Cluster: VCF-Stretched-01
Principal Storage: vSAN Datastore (Dual Site Mirrored)
Supplemental Storage: Legacy-FC-Datastore
```
How do the vSAN Stretched Cluster prerequisites intersect with the capabilities of the traditional Fibre Channel storage in this
unified cluster? (Select all that apply.)
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A. While vSAN can tolerate up to 5ms RTT on the Inter-Site Link, the synchronous Fibre Channel stretch requirement is
typically much stricter (< 1ms RTT), dictating the lowest common denominator for the ISL network prerequisite.
B. SDDC Manager automatically configures the external FC array for Dual Site Mirroring using the VASA Provider.
C. For the VMs on the FC Datastore to survive a site failure, the underlying physical FC array must also support a native
synchronous array-stretching feature (e.g., SRDF/Metro) with Active/Active presentation to both sites.
D. vSAN handles the "Site A to Site B" synchronous mirroring natively through the ESXi kernel, independent of the external
SAN array.
E. vSphere HA requires consistent datastore visibility across the cluster; if the FC LUN is NOT stretched (only visible to Site
A), vSphere HA will fail to restart the legacy DB VMs on Site B if Site A fails.

Answer: A,C,D,E

NEW QUESTION # 42 
A Solutions Architect is designing the upgrade and maintenance procedures for multiple vSAN Stretched Clusters in a VCF 9.0
environment. The organization is adopting the "Shared Witness" topology, where a single Witness Appliance provides quorum for up
to 64 independent 2-Node clusters.
```
[Storage Policy View - Shared Witness Cluster]
Shared Witness: 'Witness-Central-01'
Supported Clusters: 64 (2-Node max)
Active Objects Monitored: 42,500
ESXi Version: 8.0 U2
```
During the annual refresh cycle, this Shared Witness appliance must be replaced with a new virtual appliance configured with larger
resource specifications.
Which of the following statements evaluate the trade-offs and operational impacts of replacing a Shared Witness? (Select all that
apply.)

A. The architect must coordinate the replacement to ensure NO physical site failures or network partitions occur on ANY of
the 64 clusters during the transition window.
B. The Shared Witness model eliminates the need for individual cluster upgrades, as the central appliance automatically
updates the ESXi versions of the 2-Node data hosts.
C. The new Witness appliance can only be deployed on the exact same physical host as the old one to preserve the
underlying MAC addresses required for the CMMDS heartbeats.
D. Replacing the Shared Witness creates a single point of operational risk; all 64 clusters will lose their tie-breaker vote
simultaneously during the transition period.
E. The "Change Witness" workflow must be executed 64 times (once per cluster) to sequentially bind each cluster to the new
Shared Witness appliance.

Answer: A,D,E

NEW QUESTION # 43 
A VCF Architect is configuring a complex SPBM policy for a vSAN Stretched Cluster. The physical topology utilizes a "Nested
Fault Domain" design, consisting of multiple racks per site.
```
# SPBM Policy: "Resilient-Stretched-Policy"
[Policy Rules]
Site-Disaster-Tolerance: Dual site mirroring
Failures-to-Tolerate: 2 failures - RAID-6 (Erasure Coding)
Fault-Domain-Type: Rack-Aware
```
The administrator notices that provisioning large databases with this policy fails with "Insufficient Fault Domains." Site A contains 3
Racks (with 4 hosts each). Site B contains 3 Racks (with 4 hosts each).
How does the interaction between the Site Disaster Tolerance and the local Fault Domain design cause this policy to fail? (Select all
that apply.)

A. RAID-6 is incompatible with "Dual site mirroring" because the erasure coding parity math cannot span the Inter-Site Link.
B. The Witness Appliance counts as one of the required local racks, leaving the cluster one fault domain short for the RAID-6



stripe.
C. The policy requires 6 distinct local fault domains per site to implement RAID-6 (4 data + 2 parity), but each site only has 3
Racks defined.
D. The "Rack-Aware" tag forces the vSAN DOM to treat the "Rack" as the local failure boundary rather than the "Host",
effectively reducing Site A's available fault domains from 12 (hosts) down to 3 (racks).
E. The "Dual site mirroring" rule successfully allocates one replica to Site A and one replica to Site B, consuming 2 top-level
site fault domains.

Answer: C,D,E

NEW QUESTION # 44 
A Compliance Auditor is validating that a VCF Workload Domain meets the "Continuous Key Rotation" requirements of a strict
financial standard (e.g., SOX/PCI).
The auditor examines the vCenter logs surrounding the Data-in-Transit (DiT) configuration.
```
[Log Analysis: vpxd.log]
2026-11-20T12:00:00Z INFO vpxd - [DiT] Rekey interval expired (1440 minutes).
2026-11-20T12:00:01Z INFO vpxd - [DiT] Ephemeral session keys successfully renegotiated between
[esx-03] and [esx-05].
2026-11-20T12:00:02Z INFO vpxd - [DiT] Old key buffer purged.
```
How does the DiT key rotation architecture satisfy compliance without relying on external KMS administrators? (Select all that
apply.)

A. Key rotation occurs instantly at the packet layer; the DOM Client creates a new key for every single
4KB block written.
B. The ESXi hosts must temporarily pause cluster write operations (Congestion) for 30 seconds to synchronize the new
symmetric keys.
C. The default "Rekey Interval" for DiT is 1440 minutes (24 hours). The ESXi hosts automatically perform a new Diffie-
Hellman handshake every day to create a completely new session key, making brute-force decryption of historical traffic
impossible.
D. DiT keys are automatically persisted to the vCenter database as backup material before deletion, ensuring forensic
accountability.
E. The RekeyInterval can be aggressively modified via API (e.g., to 60 minutes) to meet stricter compliance rules, without
causing any disruption to the active storage traffic.

Answer: C,E

NEW QUESTION # 45 
A VCF Deployment Specialist is configuring a local protection group using vSAN Data Protection for a critical CRM application.
The business requires a Recovery Point Objective (RPO) of 15 minutes, with the ability to roll back to any 15-minute interval within
the last 24 hours.
The specialist prepares the JSON configuration for the Protection Group schedule:
```
# vSAN Data Protection Schedule Spec
{
"scheduleType": "INTERVAL",
"intervalMinutes": 15,
"retentionPolicy": {
"type": "COUNT",
"value": [ ? ]
},
"snapshotConfig": {
"quiesce": false,
"memory": false
}
}
```



To strictly meet the 24-hour SLA requirement, what integer value must be inserted into the retentionPolicy.value field?

A. 0
B. 1
C. 2
D. 1,440

Answer: B

NEW QUESTION # 46
......
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