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process.
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Contending for the success fruit of CY0-001 exam questions, many customers have been figuring out the effective ways to pass it.
And that is why we have more and more costomers and everyday the hot hit and high pass rate as well. It is all due to the advantage
of our useful CY0-001 practice materials, and we have these versions of our CY0-001 study materials for our customers to choose
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CompTIA SecAI+ Certification Exam Sample Questions (Q52-Q57):
NEW QUESTION # 52 
A social media company with more than a million lines of code wants to reduce the mean time to fix bugs and issues. Which of the
following is the most balanced AI strategy to automate the vulnerability management flow?

A. Having security analysts triage discovered issues and create tickets, but using AI to merge software
B. Having security analysts triage discovered issues and create tickets, but having a software engineer merge software
C. Using AI to triage discovered issues and create tickets, but having a software engineer merge software
D. Using AI to triage discovered issues, create tickets, and merge software fixes

Answer: C

Explanation:
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This approach balances automation and human oversight. AI accelerates vulnerability management by triaging issues and generating
tickets, while software engineers retain responsibility for merging code changes, ensuring quality and reducing the risk of insecure or
unstable code being deployed.

NEW QUESTION # 53 
A SOC analyst notices a sudden spike in outbound traffic from a server. The traffic is being sent continuously to an unknown
external IP address. Which of the following BEST describes this behavior?

A. Failed command-and-control communication
B. Lateral movement
C. Data exfiltration
D. Brute-force attack

Answer: C

Explanation:
A sudden and sustained outbound transfer to an unknown IP is a common sign of data exfiltration.

NEW QUESTION # 54 
An attacker successfully completes a denial-of-service (DoS) attack through the context window of an AI system. Thousands of
characters are obfuscated and hidden behind an emoji. Which of the following techniques best mitigates this type of attack?

A. Large language model (LLM)-as-a-judge
B. Fraud detection
C. Prompt filter
D. Pattern recognition

Answer: C

Explanation:
A DoS attack through the context window relies on overwhelming the model with excessive or obfuscated input. Prompt filtering
prevents such malicious or oversized inputs from being processed, ensuring that the model only receives safe, properly structured
data within acceptable limits.

NEW QUESTION # 55 
A data set containing medical information is put into a machine learning (ML) model that is designed to predict specific illnesses for a
population. In the process of verifying the reliability of the system, the compliance officer realizes that the system cannot reliably
predict illnesses for certain segments of the population. Which of the following types of risk is most applicable to this case?

A. Transparency
B. Bias
C. Consistency
D. Inclusiveness

Answer: B

Explanation:
The model's inability to reliably predict illnesses for certain population segments indicates bias in the dataset or training process. This
leads to unfair or inaccurate outcomes for specific groups, making bias the most applicable risk in this case.

NEW QUESTION # 56 
SIMULATION
Instructions
Click the (+) to assign each threat category into its appropriate framework.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.
An architect is modeling an agentic system to meet security standards.



Answer:

Explanation:
Explanation:
MAESTRO: Overreliance, Insecure plug-in design
OWASP Top 10: Broken access control, Identification and authentication failures OWASP Top 10 LLM: Prompt injection, Model
denial of service STRIDE: Elevation of privilege, Repudiation, Supply chain vulnerabilities, Insecure design MAESTRO addresses
AI-specific misuse such as excessive trust in outputs (overreliance) and unsafe plug-in design.
OWASP Top 10 maps to classic web threats: broken access control and authentication failures are key risks.
OWASP Top 10 LLM focuses on LLM-related threats like prompt injection and denial of service targeting the model.
STRIDE categories cover privilege escalation, repudiation (denying actions), supply chain risks, and insecure design flaws.

NEW QUESTION # 57
......
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