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¢ Pre-Runtime Protection: This domain covers managing registry connections, selecting image assessment
methods, and analyzing assessment reports to identify malware, CVEs, leaked secrets, Dockerfile

Topic 1
o misconfigurations, and vulnerabilities before deployment.

¢ Remediating and Reporting Issues: This domain addresses identifying remediation steps for findings, using
scheduled reports for cloud security, and utilizing Falcon Fusion SOAR workflows for automated

Topic 2 .
P notifications.

¢ Findings and Detection Analysis: This domain covers evaluating security controls to identify [OMs,
wulnerabilities, suspicious activity, and persistence mechanisims, auditing user permissions, comparing

Topic 3
ol configurations to benchmarks, and discovering unmanaged public-facing assets.

CrowdStrike Certified Cloud Specialist Sample Questions (Q294-Q299):

NEW QUESTION # 294

A security analyst using CrowdStrike Falcon Cloud Workload Protection (CWP) notices unusual outbound traffic froma
Kubernetes pod to an unknown external IP. The analyst needs to determine whether the traffic is malicious and identify the process
responsible for the connection.

Which CrowdStrike Falcon feature should the analyst use to identify network connections at the process level?

A. Falcon Sensor Network Visibility
B. Falcon Identity Protection

C. Falcon LogScale

D. Falcon Sandbox

Answer: A

Explanation:

Option A: Falcon LogScale provides log analytics and can collect network event logs, but it does not provide real-time visibility into
active network connections at the process level. It is useful for post-incident investigations but not for immediate runtime detection.
Option B: Identity Protection helps detect credential-based attacks and unauthorized access attempts but does not monitor network
connections at the process level. It is designed for preventing identity-based threats rather than inspecting runtime network traffic.
Option C: This feature enables deep visibility into network connections at the process level within cloud workloads, including
Kubernetes containers. It allows the analyst to identify the specific contanerized process making the outbound connection,
investigate its behavior, and detect potential threats.

Option D: Falcon Sandbox is used for analyzing suspicious files in an isolated environment to detect matware behavior. It does not
monitor active network connections within Kubernetes workloads.

NEW QUESTION # 295
Which of'the following autormated remediation actions can CrowdStrike initiate within AWS when a threat is detected?

A. Triggering a manual review of security logs by the AWS administrator.

B. Automatically encrypting all EBS volumes in the AWS account.

C. Deleting all IAM users associated with the compromised account.

D. Restricting outbound traffic froma compromised instance by updating the Security Group rules.

Answer: D

Explanation:

Option A: Automated remediation can include modifying Security Group rules to block outbound traffic, effectively containing a
compromised instance and preventing data exfiltration.

Option B: Deleting JAM users is a drastic action that could disrupt legitimate operations. Instead, autormated remediation focuses on
targeted containment, such as disabling compromised credentials.

Option C: Encryption is a preventive measure, not a remediation action. While encryption enhances security, it does not address
active threats detected by CrowdStrike.

Option D: While log reviews are essential for analysis, they are not automated remediation actions. CrowdStrike automates
responses like contanment and traffic restriction, not manual reviews.



NEW QUESTION # 296
How does the CrowdStrike Identity Analyzer help administrators identify users with stale passwords that have not been changed for
an extended period?

A. By integrating with the cloud provider's activity logs to extract password change timestamps.
B. Using the Stale Credential Detection feature.

C. By generating periodic reminders to users to update their passwords.

D. Through autormated password expiration enforcement.

Answer: B

Explanation:

Option A: Password expiration enforcement is a policy-driven mechanism, not a detection feature.

The question specifically asks about identifying stale passwords, not enforcing policy compliance.

Option B: While integration with cloud provider logs is part of the Identity Analyzer's capabilities, this approach alone does not
detect stale passwords effectively. Additional processing, such as the Stale Credential Detection feature, is required to analyze and
identify such users.

Option C: The Stale Credential Detection feature of the CrowdStrike Identity Analyzer proactively identifies credentials, including
passwords, that have not been updated within a specified time period. This is the most accurate and direct solution for the scenario.
Option D: Sending reminders may encourage users to change passwords, but it is not a detection mechanism for stale passwords.
The question is about identifying stale credentials, not prompting updates.

NEW QUESTION # 297
Which of'the following is the most critical step when configuring an automated remediation workflow in Falcon Fusion for AWS
findings?

A. Integrate AWS Security Hub with Falcon Fusion to detect findings.

B. Ensure IAM roles in AWS grant unrestricted access for remediation actions.

C. Configure the workflow to delete all flagged resources immediately upon detection.
D. Set up appropriate triggers and actions for specific AWS findings.

Answer: D

Explanation:

Option A: Automatically deleting resources without evaluating their impact is risky. Automated remediation should take precise,
context-aware actions rather than broad, potentially destructive ones.

Option B: Granting unrestricted [AM permissions violates the principle of least privilege and can expose the AWS environment to
unnecessary risks. JAM permissions should be narrowly scoped for specific actions.

Option C: Automated remediation workflows require clear triggers (e.g., specific findings in AWS Security Hub) and actions (e.g,,
isolating instances or removing permissions) to fnction effectively. Configuring workflows with precise conditions ensures that
remediation actions address relevant threats without unintended consequences.

Option D: While integration is necessary to collect AWS findings, it is not sufficient on its own to configure an automated remediation
workflow. Integration is a preliminary setup step, not the critical configuration step.

NEW QUESTION # 298

An organization using CrowdStrike Falcon Cloud Security wants to exclude specific resources from automated security scans to
reduce false positives and optimize scan efficiency. Which of the following is the correct method for configuring cloud security scan
exclusion settings?

e A Define exclusion rules in the Falcon Cloud Security dashboard, specifying resource tags, accounts, or regions to exclude
from scanning,

¢ B. Modify the Falcon agent's configuration file on each cloud workload to disable scanning for selected resources.

e (. Configure IAM policies to block Falcon Cloud Security from accessing specific cloud storage buckets, thereby preventing
scans.

e D. Use Kubernetes pod security policies (PSP) to prevent Falcon Cloud Security from scanning sensitive workloads.

Answer: A



Explanation:

Option A: While IAM policies can restrict access to certain cloud resources, they are not the correct method for configuring scan
exclusions in Falcon Cloud Security. Using [AM policies in this way could inadvertently prevent security visibility rather than
properly configuring exclusions.

Option B: The Falcon agent is primarily used for endpoint and workload protection but does not control Falcon cloud security
scans, which operate at the cloud account level. Configuring agent settings would not prevent cloud security scans from occurring.
Option C: Falcon Cloud Security allows administrators to configure scan exclusions through the Falcon console, where they can
define rules based on resource tags, cloud accounts, or regions.

This ensures that security scans avoid designated resources while still protecting the overall cloud environment. Exclusions can help
reduce noise from security alerts and improve efficiency in large-scale environments.

Option D: Kubernetes Pod Security Policies (PSPs) control security settings for pods but do not affect Falcon Cloud Security's
cloud-native scanning capabilities. PSPs define restrictions for running containers, such as preventing privileged access, but they do
not manage scan exclusions.

NEW QUESTION # 299
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