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R #10

Universal Containers (UC) would like its community users to be able to register and log in with Linkedin or Facebook Credentials.
UC wants users to clearly see Facebook &Linkedin Icons when they register and login.

What are the two recommended actions UC can take to achieve this Functionality? Choose 2 answers

A. Enable Facebook and Linkedin as Login options in the login section of the Community configuration.

B. Create custom Registration Handlers to link Linkedin and facebook accounts to user records.

C. Store the Linkedin or Facebook user IDs in the Federation ID field on the Salesforce User record.

D. Create custom buttons for Facebook and inkedin using JAVAscript/CSS on a custom Visualforce page.

iEﬁ: A\ B

HE#11

Universal containers (UC) wants users to authenticate into their salesforce org using credentials stored in a custom identity store. UC
does not want to purchase or use a third-party Identity provider. Additionally, UC is extremely wary of social media and does not
consider it to be trust worthy. Which two options should an architect recommend to UC? Choose 2 answers

¢ A Build a custom web page that uses the identity store and calls frontdoor.jsp

¢ B. Build a custom Web service that is supported by Delegated Authentication.

e C. Use a professional social media such as LinkedIn as an Authentication provider
¢ D. Implement the Openid protocol and configure an authentication provider

Ef#: B. D
W
Explanation

The two options that an architect should recommend to UC are to build a custom web service that is supported by delegated
authentication and to implement the OpenlD protocol and configure an authentication provider. Delegated authentication is a feature
that allows Salesforce to delegate user authentication to an external service instead of using Salesforce credentials3. A custom web
service can be built to use the credentials stored in the custom identity store and validate them against Salesforce using SOAP or
REST API3. OpenlD is an open standard protocol that allows users to authenticate with various web services using an existing
account4. An authentication provider can be configured in Salesforce to use OpenID and connect with the custom identity storeS.
References: Delegated Authentication, OpenlD, Authentication Providers

B #12

A global company has built an external application that uses data fromits Salesforce org via an OAuth 2.0 authorization flow. Upon
logout, the existing Salesforce O Auth token must be invalidated.

Which action will accomplish this?

A. Use a HTTP POST to make a call to the revoke token endpoint.

B. Enable Single Logout with a secure logout URL.

C. Use a HTTP POST to request the refresh token for the current user.

D. Use a HTTP POST to the System for Cross-domain Identity Management (SCIM) endpoint, including the current OAuth
token.

IEfE: A

R #13

Universal Containers (UC) wants to implement SAML SSO for their internal of Salesforce users using a third- party IdP. After
some evaluation, UC decides NOT to 65« set up My Domain fortheir Salesforce org, How does that decision impact their SSO
implementation?

A. Either SP- or IdP-mitiated SSO will work.
B. Neither SP- nor IdP-initiated SSO will work.
C. SP-mitiated SSO will NOT work

D. IdP-initiated SSO will NOT work.

IEfE: C



e

This is because without My Domain, Salesforce will not know in advancewhat Identity Provider (IdP) to use for SSO, since it does
not even know yet what Organization the user is trying to login to1. SP-initiated SSO is thescenario where the user starts with a
Salesforce link (login page, deep link, Outlook Sync URL, etc.) and then gets redirected to the IdP for authentication2. Without My
Domain, SP-initiated SSO requires that the user do an IdP-initiated SSO at least once first so that Salesforce can set a cookie in
theirbrowser identifying the IdP1. The other options are not correct for this question because:

* [dP-mitiated SSO will work without My Domain, as long as the user starts SSO at the IdP and sends the identity nformation to
Salesforce along with SAML protocol information that identifies the Organization and the IdP2.

* Neither SP- nor IdP-initiated SSO will not work is false, as explained above.

* Either SP- or IdP-initiated SSO will work is false, as explained above.

References: Considerations for setting up My Domain and SSO - Salesforce, SAML SSO with Salesforce as the Service Provider

B #14
Refer to the exhibit.

Outfitters (NTO) is using Experience Cloud as an Identity for its application on Heroku. The application on Heroku should be able

to handle two brands, Northern Trail Shoes and Northern Trail Shirts.

A user should select either of the two brands in Heroku before logging into the commumity. The app then performs Authorization

using OAuth2.0 with the Salesforce Experience Cloud site.

NTO wants to make sure it renders login page images dynamically based on the user's brand preference selected in Heroku before

Authorization.

what should an identity architect do to filfill the above requirements?

e A. Authorize third-party service by sending authorization requests to the commumity-
url/services/oauth2/authorize/cookie_value.

e B. For each brand create different communities and redirect users to the appropriate community using a custom Login
controller written in Apex.

e C. Create multiple login screens using Experience Builder and use Login Flows at runtime to route to different login screens.
e D. Authorize third-party service by sending authorization requests to the community-url/services/oauth2/authonze/expid_value.

EM: D
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