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i RE #230

An engineer working for an enterprise deployed multiple Cisco WLCs. A controller that sits in the R&D division is connected
through a firewall and is part of the same mobility group. The engineer must ensure that the mobility tunneling is available through the
firewall and test it as R&D engineers roam the production ..within their department. How is this requirement met?
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A. mapping on UDP port 16667 and mapping on Protocol 97 between management ports
B. mapping on UDP port 16667 and mapping on Protocol 96 between management ports
C. mapping on UDP port 16666 and mapping on Protocol 96 between management ports
D. mapping on UDP port 16666 and mapping on Protocol 97 between management ports

EX: D

i RE S «

For mobility tunneling through a firewall in a Cisco wireless network environment, UDP port 16666 must be open along with [P
Protocol number '97', which is used for Encapsulating Security Payload (ESP) traffic typically found in IPsec tunnels. By ensuring
these ports are mapped correctly through the firewall, R&D engineers can roam within their department while maintaining a secure
mobility tunnel. Reference = (CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation ENWLSI 300-430
Official Cert Guide Premium Edition and Practice)

8 #231

A wireless engineer is designing a wireless network to support real-time applications over wireless. Which IEEE protocol must the
engineer enable on the WLC so that the number of packets that are exchanged between an access point and client are reduced and
fast roaming occurs?

A. 802.11k
B. 802.11r
C. 802.11w
D. 802.11i

ER: A

fRREER A -
Section: Wired and Wireless Infrastructure

PR #232
An engineer is designing a wireless network to support Cisco Hyperlocation. The customer indicated some How is the design
adjusted?

A. Add additional APs to all the comers of'the site.

B. Add more APs than indicated from the site survey spread across all areas.
C. Run the site survey using -57d Bm as a threshold.

D. Add an additional AP in the middle of the dense area.

Z%: B

fRRER A «

Cisco Hyperlocation requires a dense deployment of access points for accurate location tracking, Adding more APs than a standard
site survey suggests can meet the granular location requirements needed for Hyperlocation services. Reference: ENWLSD official
certification guide.

R #233
A wireless engineer must optimize RF performance for multiple buildings with multiple types of construction and user density. Which
two actions must be taken? (Choose two.)

A. Configare WMM profiles for each building,

B. Configure FlexConnect groups for each building,
C. Enable DTPC on the network.

D. Configure RF profiles for each area type.

E. Configure AP groups for each area type.

Z%: DE

i RE S «



To optimize RF performance across different buildings and user densities: C. Configure AP groups for each area type - This allows
for customized settings for APs serving different areas. D.

Configure RF profiles for each area type - RF profiles enable the customization of RF parameters to suit the specific needs of each
building or area type.

httpsz//www.cisco.com/c/en/us/td/docs/wireless/controller/8-

10/configguide/b_cg810/configuring ap _groups.html

P8 #234
An engineer is designing a wireless network for a manufacturing facility that has high steel shelves. Which antenna type must be used?

A. outdoor omnidirectional
B. indoor onmidirectional
C. patch

D. dipole

ER: C
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