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If'you choose our CKS study torrent, we can promise that you will not miss any focus about your CKS exam. It is proved that our
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The CKS certification exam s a rigorous and challenging test of the candidate's knowledge and skills in securing Kubernetes
platforns. CKS exam consists of 17 questions, which are a combination of mutltiple-choice and hands-on tasks. The hands-on tasks
require the candidate to demonstrate their ability to perform specific security-related tasks in a Kubernetes cluster. CKS Exam is
conducted online and is proctored to ensure the integrity of the certification process.

Linux Foundation Certified Kubernetes Security Specialist (CKS) Sample
Questions (Q17-Q22):

NEW QUESTION # 17

You can switch the cluster/configuration context using the following command: [desk@cli] $ kubectl config use-context stage
Context: A PodSecurityPolicy shall prevent the creation of privileged Pods in a specific namespace. Task: 1. Create a new
PodSecurityPolcy named deny-policy, which prevents the creation of privileged Pods. 2. Create a new ClusterRole name deny-
access-role, which uses the newly created PodSecurityPolicy deny-policy. 3. Create a new ServiceAccount named psd-denial-sa in
the existing namespace development. Finally, create a new ClusterRoleBindind named restrict-access-bind, which binds the newly
created ClusterRole deny-access-role to the newly created ServiceAccount psp-denial-sa

Answer:

Explanation:

Create psp to disallow privileged container
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole

metadata:

name: deny-access-role

rules:

- apiGroups: ['policy']

resources: ['podsecuritypolicies']

verbs: ['use']

resourceNames:

- "deny-policy"

k create sa psp-denial-sa -n development
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding

metadata:

name: restrict-access-bing

roleRef:

kind: ClusterRole

namme: deny-access-role

apiGroup: rbac.authorization.k8s.io
subjects:

- kind: ServiceAccount

name: psp-denial-sa

namespace: development

Explanation

master] $ vim psp.yaml

apiVersion: policy/vlbetal

kind: PodSecurityPolicy

metadata:

namme: deny-policy

spec:
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privileged: false # Don't allow privileged pods!
seLinux:

rule: RunAsAny

supplementalGroups:

rule: RunAsAny

runAsUser:

rule: RunAsAny

5Group:

rule: RunAsAny

volumes:

LY

master] $ vimerl.yaml

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRole

metadata:

name: deny-access-role

rules:

- apiGroups: ['policy']

resources: ['podsecuritypolicies']

verbs: ['use']

resourceNames:

- "deny-policy"

master] $ k create sa psp-denial-sa -n development masterl $ vim cb1.yaml apiVersion: rbac.authorization.k8s.io/v1 kind:
ClusterRoleBinding metadata:

name: restrict-access-bing

roleRef:

kind: ClusterRole

name: deny-access-role

apiGroup: rbac.authorization. k8s.io

subjects:

# Authorize specific service accounts:

- kind: ServiceAccount

name: psp-denial-sa

namespace: development

master] $ k apply -fpsp.yaml masterl $ k apply -ferl.yaml masterl $ k apply -fcb1.yaml Reference:
httpss/kubernetes.io/docs/concepts/policy/pod-security-policy/

NEW QUESTION # 18

You are running a microservices application on Kuberetes where each service is deployed as a separate Deployment. You want to
implement multi-tenancy to ensure that different tenants nave their own isolated environments. How would you implement this multi-
tenancy strategy, and what are some of the potential challenges?

Answer:

Explanation:

Solution (Step by Step) :

1. Namespaces: Use Kubernetes namespaces to isolate tenants. Each tenant will have their own namespace, which will contain their
deployments, services, and other resources.

- Example: You could create namespaces for "tenant-a", "tenant-b", "tenant-c", etc.

2. RBAC (Role-Based Access Control): Implement RBAC to control access to resources within each namespace.

- Exanple: Define roles for each tenant, granting them access to the resources they need in their namespace. For instance, a "tenant-
a-admin" role could have full control over resources in "tenant-a'" namespace.

3. Network Policies: Define network policies to control communication between pods in different namespaces.

- Exanple: Create network policies to allow communication between services within the same tenant's namespace but restrict
comnumnication between services in different tenant namespaces.

4. Service Accounts: Use separate service accounts for each tenant to isolate their access to resources.

5. Persistent Volummes: Create separate persistent volumes for each tenant to ensure that their data is isolated.

6. ConfigMaps and Secrets: Store tenant-specific configuration data in separate ConfigMaps and Secrets.

7. Resource Quotas: Set resource quotas for each tenant to limit the resources they can consumme.

8. Challenges of Multi- Tenancy:



- Complexity: Implementing multi-tenancy can add complexity to your Kubernetes configuration and deployment process.

- Performance: Isolating tenants can potentially impact performance, as network commumnication may be restricted.

- Resource Allocation: You need to carefully manage resource allocation to ensure that each tenant gets the resources they need.
- Security: You need to carefully secure your multi-tenant environment to prevent one tenant from compromising another.

NEW QUESTION # 19

You are managing a Kubernetes cluster running on AWS and need to assess the security configuration of the kubelet service against
the CIS Kubernetes Benchmark v1 -7.1. You suspect that the '--cgroup-driver' flag is not properly configured, which could
potentially expose the cluster to security vulnerabilities. Describe how you would use 'kubect!' to audit the current kubelet
configuration and then determine the appropriate configuration tor the '-cgroup-driver' flag based on the CIS benchmark guidance.
Assume that the kubelet service is running in a containerized environment.

Answer:

Explanation:

Solution (Step by Step) :

1. Audit the kubelet configuration:

- Execute the following command to retrieve the kubelet configuration:

bash

kubectl get nodes -0 jsonpath='{.items0.status.nodelnfo.kubeletVersion}'

- This command will output the kubelet version, which can be used to identifty the specific version of the CIS Kubernetes
Benchmark that applies.

- Use 'kubectl describe node to retrieve the kubelet configuration for the specific node.

2. Review the CIS Benchmark guidance:

- Refer to the CIS Kubemetes Benchmark v1 -7.1 document for the specific guidance on the '--cgroup-driver' flag. The benchmark
typically recommends using a specific 'cgroup-driver' value depending on the Kubernetes version and the underlying operating
Systenm

- For example, on a Kubernetes cluster running on AWS, the CIS bencnmark may recommend using the 'systemd’ cgroup driver.
3. Determine the current kubelet configuration:

- Check the output of 'kubectl describe node for the value of the flag.

- This will show you the current configuration of the '-cgroup-driver' flag for the kubelet

5. Update the kubelet configuratiom

- Update the kubelet configuration for each node in your cluster to reflect the CIS benchmark recommendation. This may involve
editing the kubelet configuration file or using a tool such as kubeadm or kubectl to modify the kubelet configuration.

6. Verify the changes:

- Run the audit commands again to verify that the kubelet configuration has been updated as expected.

NEW QUESTION # 20

You are a security engineer tasked with securing your organization's container registry. You need to ensure that only authorized users
can push images to the registry, while other users can only pull them. Explain how you would implement this using RBAC in
Kubernetes and provide a detailed configuration example.

Answer:

Explanation:

Solution (Step by Step) :

1. Create a Service Account for Registry Operations:

- Create a service account specifically for registry operations:

2. Create a Role for Registry Pushers: - Define a role that grants push access to the registry:

3. Create a RoleBinding to Associate the Role with the Service Account: - Bind the 'registry-pusher role to the 'registry-operator'
service account:

- Apply the role binding definition: bash kubectl apply -frole-binding yaml 4. Create a Role for Registry Pullers: - Define a role that
grants pull access to the registry:

5. Create a RoleBinding to Associate the Role with Users/Service Accounts: - Bind the 'registry-puller role to the desired users or
service accounts:

- Apply the role binding definitiom bash kubectl apply -frole-binding.yaml 6. Configure the Registry (Example with Harbor): - In
your registry (e.g., Harbor), create project-level permissions and map them to the service accounts you created. This step might



involve creating users and groups in Harbor and then associating them with the appropriate projects and roles. By following these
steps, you can securely control access to your container registry, allowing only authorized users to push images and restricting others

to pulling only.

NEW QUESTION # 21

You are managing a Kubernetes cluster with several deployments running different microservices. You need to ensure that all pods
are running with appropriate security context constraints (SCCs) to minimize the risk of privilege escalation and other security
vulnerabilities. Explain how you would implement and enforce pod security standards using SCCs, providing specific examples ot
common security constraints and how you would configure them for various deployment scenarios.

Answer:

Explanation:

Solution (Step by Step) :

1. Define Security Context Constraints (SCCs):

- Create a new SCC resource. Here's an example for a restrictive SCC named "restricted-scc'

2. Apply the SCC to Deployments: - Add a 'securitycontext' section to your Deployment resources to apply the SCC- Here's an
example:

3. Test and Evaluate: - After deploying with the SCC, test the deployment and verify that the pod is created with the expected
security restrictions. - Use 'kubectl get pods -1 app=my-apps to verify the pod's status and Its security context. Key Security
Constraints in the Example: - 'allowPrivilegeEscalation: false': Prevents containers from escalating their privileges. -
'readOnlyRootFilesysten: true': Prevents modification of the root filesystem, reducing the risk of malicious code tampering. -
'privileged: false: Disallows running containers with root privileges, mitigating security risks. - 'volumes': Restricts the types of volumes
that can be used, limiting access to sensitive data or resources. Deployment Scenario: - For critical services handling sensitive data,
use a highly restrictive SCC like the one provided. - For less critical services, you might need a more permissive SCC. - You can
create different SCCs for different levels of security requirements and apply them accordingly. Important Notes: - Always test your
SCCs thoroughly before implementing them in production environments. - Regularly review and update your SCCs to ensure they
remain effective and in line with your security best practices. - Consider using Kubernetes security scanning tools to identifiy potential
vulnerabilities in your deployments and SCC configurations.

NEW QUESTION # 22
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