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Oracle Cloud Infrastructure 2025 Architect Associate Sample Questions
(Q28-Q33):

NEW QUESTION # 28
‘Which policy would you write to provide admin access to all three of your existing admin groups for a shared Test compartment?

e A. Allow dynamic-group to manage all-resources in compartiment Test where
request. principal. group.tag. EmployeeGroup.Role=' Admin'

¢ B. Allow any-user to manage all-resources in compartment Test where
request. principal. group.tag. EmployeeGroup.Role=' Admin'

e C. Allow group any-group to manage all-resources in compartment Test where
request. principal. group.tag. EmployeeGroup.Role=' Admin'

e D. Allow all-group to manage all-resources in compartment Test where
request.principal.group.tag. EmployeeGroup.Role=' Admin'

Answer: D

Explanation:

In Oracle Cloud Infrastructure (OCI), policies are written to define permissions for user groups. The correct policy to provide admin
access to all three existing admin groups in a shared compartment (in this case, the "Test" compartment) would be:

"Allow all-group to manage all-resources in compartment Test where request. principal. group.tag EmployeeGroup. Role=' Admin™".
"Allow all-group": Grants access to all groups.

"to manage all-resources™: Specifies full access permissions (manage includes all CRUD operations).

"in compartment Test": Limits the scope of the policy to the "Test" compartment.

"where request.principal. group.tag, EmployeeGroup. Role=' Admin': Adds a condition to restrict this admin-level access to only
groups tagged with the role 'Admin’.

This policy ensures that only users in the groups tagged as Admin will be allowed to manage resources in the Test compartment,
making it the most suitable choice for providing admin access.

For reference:

OCI Policy Syntax Documentation

NEW QUESTION # 29
‘What would happen if you choose not to proactively reboot the instance before the scheduled maintenance due date?

A. The mstance will get terminated.

B. You will receive another notification to reboot within the next 7 days.
C. The nstance is either reboot-migrated or rebuilt in place for you.

D. You will receive another notification to reboot within the next 14 days.

Answer: C

Explanation:

In OCI, if'you choose not to proactively reboot your instance before the scheduled maintenance due date, the system will handle the
maintenance automatically to ensure that the instance remains operational.

Reboot-Migration or Rebuild in Place: If you don't reboot the instance yourself; OCI will automatically perform a reboot-migration
or rebuild in place for the instance. This ensures that the instance is moved to new hardware or updated without your intervention,
maintaining uptime and applying necessary updates or fixes.

Impact on Instance: The exact action taken (reboot-migration or rebuild in place) depends on the type of maintenance required.
However, either action will temporarily interrupt the instance, typically nvolving a reboot, but the instance's data and configuration
will be preserved.

Relevant OCI Documentation:

Instance Maintenance

OCI Mamntenance Events

These references discuss the procedures and options available for handling instance maintenance in OCL

NEW QUESTION # 30



Which statement is NOT correct regarding the Oracle Cloud Infrastructure (OCT) File System snapshots?

¢ A. Snapshots are accessible under the root directory of the file system at .snapshot/name.

¢ B. Even if nothing has changed within the file system since the last snapshot was taken, a new snapshot consumes more
storage.

¢ (. Before you can clone a file system, at least one snapshot must exist for the file system.

¢ D. Snapshots are a consistent, point-in-time view of your file systems.

Answer: B

Explanation:

In OCI File Storage, snapshots are point-in-time, read-only copies of a file system that do not immediately consume additional
storage beyond the space needed to track changes.

Incorrect Statement: The statement that a new snapshot consumes more storage even if nothing has changed is incorrect. Snapshots
are space-efficient; they only consume additional storage as changes are made to the file system after the snapshot is taken. Ifno
changes are made between snapshots, the storage consumption remains minimal.

Correct Staterments:

B. Before cloning a file system, at least one snapshot must exist, as the clone operation relies on this snapshot to create a copy.
C . Snapshots are accessible under the .snapshot directory, allowing users to view and restore files from specific snapshots.

D . Snapshots provide a consistent, point-in-time view of the file system, ensuring data integrity.

Reference:

Oracle Cloud Infrastructure Documentation: Managing File System Snapshots

NEW QUESTION # 31
Which OCT service would you use to apply kernel security updates to all instances?

A. Artifact Registry

B. Container Registry

C. OS Management Service
D. Data Safe

Answer: C

Explanation:

The OS Management Service in Oracle Cloud Infrastructure (OCT) is designed to manage and maintain the operating systems of
your compute instances. This service allows you to apply kernel security updates, manage package installations, and monitor the
status of updates across all instances in your environment.

Kernel Security Updates: With OS Management Service, you can automate and schedule kernel updates, ensuring that all instances
are up-to-date with the latest security patches. This helps maintain the security and integrity of your infrastructure without needing to
manually update each instance.

Other Options:

Container Registry: Used for storing and managing container images, not for applying OS updates.

Data Safe: A service focused on database security, not applicable for OS-level updates.

Artifact Registry: A repository for storing and managing software artifacts, not related to OS management.

Relevant OCI Documentation:

OS Management Service Overview

This documentation provides details on how to use OS Management Service to handle kernel security updates and other OS-level
management tasks.

NEW QUESTION # 32
Which authentication option should you use to ensure third-party APIs communicate with OCI resources?

A. OCI Username and Password

B. SSH Key Pair with 2048-bit algorithm
C. Auth Tokens

D. API Signing Key

Answer: D



Explanation:

When ensuring that third-party APIs communicate securely with OCI resources, the appropriate authentication option is API Signing
Key.

API Signing Key: This method uses an RSA key pair to authenticate and sign API requests. The API signing key provides a secure
and reliable way to ensure that the API requests to OCI are coming from an authorized source. It is commonly used for
programmatic access to OCI services.

Other Options:

SSH Key Pair: Primarily used for secure shell access to compute instances, not for API authentication.

Auth Tokens: Typically used for authentication in environments where APIs don't support the API Signing Key, such as OCI CLI or
SDKs.

OCI Username and Password: Generally used for the Console login, not for securing API communications.

Relevant OCI Documentation:

API Signing Key Authentication

This documentation provides details on using API Signing Keys for secure API commumication in OCIL.

NEW QUESTION # 33
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