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HM #51

What are two key objectives of implementing Network Access Control with ClearPass?
(Choose two)

Response:

A. Ensure device compliance before granting access
B. Assign IP addresses dynamically

C. Enforce role-based access policies

D. Maintain switch configuration backups

Ef: A. C

A #52

Which two enforcement methods can ClearPass apply after successful guest authentication?
(Choose two)

Response:

A. Assigning dynamic roles or VLANs
B. Provisioning SSL VPN access

C. Applying downloadable user roles

D. Forcing the endpoint to update its OS

Ef#: AL C

ER#53
Why would an administrator enable MAC caching for guest users in ClearPass?
Response:

A. To speed up DNS resolution for returning users

B. To enforce VLAN tagging dynamically

C. To bypass captive portal re-authentication for returning guests
D. To prevent access by unauthorized IoT devices

IEf: C

HH #54
Why is it beneficial to use digital certificates for user authentication in ClearPass Onboard?
Response:

A. Because certificates provide device-level authentication with stronger security
B. Because certificates allow SNMP polling

C. Because it eliminates the need for DNS

D. Because certificates are required for all HTTP traffic

EfE: A
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H #55
‘Which authentication method is most secure for 802.1X-based enterprise wireless networks?
Response:

A. Web-based Captive Portal
B. Open Authentication

C. MAC Authentication

D. EAP-TLS

IEf#: D

B #56
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