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NEW QUESTION # 33

You are working as an Enterprise Architect within the Enterprise Architecture (EA) team at a healthcare and life sciences company.
The EA teamis developing a secure system for researchers to share clinical trial information easily across the organization and with
external partners.

Due to the highly sensitive nature of the information, each architecture domain must consider privacy and safety concerns. The
healthcare division has been directed to minimize disruptions to clinical trials while introducing the new system gradually.

How would you identify the work packages for introducing the new system? Based on the TOGAF standard, which of the following
is the best answer?

¢ A. Use a Consolidated Gaps, Solutions, and Dependencies Matrix to create work packages and sequence them into
Capability Increments. Document in a Transition Architecture State Evolution Table.

¢ B. Use a Consolidated Gaps, Solutions, and Dependencies Matrix to classify each solution, group them into work packages,
then regroup into Capability Increments. Document in an Architecture Definition Increments Table.

¢ C. Draw up an Implementation Factor Catalog to indicate actions and constraints. Use a Consolidated Gaps, Solutions, and
Dependencies Matrix, then group similar activities into work packages and identify dependencies.

¢ D. Identify Solution Building Blocks for development or procurement, then use a CRUD matrix to rank and select the most
cost-effective work packages. Schedule the rollout sequentially across regions.

Answer: B

Explanation:

In the TOGAF framework, understanding and addressing stakeholder concerns is crucial, particularly for complex projects with high
stakes like the Al-first initiative described in the scenario. This approach aligns well with TOGAF's ADM (Architecture
Development Method) and its emphasis on effective stakeholder management and risk assessment. Here's why this is the best
course of action:

Stakeholder Analysis and Documentation:

Conducting a stakeholder analysis is foundational in the early stages of any TOGAF project, particularly during the Preliminary and
Architecture Vision phases. This process involves identifying the different stakeholders, understanding their positions, documenting
their concerns, and considering any cultural factors that might influence their perspective on the Al-first initiative. Given the diverse
concerns raised (such as job security, skill requirements, and cybersecurity), it's essential to have a clear understanding of each
stakeholder group's priorities and fears.

Recording Concerns in the Architecture Vision Document:

The Architecture Vision phase in TOGAF focuses on defining the high-level scope and objectives of the architecture project. By
documenting stakeholder concerns and the corresponding views in the Architecture Vision document, the EA team ensures that
these concerns are transparently acknowledged and addressed as part of the strategic direction. This step not only aligns with
TOGAF best practices but also helps in building stakeholder buy-in and trust.

Architecture Requirements Specification and Risk Management:

Risk management is a key aspect of TOGAF's ADM, particularly in the Requirements Management and Implementation
Governance phases. Documenting the requirements for addressing specific risks in the Architecture Requirements Specification
provides a structured way to ensure that identified risks are acknowledged and managed throughout the transformation. Regular
assessments and feedback loops ensure ongoing alignment and adaptability to emerging risks, which is particularly important given
the dynamic nature of Al and its associated challenges.

Aligniment with TOGAF ADM Phases:

This approach follows the prescribed flow of TOGAF's ADM, starting with stakeholder engagement in the Prelimmnary and
Architecture Vision phases and progressing to risk assessment in the Requirements Management phase. By maintaining a focus on
stakeholder needs and formalizing these into architecture requirements, the EA team can ensure that the architecture not only meets
business objectives but also mitigates stakeholder concerns.

TOGAF Reference on Stakeholder Management Techniques:

TOGAF places significant emphasis on managing stakeholder concerns through its stakeholder management techniques, which
highlight the need to systematically identify, analyze, and address the concerns of all involved parties. This practice helps ensure that
the architecture is viable and accepted across the organization.

By conducting a thorough stakeholder analysis and integrating the findings into both the Architecture Vision and the Architecture
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Requirements Specification, the EA team can proactively address stakeholder concerns, manage risks, and align the Al-first initiative
with the agency's strategic objectives. This approach is consistent with TOGAF's guidance and provides a structured framework for
addressing both business and technical challenges in the context of an Al-first transformation.

NEW QUESTION # 34

Please read this scenario prior to answering the question

You have been appointed as senior architect working for an autonomous driving technology development company. The mission of
the company is to build an industry leading unified technology and software platformto support connected cars and autonomous
driving,

The company uses the TOGAF Standard as the basis for its Enterprise Architecture (EA) framework. Architecture development
within the company follows the purpose-based EA Capability model as described in the TOGAF Series Guide: A

Practitioners' Approach to Developing Enterprise Architecture Following the TOGAF ADM.

An architecture to support strategy has been completed defining a long-range Target Architecture with a roadmap spanning five
years. This has identified the need for a portfolio of projects over the next two years. The portfolio includes development of travel
assistance systems using swarm data from vehicles on the road.

The current phase of architecture development is focused on the Business Architecture which needs to support the core travel
assistance services that the company plans to provide. The core services will manage and process the swarm data generated by
vehicles, paving the way for autonomous driving in the future.

The presentation and access to different variations of data that the company plans to offer through its platform poses an architecture
challenge. The application portfolio needs to interact securely with various third-party cloud services, and V2X (Vehicle-to-
Everything) service providers in many countries to be able to manage the data at scale. The security of V2X is a key concern for the
stakeholders. Regulators have stated that the user's privacy be always protected, for example, so that the drivers' journey cannot be
tracked or reconstructed by compiling data sent or received by the car.

Refer to the scenario

You have been asked to describe the risk and security considerations you would include in the current phase of the architecture
development?

Based on the TOGAF standard which of the following is the best answer?

¢ A. You will create a security domain model so that assets with the same level can be managed under one security policy.
Since data is being shared across partners, you will establish a security federation to include them. This would include
contractual arrangements, and a definition of the responsibility areas for the data exchanged, as well as security implications.
You would undertake a risk assessment determining risks relevant to specific data assets.

¢ B. You will performa qualitative risk assessment for the data assets exchanged with partners. This will deliver a set of
priorities, high to medium to low, based on identified threats, the likelihood of occurrence, and the impact if it did occur. Using
the priorities, you would then develop a Business Risk Model which will detail the risk strategy including classifications to
determine what mitigation is enough.

¢ C. Youwill focus on the relationship with the third parties required for the travel assistance systems and define a trust
framework. This will describe the relationship with each party. Digital certificates are a key part of the framework and will be
used to create trust between parties. You will monitor legal and regulatory changes across all the countries to keep the trust
framework in compliance.

¢ D. You will focus on data quality as it is a key factor in risk management. You will identify the datasets that need to be
safeguarded. For each dataset, you will assign ownership and responsibility for the quality of data needs. A security
classtfication will be defined and applied to each dataset. The dataset owner will then be able to authorize processes that are
trusted for a certain activity on the dataset under certain circumstances.

Answer: A

Explanation:

A security domain model is a technique that can be used to define the security requirements and policies for the architecture. A
security domain is a grouping of assets that share a common level of security and trust. A security policy is a set of rules and
procedures that govern the access and protection of the assets within a security domain. A security domain model can help to
identify the security domains, the assets within each domain, the security policies for each domain, and the relationships and
dependencies between the domains1 Since the data is being shared across partners, a security federation is needed to establish a
trust relationship and a common security framework among the different parties. A security federation is a collection of security
domains that have agreed to interoperate under a set of shared security policies and standards. A security federation can enable
secure data exchange and collaboration across organizational boundaries, while preserving the autonomy and privacy of each party.
A security federation requires contractual arrangements, and a definition of the responsibility areas for the data exchanged, as well as
security implications2 A risk assessment is a process that identifies, analyzes, and evaluates the risks that may affect the architecture.
A risk assessment can help to determine the likelihood and impact of the threats and vulnerabilities that may compromise the security
and privacy of the data assets. A risk assessment can also help to prioritize and mitigate the risks, and to monitor and review the risk



situation3 Therefore, the best answer is D, because it describes the risk and security considerations that would be included in the
current phase of the architecture development, which is focused on the Business Architecture. The answer covers the security
domain model, the security federation, and the risk assessment techniques that are relevant to the scenario.

NEW QUESTION # 35

Please read this scenario prior to answering the question

You have been appointed as senior architect working for an autonomous driving technology development company. The mission of
the company is to build an industry leading unified technology and software platformto support connected cars and autonomous
driving,

The company uses the TOGAF Standard as the basis for its Enterprise Architecture (EA) framework. Architecture development
within the company follows the purpose-based EA Capability model as described in the TOGAF Series Guide: A

Practitioners' Approach to Developing Enterprise Architecture Following the TOGAF® ADM.

An architecture to support strategy has been completed defining a long-range Target Architecture with a roadmap spanning five
years. This has identified the need for a portfolio of projects over the next two years. The portfolio includes development of travel
assistance systems using swarm data from vehicles on the road.

The current phase of architecture development is focused on the Business Architecture which needs to support the core travel
assistance services that the company plans to provide. The core services will manage and process the swarm data generated by
vehicles, paving the way for autonomous driving in the future.

The presentation and access to different variations of data that the company plans to offer through its platform poses an architecture
challenge. The application portfolio needs to interact securely with various third-party cloud services, and V2X (Vehicle-to-
Everything) service providers in many countries to be able to manage the data at scale. The security of V2X is a key concern for the
stakeholders. Regulators have stated that the user's privacy be always protected, for example, so that the drivers' journey cannot be
tracked or reconstructed by compiling data sent or received by the car.

Refer to the scenario

You have been asked to describe the risk and security considerations you would include in the current phase of the architecture
development?

Based on the TOGAF standard which of the following is the best answer?

¢ A. You will create a security domain model so that assets with the same level can be managed under one security policy.
Since data is being shared across partners, you will establish a security federation to include them. This would include
contractual arrangements, and a definition of the responsibility areas for the data exchanged, as well as security implications.
You would undertake a risk assessment determining risks relevant to specific data assets.

e B. You will performa qualitative risk assessment for the data assets exchanged with partners. This will deliver a set of
priorities, high to medium to low, based on identified threats, the likelihood of occurrence, and the impact if it did occur. Using
the priorities, you would then develop a Business Risk Model which will detail the risk strategy including classifications to
determine what mitigation is enough.

¢ C. Youwill focus on the relationship with the third parties required for the travel assistance systems and define a trust
framework. This will describe the relationship with each party. Digital certificates are a key part of the framework and will be
used to create trust between parties. You will monitor legal and regulatory changes across all the countries to keep the trust
framework in compliance.

¢ D. You will focus on data quality as it is a key factor in risk management. You will identify the datasets that need to be
safeguarded. For each dataset, you will assign ownership and responsibility for the quality of data needs. A security
classtfication will be defined and applied to each dataset. The dataset owner will then be able to authorize processes that are
trusted for a certain activity on the dataset under certain circumstances.

Answer: A

Explanation:

A security domain model is a technique that can be used to define the security requirements and policies for the architecture. A
security domain is a grouping of assets that share a common level of security and trust. A security policy is a set of rules and
procedures that govern the access and protection of the assets within a security domain. A security domain model can help to
identify the security domains, the assets within each domain, the security policies for each domain, and the relationships and
dependencies between the domains1 Since the data is being shared across partners, a security federation is needed to establish a
trust relationship and a common security framework among the different parties. A security federation is a collection of security
domains that have agreed to interoperate under a set of shared security policies and standards. A security federation can enable
secure data exchange and collaboration across organizational boundaries, while preserving the autonomy and privacy of each party.
A security federation requires contractual arrangements, and a definition of the responsibility areas for the data exchanged, as well as
security implications2 A risk assessment is a process that identifies, analyzes, and evaluates the risks that may affect the architecture.
A risk assessment can help to determine the likelihood and impact of the threats and vulnerabilities that may compromise the security
and privacy of the data assets. A risk assessment can also help to prioritize and mitigate the risks, and to monitor and review the risk



situation3 Therefore, the best answer is D, because it describes the risk and security considerations that would be included in the
current phase of the architecture development, which is focused on the Business Architecture. The answer covers the security
domain model, the security federation, and the risk assessment techniques that are relevant to the scenario.

References: 1: The TOGAF Standard, Version 9.2, Part I1I: ADM Guidelines and Techniques, Chapter 35: Security Architecture
and the ADM 2: The TOGAF Standard, Version 9.2, Part IV: Architecture Content Framework, Chapter 38: Security Architecture
3: The TOGAF Standard, Version 9.2, Part III: ADM Guidelines and Techniques, Chapter 32: Risk Management

NEW QUESTION # 36

Please read this scenario prior to answering the question

You are working as an Enterprise Architect at a large supermarket. The company runs many retail stores, as well as an online
grocery shop. Many of the stores used to remain open 24/7, but the number has decreased in recent years. Instead, they now focus
on fulfilling online orders during the night.

The company has a mature Enterprise Architecture (EA) practice and uses the TOGAF standard for its architecture development
method. The EA practice is involved in all aspects of the business, with oversight provided by an Architecture Board with
representatives from different parts of the business. The EA programis sponsored by the Chief Information Officer (CIO).

Each store uses a standard method to track sales and nventory. This involves sending accurate timely sales data to a central Al-
based inventory management system that can predict demand, adjust stock levels and automate reordering, The central inventory
management systemis housed at the company's central data center.

The company has bought a major rival. The Chief Executive Officer believes that a merger will enable growth through combined
offerings and cost savings. The decision has been taken to fully integrate the two organizations, including merging retail operations
and systems. This means that duplicated systems will be replaced with one standard retail management system. Also, the company
will reduce the number of applications that are used. The CIO expects significant savings will be achieved by implementing these
changes across the newly merged company.

One improvement that the rival has successfully implemented is the use of hand-held devices within stores, for both customers and
staff. This has increased both customer and staff employee satisfaction due to the time savings this has brought. The CIO has given
the go-ahead to roll out the devices in all stores but has stated that training on how to use the hand-held devices should be brief
because there are a lot of employees, many of whom are part-time.

The Request for Architecture Work to oversee the merger has been approved. The project has been scoped and you have been
assigned to work on it. Your role includes managing the architecture for the retail stores.

Refer to the scenario

You have been asked to confirm the most relevant architecture principles for the transformation.

Based on the TOGAF Standard, which of the following is the best answer?

[Note: The sequence of the principles listed in each answer does not matter. You should assume the company follows the set of
principles that are provided in the TOGAF Standard, ADM Techniques, Architecture Principles chapter. You may need to refer to
section 2.6 located in ADM Techniques within the reference text to answer this question. |

¢ A. Control Technical Diversity, Interoperability, Data is an Asset, Data is Shared, Business Continuity

¢ B. Common Use Applications, Data is an Asset, Data is Accessible, Ease of Use, Business Continuity

e (. Maximize Benefit to the Enterprise, Common Use Applications, Data is an Asset, Responsive Change Management,
Technology Independence

¢ D. Common Vocabulary and Data Definitions, Compliance with the Law, Requirements Based Change, Responsive Change
Management, Data Security

Answer: C

Explanation:

Key aspects of the scenario:

Business Objective:

A merger is happening to combine offerings, reduce costs, and achieve operational efficiency.

The goal includes fully integrating retail operations and systens, replacing duplicated systens, and reducing the number of
applications used.

Technological Improvements:

A central Al-based mventory system s in place.

Hand-held devices for stores have improved customer and staff satisfaction and increased efficiency.

Scope of Architecture Work:

Integrating the merged systemns.

Managing retail architecture to optimize operations.

TOGAF Alignment:

TOGAF principles aim to ensure the architecture supports business transformation effectively while aligning with governance and
best practices.



Best answer analysis:

Option 1:

Maximize Benefit to the Enterprise: Aligns with the merger goals of cost reduction and efficiency.
Common Use Applications: Matches the goal to reduce duplicated systemns.

Data is an Asset: Central Al system depends on accurate and reliable data.

Responsive Change Management: Necessary to support the transition and manage organizational impacts.
Technology Independence: Encourages selecting flexible, scalable solutions post-merger.

This option comprehensively aligns with the scenario.

Option 2:

Control Technical Diversity: Important but less emphasized than cost reduction and application unification.
Interoperability: Relevant, but less critical compared to principles addressing business value.

Data is an Asset: Relevant.

Data is Shared: Implied in centralized inventory but not directly stated.

Business Continuity: Important but not the main focus here.

This option partially fits but lacks emphasis on business outcomes.

Option 3:

Common Vocabulary and Data Definitions: Indirectly helpful but not central to the transformation.
Compliance with the Law: Always critical, but no explicit legal issues are mentioned.
Requirements-Based Change: General principle but not transformation-specific.

Responsive Change Management: Relevant.

Data Security: Important but not a central concern in the scenario.

This option focuses more on governance and less on merger goals.

Option 4:

Common Use Applications: Relevant to reducing duplicate systens.

Data is an Asset: Relevant.

Data is Accessible: Fits with Al system and handheld devices but is a subset of "Data is an Asset." Ease of Use: Relevant to
handheld devices but not a core transformation principle.

Business Continuity: Important but secondary to cost and efficiency.

This option focuses more on usability and accessibility rather than transformation objectives.

NEW QUESTION # 37

Please read this scenario prior to answering the question

Your role is that of a consultant to the Lead Enterprise Architect in a multinational automotive manufacturer.

The company has a corporate strategy that focuses on electrification of its portfolio, and it has nvested heavily in a new shared car
platformto use across all its brands. The company has four manufacturing facilities, one in North America, two in Europe, and one in
Asia.

A challenge that the company is facing is to scale up the number of vehicles coming off the production line to meet customer demand,
while maintaining quality. There are significant supply chain shortages for electronic components, which are impacting production. In
response to this the company has taken on new suppliers and has also taken design and production of the battery pack in-house.
The company has a mature Enterprise Architecture practice. The TOGAF standard is used for developing the process and systems
used to design, manufacture, and test the battery pack. The Chief Information Officer and the Chief Operating Officer co-sponsor
the Enterprise Architecture program.

As part of putting the new battery pack into production, adjustments to the assembly processes need to be made. A pilot project
has been completed at a single location. The Chief Engineer, sponsor of the activity, and the Architecture Board have approved the
plan for implementation and migration at each plant.

Draft Architecture Contracts have been developed that detail the work needed to implement and deploy the new processes for each
location. The company mixes internal teams with a few third-party contractors at the locations. The Chief Engineer has expressed
concern that the deployment will not be consistent and of acceptable quality.

Refer to the scenario

The Lead Enterprise Architect has asked you to review the draft Architecture Contracts and recommend the best approach to
address the Chief Engineer’s concern.

Based on the TOGAF Standard, which of the following is the best answer?

e A Yourecommend that the Architecture Contracts be used to manage the architecture governance processes across the
locations. You recommend deployment of monitoring tools to assess the performance of each completed battery pack at each
location and develop change requirements if necessary. If'a deviation from the contract is detected, the Architecture Board
should allow the Architecture Contract to be modified meet the local needs. In such cases they should issue a new Request
for Architecture Work to implement a modification to the Architecture Definition.

¢ B. For changes requested by an internal team, you recommend a memorandum of understanding between the Architecture



Board and the implementation organization. For contracts issued to third- party contractors, you recommend that it is a fully
enforceable legal contract. You recommend that the Architecture Board reviews all deviations from the Architecture Contract
and considers whether to grant a dispensation to allow the implementation organization to customize the process to meet their
local needs.

¢ C. Youreview the contracts ensuring that they address project objectives, effectiveness metrics, acceptance criteria, and risk
management. Third-party contracts must be legally enforceable. You recommend a schedule of compliance reviews at key
points in the implementation process. You recommend that the Architecture Board reviews all deviations from the
Architecture Contract and considers whether to grant a dispensation to allow the process to be customized for local needs.

¢ D. For changes undertaken by internal teams, you recommend a memorandum of understanding between the Architecture
Board and the implementation organization. Ifa contract is issued to a contractor, you recommend that it is a fully enforceable
legal contract. Ifa deviation from the Architecture Contract is found, you recommend that the Architecture Board grant a
dispensation to allow the implementation organization to customize the process to meet their local needs.

Answer: C

Explanation:

According to the TOGAF Standard, Version 9.2, an Architecture Contract is a joint agreement between development partners and
sponsors on the deliverables, quality, and fitness-for-purpose of an architecturel. It defines the scope, responsibilities, and
governance of the architecture work, and ensures the alignment and compliance of the architecture with the business goals and
objectivesl.

In the scenario, the Lead Enterprise Architect has asked you to review the draft Architecture Contracts and recommend the best
approach to address the Chief Engineer's concern about the consistency and quality of the deployment of the new processes for the
battery pack production at each location.

The best answer is C, because it follows the guidelines and best practices for defining and using Architecture Contracts as described
in the TOGAF Standard, Version 9.22. It ensures that the contracts cover the essential aspects of the project objectives,
effectiveness metrics, acceptance criteria, and risk management, and that they are legally enforceable for third-party contractors. It
also recommends a schedule of compliance reviews at key points in the implementation process, and a mechanism for handling any
deviations from the Architecture Contract, involving the Architecture Board and the possibility of granting a dispensation to allow the
process to be customized for local needs.

The other options are not correct because they either23:

A) For changes requested by an internal team, you recommend a memorandum of understanding between the Architecture Board
and the implementation organization. For contracts issued to third-party contractors, you recommend that it is a fully enforceable
legal contract. You recommend that the Architecture Board reviews all deviations from the Architecture Contract and considers
whether to grant a dispensation to allow the implementation organization to customize the process to meet their local needs.: This
option does not address the need to review the contracts to ensure that they address the project objectives, effectiveness metrics,
acceptance criteria, and risk management. It also does not recommend a schedule of compliance reviews at key points in the
implementation process. Moreover, it suggests that a memorandum of understanding is sufficient for internal teaims, which may not be
legally binding or enforceable.

B) For changes undertaken by internal teams, you recommend a memorandum of understanding between the Architecture Board
and the implementation organization. Ifa contract is issued to a contractor, you recommend that it is a fully enforceable legal
contract. Ifa deviation from the Architecture Contract is found, you recommend that the Architecture Board grant a dispensation to
allow the implementation organization to customize the process to meet their local needs.: This option has the same problemns as
option A, and also implies that the Architecture Board should always grant a dispensation for any deviation, which may not be
appropriate or desirable in some cases.

D) You recommend that the Architecture Contracts be used to manage the architecture governance processes across the locations.
You recommend deployment of monitoring tools to assess the performance of each completed battery pack at each location and
develop change requirements if necessary. If'a deviation from the contract is detected, the Architecture Board should allow the
Architecture Contract to be modified meet the local needs. In such cases they should issue a new Request for Architecture Work.:
This option does not address the need to review the contracts to ensure that they address the project objectives, effectiveness
metrics, acceptance criteria, and risk management. It also does not recommend a schedule of conpliance reviews at key points in
the implementation process. Moreover, it suggests that the Architecture Board should always allow the Architecture Contract to be
modified for any deviation, which may not be appropriate or desirable in some cases. It also implies that a new Request for
Architecture Work should be issued for each deviation, which may not be necessary or feasible.

References:

1: The TOGAF Standard, Version 9.2, Chapter 3: Definitions and Terminology, Section 3.1: Terms and Definitions

2: The TOGAF Standard, Version 9.2, Chapter 43: Architecture Contracts

3: The TOGAF Standard, Version 9.2, Chapter 44: Architecture Governance

NEW QUESTION # 38
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