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HE #41

After deploying a new API, the security team must identify the components of the application that are exposed to the internet and
whether there are application authentication risks. Which technology must be deployed to discover the applications services and
monitor for authentication issues?

A. secret scanning

B. API trace analysis

C. Cloud Security Posture Management
D. Cloud Workload Protection

IEf#: B
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API trace analysis allows the security team to map out which API endpoints are exposed to the internet and to detect authentication
risks. By tracing API calls, it identifies exposed services, monitors traffic flow, and highlights weaknesses in authentication or
authorization mechanisns.

HE #42

A company recently discovered that a former employee, who left to join a competitor, continued to access and exfiltrate sensitive
data over several weeks after leaving, The breach highlighted vulnerabilities in the organization's data security and access
management practices. To prevent such incidents in the future, the organization must adopt measures that detect and restrict
unauthorized data access and transfer. Which mitigation strategy must be implemented to address the issue?

A. Tmplement web application firewall.

B. Upgrade network policy access.

C. Deploy audit logging and monitoring solution.
D. Implement data loss prevention strategy.

Ef#: D
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The scenario describes a typical "insider threat" involvingdata exfiltration. While the initial failure was likely in the off-boarding
process (Identity Management), the technical control required to specifically "detect and restrict unauthorized data access and
transfer" is aData Loss Prevention (DLP) strategy. DLP solutions are designed to monitor, detect, and block sensitive data from
leaving the organization's control.

A robust DLP strategy-integrated across Cisco platforms likeEmail Security (ESA),Web Security (WSA), andCisco Umbrella-
works by identifying sensitive content (such as customer lists, proprietary code, or financial data) using techniques like fingerprinting
or keyword matching, If an unauthorized attempt is made to upload this data to a personal cloud drive or send it via email, the DLP
engmne intercepts and blocks the transfer. WhileAudit Logging(Option D) is essential for forensic nvestigationafterthe fact, it does not
"restrict" the transfer in real-time. WAFs(Option A) protect against external attacks on web servers, and Network Policies(Option
B) control traffic flow but generally lack the content-awareness required to identify sensitive business data. Implementing DLP
ensures that the organization's intellectual property remains protected even if an account remains active or a user has legitimate
network access.
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A company has been facing recurring issues with SQL injection vulnerabilities affecting the products, leading to significant disruptions
for customers. To address the security concerns proactively, the company wants to integrate a tool into the CI/CD pipeline. The tool
must be capable of identifying vulnerabilities such as SQL injection early in the development process, which allows developers to
rectify issues before the code is deployed. Which solution must be implemented to meet the requirement?

¢ A Static Application Security Testing tools, such as Checkmarx, Fortify, SonarQube

¢ B. Dynamic Application Security Testing tools, such as OWASP ZAP, Veracode, Burp Suite
¢ C. build log observability tools, such as Splunk, Datadog

e D. workflow automation tools, such as GitHub Actions, Azure

EfE: A
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Static Application Security Testing (SAST) tools analyze source code during the development and build phases of the CI/CD
pipeline. They can identify coding flaws such as SQL injection vulnerabilities early, allowing developers to fix issues before
deployment.
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A financial company uses a remote access solution that directs all traffic over a secure tunnel.

The company recently received somme large ISP bills from the headcounter location. According to traffic analysis during the
mvestigation, most of the network traffic was due to employees spending a lot of time on video conferences provided by a SaaS
collaboration company. What nwst the company modify to reduce the cost without negatively impacting security or employee
experience?

e A. Suggest users to disconnect fromthe VPN when on video calls.

¢ B. Split-exclude the video SaaS application from the VPN.

¢ C. Block the video conferencing app when connected on VPN.

¢ D. Reduce the video resolution size permitted within the SaaS application.

IEf#: B
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Split-exclusion allows trusted SaaS traffic (such as video conferencing) to bypass the VPN tunnel while keeping all other traffic
secured. This reduces bandwidth costs at the headend location without degrading security or employee experience, since traffic to
the SaaS provider is still encrypted natively.

H #45

A video game company identified a potential threat of a SYN flood attack, which could disrupt the online gaming services and
impact user experience. The attack can overwhelm network resources by exploiting the TCP handshake process, leading to server
unavailability and degraded performance. To safeguard the company's infrastructure and ensure uninterrupted service, it is essential
to enhance the security measures in place. The company must implement a solution that manages and mitigates the risk of such
network-based attacks. Which security product must be implemented to mitigate similar risks?

A. Cisco Unbrella

B. Cisco Secure Firewall

C. Cisco Secure Endpoint

D. Cisco Web Security Appliance

EfE: B
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A SYN flood attack is a classic Denial-of-Service (DoS) technique that exploits the TCP three-way handshake. By sending a
massive volume of SYN packets without conpleting the handshake, the attacker exhausts the target server's connection table.Cisco
Secure Firewall(formerly Firepower) is the architectural component designed to mitigate these network-layer threats.

Cisco Secure Firewall utilizes features such asTCP InterceptandSYN Cookiesto defend against these attacks. Whena SYN flood is
detected, the firewall can act as a proxy for the handshake, only passing the completed connection to the backend server once the
three-way handshake is verified. This prevents the server's resources from being overwhelmed by "half-open" connections.



In contrast,Cisco Web Security Appliance(Option A) is focused on web-based (HTTP/HTTPS) threats and proxying, not low-level
TCP flood mitigation.Cisco Umbrella(Option B) primarily provides DNS-layer security and Secure Internet Gateway (SIG)
services, which are ineffective against a direct SYN flood targeting an on-premises or cloud-hosted gaming server.Cisco Secure
Endpoint(Option C) protects individual hosts from malware but cannot protect the network infrastructure or the server's TCP stack
from being saturated by high-volume flood traffic. Consequently, Cisco Secure Firewall is the essential product for managing and
mitigating these infrastructure-level network attacks.
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