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An administrator wants each department to create and manage its own contractor accounts but not be able to manage contractor
accounts for other departments.
What must the administrator configure to limit the sponsor's capabilities?

A. The user/host profile applied to the contractor
B. The contractor's template
C. The portal settings on the kiosk portal page
D. The sponsor's administrative profile

Answer: D

Explanation:
The sponsor's administrative profile defines the scope of management permissions, including which accounts they can create, view,
and modify. By restricting the administrative profile to a specific department, each sponsor can manage only their own department's
contractor accounts and not those of other departments.

NEW QUESTION # 71 
When working with a FortiNAC-F Manager and cluster management, what will occur when a cluster manager recovers from a non-
responsive state?

A. It automatically returns to the manager state
B. It will be removed from the cluster and placed in a standalone group
C. It rejoins the cluster as a worker node
D. It will perform a health check and be demoted to standby

Answer: C

Explanation:
When a cluster manager recovers from a non-responsive state, it does not automatically reclaim the manager role. Instead, it rejoins
the cluster as a worker node to ensure cluster stability and avoid split-brain conditions.

NEW QUESTION # 72 
A network administrator is troubleshooting a network access issue for a specific host. The administrator suspects the host is being
assigned a different network access policy than expected.
Where would the administrator look to identify which network access policy, if any, is being applied to a particular host?

A. The Port Properties view of the hosts port
B. The Connections view
C. The Policy Logs view
D. The Policy Details view for the host

Answer: D

Explanation:
When troubleshooting network access in FortiNAC-F, it is often necessary to verify exactly why a host has been granted a specific
level of access. Since FortiNAC-F evaluates policies from the top down and assigns access based on the first match, an
administrator needs a clear way to see the results of this evaluation for a specific live endpoint.
The Policy Details (C) view is the designated tool for this purpose. By navigating to the Hosts > Hosts (or Adapter View) in the
Administration UI, an administrator can search for the specific MAC address or IP of the host in question. Right-clicking on the host
record reveals a context menu from which Policy Details can be selected. This view provides a real-time "look" into the policy
engine's decision for that specific host, showing the Network Access Policy that was matched, the User/Host Profile that triggered
the match, and the resulting Network Access Configuration (VLAN/ACL) currently applied.

NEW QUESTION # 73 
An administrator wants to build a security rule that will quarantine contractors who attempt to access specific websites.
In addition to a user host profile, which two components must the administrator configure to create the security rule? (Choose two.)

A. Action



B. Trigger
C. Security String
D. Endpoint compliance policy
E. Methods

Answer: A,B

Explanation:
A security rule requires a trigger to detect the condition, such as contractors accessing specific websites based on security or traffic
events. It also requires an action to define the response, such as quarantining the contractor when the trigger condition is met.

NEW QUESTION # 74 
When FortiNAC-F is managing VPN clients connecting through FortiGate, why must the clients run a FortiNAC-F agent?

A. To transparently update The client IP address upon successful authentication
B. To collect user authentication details
C. To collect the client IP address and MAC address
D. To validate the endpoint policy compliance

Answer: C

Explanation:
When FortiNAC-F manages VPN clients through a FortiGate, the agent plays a fundamental role in device identification that
standard network protocols cannot provide on their own. In a standard VPN connection, the FortiGate establishes a Layer 3 tunnel
and assigns a virtual IP address to the client. While the FortiGate sends a syslog message to FortiNAC-F containing the username
and this assigned IP address, it typically does not provide the hardware (MAC) address of the remote endpoint's physical or virtual
adapter.
FortiNAC-F relies on the MAC address as the primary unique identifier for all host records in its database. Without the MAC
address, FortiNAC-F cannot correlate the incoming VPN session with an existing host record to apply specific policies or track the
device's history. By running either a Persistent or Dissolvable Agent, the endpoint retrieves its own MAC address and communicates
it directly to the FortiNAC-F service interface. This allows the "IP to MAC" mapping to occur.
Once FortiNAC-F has both the IP and the MAC, it can successfully identify the device, verify its status, and send the appropriate
FSSO tags or group information back to the FortiGate to lift network restrictions.
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