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What are three operating systems that are commonly used today?
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Choose 3 answers

A. Microsoft Outlook
B. Microsoft Windows
C. Mozilla Firefox

D. MySQL

E. Linux

F. Mac OS

IEf#: B. E. F

TR

* Operating Systens:

* Operating systerrs are software that manage computer hardware and software resources, providing common services for
computer prograns.

* Commonly Used Operating Systemns:

* Mac OS: Developed by Apple Inc., used on Apple computers.

* Linux: An open-source operating system used on a wide variety of devices from servers to personal computers.

* Microsoft Windows: Developed by Microsof, it is one of the most widely used operating systens for personal and business
computers.

* Not Operating Systems:

* Microsoft Outlook: An email client, part of the Microsoft Office suite.

* MySQL: A relational database management system

* Mozilla Firefox: A web browser.

References:

* Types of operating systens: Types of Operating Systerms

* Mac OSmacOS

* Linux:Linux

* Microsoft Windows:Windows

R #151
Which item facilitates communication between applications and databases?

A. Application driver

B. Database application
C. Application database
D. Database driver

EfE: D

fiR .-

A database driver is a software component that enables communication between an application and a database.

* Function: It acts as a bridge, allowing applications to send queries to the database and retrieve results.

* Types: Common database drivers include ODBC (Open Database Connectivity) and JDBC (Java Database Connectivity).
References

* "Database System Concepts" by Abraham Silberschatz, Henry F. Korth, and S. Sudarshan

* "Data Management for Researchers" by Kristin Briney
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HH #152
What allows a user to query information firom an online database with a web application without revealing what they are viewing?

A. Homomorphic encryption

B. Private nformation retrieval (PIR)
C. Private function evaluation (PFE)
D. Secure function evaluation (SFE)

IEf#: B



RN -

The correct answer is D - Private information retrieval (PIR).

WGU Cybersecurity Architecture and Engineering (KFO1 / D488) explains that PIR allows users to query a database in such a way
that the server cannot determine what information the user is retrieving, It protects user privacy while enabling database interaction.
SFE (A) involves computing a function without revealing inputs. PFE (B) is similar to SFE but focuses on finctions. Homomorphic
encryption (C) allows computation but not necessarily private querying,

Reference Extract from Study Guide:

"Private Information Retrieval (PIR) enables users to access database information without revealing the nature of the query to the
server, preserving user privacy."

HH #153
An IT team has been tasked with improving the security of a company's web applications.

Which threats should the IT team consider detecting when defending the network with a web application firewall (WAF)?

A. Social engineering attacks

B. Phishing attacks

C. Brute force attacks

D. Structured Query Language (SQL) injection attacks

EfE: D

A -

The correct answer is C - Structured Query Language (SQL) mjection attacks.

As per WGU Cybersecurity Architecture and Engineering (KFO1 / D488), a Web Application Firewall (WAF) protects web
applications by filtering and monitoring HTTP traffic. It isspecifically effective against attacks such as SQL mjection, cross-site
scripting (XSS), and other application-layer vulnerabilities.

Phishing (A) and social engineering (D) involve human deception, not web application vulnerabilities. Brute force attacks (B)
typically target authentication but are not the primary focus ofa WAF.

Reference Extract from Study Guide:

"A web application firewall (WAF) detects and prevents attacks against web applications, including SQL mjection and cross-site
scripting (XSS)."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Web Application Firewall and Threat Protection

R #154

An organization wants to securely transmit sensitive information between two parties. The organization wants to use a cryptographic
technique that allows both parties to encrypt and decrypt messages using the same key.

The organization is also concerned about the performance impact of the encryption technique.

Which type of cryptographic algorithm meets the needs of the organization?

A. Hash function

B. Asymmetric algorithm
C. Block cipher

D. Symmetric algorithm

IEf#: D

AR :

The correct answer is C - Symmetric algorithm.

According to the WGU Cybersecurity Architecture and Engneering (KFO1 / D488) study material, symmetric encryption uses the
same key for both encryption and decryption, offering high speed and lower computational overhead compared to asymmetric
algorithms. This makes symimetric encryption ideal when both security and performance are important factors.

Block cipher (A) is a type of symmetric algorithm but not the broader category being asked. Hash functions (B) are for data
ntegrity, not encryption/decryption. Asymmetric algorithms (D) are more secure for key exchange but have higher computational
Cost.

Reference Extract fiom Study Guide:

"Symmmetric encryption algorithirs use a single shared key for encryption and decryption, offering efficient and high-performance
protection for sensitive data transmissions."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Cryptography Fundamentals
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