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Fortinet NSE 7 - OT Security 7.2 Sample Questions (Q64-Q69):

NEW QUESTION # 64
Refer to the exhibit. Which statement is true about application control inspection?

A. The industrial application control inspection process is unique among application categories.
B. You can control security actions only on the parent-level application signature

C. Security actions cannot be applied on the lowest level of the hierarchy.

D. The parent signature takes precedence over the child application signature.

Answer: B

NEW QUESTION # 65
Refer to the exhibit.

PLC-3 and CLIENT can send traffic to PLC-1 and PLC-2. FGT-2 has only one software switch (SSW-1) connecting both PLC-3
and CLIENT. PLC-3 and CLIENT cannot send traffic to each other.
Which two statements about the traffic between PCL-1 and PLC-2 are true? (Choose two.)

¢ A. Micro-segmentation on FGT-2 prevents direct device-to-device communication.
e B. The switch on FGT-2 must be hardware to implement micro-segmentation.

e (. Traffic must be inspected by FGT-EDGE in OT networks.

e D. FGT-2 controls intra- VLAN traffic through firewall policies.

Answer: AD

NEW QUESTION # 66
Refer to the exhibit.

You are assigned to implement a remote authentication server in the OT network.
‘Which part of the hierarchy should the authentication server be part of?

A. Cloud
B. Edge
C. Access
D. Core

Answer: B

NEW QUESTION # 67
Which three methods of commumication are used by FortiNAC to gather visibility information? (Choose three.)

A. SNMP

B. API

C. TACACS
D. ICMP

E. RADIUS

Answer: A.B.E

NEW QUESTION # 68
FortiAnalyzer is implemented in the OT network to receive logs from responsible FortiGate devices. The logs must be processed by
FortiAnalyzer.
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In this scenario, which statement is correct about the purpose of FortiAnalyzer receiving and processing multiple log messages from
a given PLC or RTU?

A. To configure event handlers and take further action on FortiGate

B. To isolate PLCs or RTUs in the event of external attacks

C. To help OT administrators configure the network and prevent breaches

D. To determine which type of messages from the PLC or RTU causes issues in the plant

Answer: A

NEW QUESTION # 69
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