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e Event Search: This domain focuses on performing advanced event searches from detections, refining
FrRE 1 searches using event actions, and distinguishing between commonly used event types.

¢ Detection Analysis: This domain covers analyzing and triaging detections in Falcon, including interpreting
EN 0 dashboards, endpoint detections, contextual data, process views, prevalence, IOCs, and implementing
hash management actions like blocking, allowlisting, and exclusions.

¢ Real Time Response (RTR): This domain covers RTR technical capabilities, administrative settings,
153 connecting to hosts, using RTR commands for remediation, utilizing custom scripts, setting up workflows,
and reviewing audit logs.

¢ ATT&CK Frameworks: This domain covers understanding the MITRE ATT&CK framework and
FrE4 applying its tactics and techniques within Falcon to provide context to detections.
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The Activity Dashboard is a core feature for security teamms. What is the primary purpose of this dashboard?

A. To audit the changes made by other Falcon administrators.

B. To view the raw telemetry of every event happening on the network.

C. To provide a summary of the current threat state and active detections in the environment.
D. To manage the installation and update of Falcon sensors.
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Where are quarantine files located on a Mac Endpoint?

A. /Library/CS/Quarantine

B. /Applications/Falcon/Quarantine
C. /Users/Shared/CS/Quarantine
D. /tmp/cs/quarantine
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What does the Full Detection Details option provide?

A. It provides a detailed list of detection events via the Process Tree View

B. It provides a visualization of program ancestry via the Process Activity View
C. It provides a visualization of program ancestry via the Process Tree View
D. It provides detailed list of detection events via the Process Table View

ER: C
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Data retention is a key factor in retrospective hunting. How long will "Detection Related Events" be retained in the Falcon
environment?

A. 30 days
B. 60 days
C. 1 year

D. 90 days
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What is the difference between Managed and Unmanaged Neighbors in the Falcon console?

A. Anunmanaged neighbor is in a segmented area of the network

B. A managed neighbor is currently network contained and an unmanaged neighbor is uncontaned
C. A managed neighbor has an installed and provisioned sensor

D. A managed sensor has an active prevention policy

ZER: C
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