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HP Aruba Certified Campus Access Professional Exam Sample Questions
(Q99-Q104):

NEW QUESTION # 99

A company recently upgraded its campus switching infrastructure with Aruba 6300 CX switches. They have implemented 802.1X
authentication on edge ports where laptop and loT devices typically connect An administrator has noticed that for PoE devices the
pons are delivering the maximum wattage instead of what the device actually needs Upon connecting the loT devices, the devices
request their specific required wattage through information exchange

A. Concerned about this waste of electricity, what should the administrator implement to solve this problem?
B. implement a classifier policy with the correct power definitions.

C. Globally enable the QoS trust setting for LLDP and/or CDP

D. Create device profiles with the correct power definitions.

E. Enable AAA authentication to exempt LLDP and/or CDP information

Answer: D

Explanation:

According to the Aruba Documentation Portall, the Aruba 6300 CX switches support various features to control the PoE devices
on specific ports, such as device profiles and classifier policies. These features can help reduce the power consumption and improve
the performance of the PoE devices.

1: https://www.arubanetworks.comvtechdocs/ AOS-CX/10.10/HTML/monitoring_6300-6400/Content/Chp LEDs/fro-pan-led-
630.htm 2: https//www.arubanetworks.conyproducts/switches/6300-series/ 3: https:/docs.samsungknox.conm/admin/knox-
manage/configure/profile/configure-profile- policies/configure-profile- policies-by-device-platformy

NEW QUESTION # 100
Your customer is interested in hearing more about how roles can help keep consistent policy enforcement in a distributed overlay
fabric How would you explain this concept to them'

¢ A. Role-based policies enhance User Based Tunneling across the campus network and the policy traffic is protected with
iPsec

¢ B. Group Based Policy ID is applied on egress VTEP after device authentication and policy is enforced on ingress VTEP

¢ C. Role-based policies are tied to IP addresses which have an advantage over IP-based policies and role names are sent
between VTEPs

e D. Group Based Policy ID is applied on ingress VTEP after device authentication and policy is enforced on egress VIEP

Answer: D

Explanation:

Explanation

This is the correct explanation of how roles can help keep consistent policy enforcement in a distributed overlay fabric. Roles are
used to assign group based policy IDs (GBPs) to devices after they authenticate with ClearPass or a local database. GBPs are then
used to tag the traffic fiom the devices and send them to the ingress VTEP, which applies the GBP on the VXLAN header. The
egress VTEP then enforces the policy based on the GBP and the destination device. The other options are incorrect because they
either do not describe the correct sequence of events or do not use the correct terms. References:
https//www.arubanetworks.com/techdocs/ AOS-CX/10.04/HTML/5200-6728/bk01-ch03.html
https//www.arubanetworks.com/techdocs/AOS-CX/10.04/HTML/5200-6728/bk01-ch05.html

NEW QUESTION # 101
What are the requirements to ensure that WMM is working effectively? (Select two)

e A. The APs and the controller are Wi-Fi CERTIFIED for WMM which is enabled
e B. The AP needs to be connected via a tagged VLAN to the wired port


https://www.testkingpass.com/HPE7-A01-testking-dumps.html

¢ C. The Client must be Wi-Fi CERTIFIED for WMM and configured for WMM marking.
e D. The Aruba AOS10 APs mstalled have to be converted to controlled mode
e E. All APs need to be fromthe AP-5xx series and AP-6xx series which are Wi-Fi CERTIFIED 6.

Answer: A,C

Explanation:

These are the correct requirements to ensure that WMM (Wi-Fi Multimedia) is working effectively.

WMM is a standard that provides quality of service (QoS) for wireless networks by prioritizing traffic into four categories: voice,
video, best effort, and background. To use WMM, both the APs and the controller must be Wi-Fi CERTIFIED for WMM, which
means they have passed interoperability tests and comply with the standard. WMM must also be enabled on the APs and the
controller, which is usually the default setting. The client device must also be Wi-Fi CERTIFIED for WMM and configured for
WMM marking, which means it can tag its traffic with the appropriate priority level based on the application type. The other options
are incorrect because they are either not related to WMM or not required for WMM to work.

NEW QUESTION # 102
You need to create a keepalive network between two Aruba CX 8325 switches for VSX configuration How should you establish
the keepalive connection?

A. loopback 0 and OSPF area 0 in default VRF

B. SVI, VLAN trunk allowed all on ISL in custom VRF
C. SVI, VLAN trunk allowed all on ISL in default VRF
D. routed port in custom VRF

Answer: D

Explanation:

To establish a keepalive connection between two Aruba CX 8325 switches for VSX configuration, you need to use a routed port in
custom VRF. A routed port is a physical port that acts as a layer 3 interface and does not belong to any VLAN. A custom VRF is a
virtual routing and forwarding instance that provides logical separation of routing tables. By using a routed port in custom VRF, you
can isolate the keepalive traffic from other traffic and prevent routing loops or conflicts. The other options are incorrect because they
either do not use a routed port or do not use a custom VRF. Reference: https://www.arubanetworks.comvtechdocs/AOS-
CX/10.04/HTML/5200-6728/bk01-ch07.html https://www.arubanetworks.com/techdocs/ AOS-CX/10.04/HTML/5200-
6728/bk01-ch02.html

NEW QUESTION # 103
Your Aruba CX 6300 VSF stack has OSPF adjacency over SVI 10 with LAG 1 to a neighboring device The following
configuration was created on the switch:

vian £u,4a30, su
interface vlan 2

ip address 1pM0.20.1/24
interface vliagn'3

ip ada®sess 10.10.30. 029
intezfdte vian 4

p address 10.10.40.1/24

interface vian 2830 40
ip ospf passive

vian 20, 30,40
e B OsSpf passive

router ospf 1
area 0

redistiribute local




router ospf 1

drea 0

passive-interface
e D.5"Nlan 20.30 40

Answer: A

Explanation:

Explanation

OSPF (Open Shortest Path First) is a routing protocol that uses link-state information to calculate the best path to each destination
in the network. OSPF establishes adjacencies with neighboring routers to exchange routing information and maintain a consistent
view of the network topologyl.

To establish an OSPF adjacency, the routers need to have some common parameters, such as the area ID, the network type, the
hello interval, the dead interval, and the authentication method2. The routers also need to have a matching subnet mask on the
mterface that connects thems3.

In this case, the Aruba CX 6300 VSF stack has an SVI (Switched Virtual Interface) on VLAN 10 with an [P address of
10.1.1.1/24 and a LAG (Link Aggregation Group) on port 1/1/1 and port 2/1/1 that connects to a neighboring device. The SVI is
configured with OSPF area 0 and network type broadcast. The LAG is configured with OSPF passive mode, which means that it
will not send or receive OSPF hello packets.

The neighboring device has an interface with an IP address of 10.1.1.2/24 and a LAG on port 1/0/1 and port

2/0/1 that connects to the Aruba CX 6300 VSF stack. The interface is configured with OSPF area 0 and network type broadcast.
Since the Aruba CX 6300 VSF stack and the neighboring device have the same area ID, network type, subnet mask, and default
hello and dead mtervals on their interfaces, they will be able to establish an OSPF adjacency over SVI 10 with LAG 1. The OSPF
passive mode on the LAG will not affect the adjacency, because it only applies to the LAG interface, not the SVI mterface.

NEW QUESTION # 104
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