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¢ Configuration: This section of the exam measures the skills of DevOps Administrators and evaluates their
ability to configure and optimize Instana operational settings. It involves setting up business process
monitoring, configuring both cloud and serverless agents, and defining agent proxy parameters. Candidates

FEw 21 will learn to implement various technologies and sensors, manage OpenTelemetry integrations, set up smart

alerts, create service naming rules, and define custom SLIs and payloads for alert channels. Managing

licenses and ensuring proper configuration of alerts and notifications are also key components of this

domain.
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¢ Integration: This section of the exam measures the skills of Integration Engineers and assesses their
proficiency in connecting Instana with external monitoring and automation tools. Candidates must
demonstrate knowledge of integrating agent-based systens such as Omegamon, ITM, and ITCAM, as
bEY 72 well as external platforms like Prometheus and Grafana. The section also includes configuring alert
channels, automation actions, and utilizing the Instana REST API to support customized workflows and
data visibility.

¢ Installation: This section of the exam measures the skills of System Implementation Specialists and focuses

on installing and deploying Instana across different environments. It includes installing the Instana backend,
FEY 23 deploying and configuring agents, and migrating existing Instana setups. Candidates will also demonstrate
their ability to implement Synthetic Monitoring and manage Points of Presence (PoPs) effectively for end-
to-end performance validation.

¢ Troubleshooting: This section of the exam measures the skills of System Support Engineers and focuses on
resolving technical and operational issues in Instana. It includes configuring log levels, collecting logs for
debugging, and identifying connectivity issues between agents and the backend. Candidates will
troubleshoot installation failures, diagnose communication problemns, and apply corrective measures to
ensure consistent Instana performance and stability across environments.
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HH #54
What is an agile set of focused security and privacy practices that are used by Instana?

A. Security Orchestration, Automation, and Response
B. Security and Privacy by Design

C. DevSecOps

D. Agile Security Practice

IEf#: B

A -

IBM Instana observability platform is designed with a strong emphasis on security and privacy best practices. According to the
official IBM docurmentation, Instana applies "Security and Privacy by Design" principles throughout its software lifecycle. The
documentation specifically states: "Instana implements security and privacy by design to ensure secure software development,
deployment, and system operation, integrating data protection into platform architecture and operations from the outset." This
framework mandates data minimization, encrypted in-transit and at-rest telemetry, access control, audit logging, and compliance
mapping (such as GDPR or industry frameworks) as default features in Instana platform. While DevSecOps and Security
Orchestration are supported concepts, the verified and explicit phrase in IBM Instana documents is Security and Privacy by Design,
which is referenced in platform release notes and compliance statements. Agile and focused privacy practices are foundational, as
Instana delivers enterprise-grade monitoring for regulated environments.

B #55
‘What happens if the same key is used in both global and alert-specific custom payload configurations in Instana?

e A The alert is canceled due to conflict.
¢ B. The alert-specific value overrides the global value.

¢ C. Both values are concatenated.
¢ D. The global value overrides the alert-specific value.

Ef#: B

A -

IBM Instana documents the merge logic of custom payloads for alerts and global configurations very clearly. The rule states: "If the
same key is defined in both a global custom payload and an alert-specific payload, the value from the alert-specific payload will
override the global value for that key." This ensures alert context management is precise, enabling targeted incident response with the



most relevant and high-priority data. There is no concatenation, and no alert cancellation or error is triggered as Instana resolves key
collisions silently by giving precedence to the more granular, context-specific setting (alert-level). This verified behavior guarantees
custom alert events always contain relevant payloads, supporting accurate automated remediation or escalation.

M #56
‘What is mandatory to use Instana REST APIs?

e A Cookie
e B. Token
e C.CURL

e D. Python
Ef#: B

A -

Access to Instana's REST API is secured using authorization tokens-an industry-standard best practice for API authentication and
traceability. IBM documentation says: "A personal or team API token is required to authenticate REST API calls." Tokens serve as
credentials embedded in HTTP headers on each request, providing both identity and access control for the API consumer. Tokens
are mandatory; without a valid token, any API requests are denied with a 401 Unauthorized error, regardless of whether a tool
(such as CURL) is used. Tokens can be scoped for individual users (personal tokens) or teans (team tokens), enabling granular
tracking and revocation as part of enterprise security policies. API tokens are generated from the Instana UI under the profile or
team section. Cookies and raw client libraries (e.g., Python) are not authentication methods for Instana APIs.

H #57
Which information regarding Instana audit logs is shown under the Access log section?

A. Adding a new user
B. New event triggers
C. User Login/Logout
D. API token creation

Ef#: C

fiR .-

Audit logging is a core component of security compliance within IBM Instana. The Access Logs, a section under Audit Logs, are
spectifically designed to capture and display authentication-related events. IBM states: "Access logs in Instana record user login and
logout activity, including timestamps, user IDs, and source IP addresses." This capability supports auditing, regulatory needs, and
incident response by ensuring verifiable tracking of system access. Instana separates audit events into categories for clarity: user
actions, configuration edits, and security operations, with host-based access details residing in the 'Access Logs' view. This
delineation enables administrators to spot unauthorized or suspicious access attempts quickly. Additions of new users or API tokens
fall under distinct event categories ('User Management' and 'API Audit Logs") but not under the Access logs specifically. Through its
clear segregation of logs by purpose, Instana ensures that organizations maintain compliance with frameworks like ISO 27001, SOC
2, and internal I'T governance policy, as access auditability provides both transparency and accountability across multi-user
environments.

HH #58
Which statement accurately describes the use of the agent key?

A. It is not included in the purchase email and must be obtained separately.
B. It is used only for deploying an instance.

C. It is required only for downloading the license.

D. It is used for both downloading Instana artifacts and deploying an instance.

IEf#: D

A -
The IBM Instana Observability product architecture uses a security credential called an agent key for authentication and
authorization in both installation and deployment operations. The documentation explicitly affirms: '"The agent key must be used for



downloading Instana installation artifacts from IBM repositories as well as for deploying agents to connect to the backend." This
binding ensures entitlement enforcement and integrity of data transfer. The key, distributed through official IBM entitlement channels
or purchase confirmation emails, validates the customer's licensed environment. During deployment, the same key is included in
configuration files or environment variables so that each agent securely authenticates to its assigned backend instance. This unified
mechanism simplifies lifecycle management while maintaining strong license controls. The key is never generated manually nor limited
to licensing download alone-its dual purpose makes it critical in both provisioning and operations stages.
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