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Topic 1

Industry Security Frameworks: This section of the exam measures the skills of Cybersecurity Governance
Professionals and introduces major industry frameworks such as NIST, CISA, and DISA. These
frameworks guide best practices and compliance in designing secure systems and managing cloud
environments responsibly.

Topic 2

Application and Data Security This section of the exam measures skills of Cloud Security Analysts and
explores how to defend applications and data from cyber threats. It introduces the MITRE ATT&CK
framework, explains cloud attack patterns, and discusses mitigation strategies. Additionally, it covers web
application firewall functions, lateral movement prevention, microsegmentation, and creating policies for
secure application connectivity in multicloud environments.

Topic 3

Integrated Architecture Use Cases: This section of the exam measures the skills of Cloud Solution
Architects and covers key capabilities within an integrated cloud security architecture. It focuses on
ensuring common identity across platforms, setting multicloud policies, integrating secure access service
edge (SASE), and implementing zero-trust network access models for more resilient cloud environments.

Topic 4

Network and Cloud Security:This section of the exam measures skills of Network Security Engineers and
covers policy design for secure access to cloud and SaaS applications. It outlines techniques like URL
filtering, app control, blocking specific protocols, and using firewalls and reverse proxies. The section also
addresses security controls for remote users, including VPN-based and application-based access methods,
as well as policy enforcement at the network edge.

Topic 5

SAFE Architectural Framework: This section of the exam measures skills of Security Architects and
explains the Cisco SAFE framework, a structured model for building secure networks. It emphasizes the
importance of aligning business goals with architectural decisions to enhance protection across the
enterprise.

Cisco Designing and Implementing Secure Cloud Access for Users and
Endpoints Sample Questions (Q27-Q32):
NEW QUESTION # 27 
When an application is compromised, the first response action is typically to:

A. Amplify the breach
B. Contain the breach to prevent further unauthorized access
C. Increase user privileges
D. Immediately notify the public

Answer: B

NEW QUESTION # 28 
Refer to the exhibit. An engineer must integrate Cisco Cloudlock with Salesforce in an organization. Despite the engineer's successful
execution of the Salesforce integration with Cloudlock, the administrator still lacks the necessary visibility. What should be done to
meet the requirement?

A. From Cloudlock, enable the View All Data permission.
B. From Salesforce, configure the service parameters.
C. From Cloudlock, configure the service parameters.
D. From Salesforce, enable the View All Data permission.

Answer: A

Explanation:
After Cloudlock is integrated with Salesforce, full visibility into objects and data requires that Cloudlock has the "View All Data"
permission enabled on the connected Salesforce account. This permission allows the Cloudlock API connection to access all user
data, regardless of individual field-level or sharing rules. Without it, Cloudlock will be limited in its visibility scope.
As per SCAZT (Section 4: Application and Data Security, Pages 86-89), integration with SaaS platforms like Salesforce must



include enabling comprehensive data visibility to perform effective risk analysis and policy enforcement.
Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 4, Pages 86-89

NEW QUESTION # 29 
Refer to the exhibit. An engineer must configure Cisco ASA so that the Secure Client deployment is removed when the user laptop
disconnects from the VPN. The indicated configuration was applied to the Cisco ASA firewall. Which command must be run to
meet the requirement?

A. anyconnect firewall-rule client-interface
B. client-bypass-protocol disable
C. client-bypass-protocol enable
D. anyconnect keep-installer none

Answer: D

Explanation:
The anyconnect keep-installer none command is used to remove the Cisco Secure Client (formerly AnyConnect) from an endpoint
once the VPN session ends. This is useful in temporary or kiosk-based access environments. The default behavior retains the client.
This capability is covered in SCAZT Section 2: User and Device Security (Pages 40-44), which outlines VPN session lifecycle
management and Secure Client policies.
Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 2, Pages 40-44

NEW QUESTION # 30 
Refer to the exhibit. An engineer must configure SAML SSO in Cisco ISE to use Microsoft Azure AD as an identity provider.
These configurations were performed:
* Configure a SAML IdP in ISE.
* Configure the Azure AD IdP settings.
Which two actions must the engineer take in Cisco ISE? (Choose two.)

A. Add a SAML IdP.
B. Upload metadata from Azure AD to ISE.
C. Configure the Internal Identity Source Sequence setting.
D. Configure the External Identity Sources settings.
E. Configure SAML groups in ISE.

Answer: B,D

Explanation:
When integrating Cisco ISE with Azure AD using SAML SSO:
B: The Azure AD metadata must be uploaded into ISE to establish trust and allow token validation.
D: External Identity Sources settings must be configured in ISE to recognize and process authentication requests via SAML-based
identity providers like Azure AD.
These are mandatory steps for enabling browser-based SSO authentication in ISE as explained in SCAZT Section 2 (User and
Device Security, Pages 42-44), which describes federated identity integration.
Note: Option A is already completed as stated in the prompt. Options C and E are not essential to the authentication flow in this
SAML context.
Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 2, Pages 42-44

NEW QUESTION # 31 
What does the Cisco Telemetry Broker provide for telemetry data?

A. Data brokering
B. Data mining
C. Data analytics
D. Data filtering

Answer: D



Explanation:
Cisco Telemetry Broker (CTB) is designed to act as an intermediary that filters, enriches, and routes telemetry data-such as
NetFlow, Syslog, and SNMP-across various tools. It optimizes resource usage by preventing overload and ensures only relevant
telemetry is forwarded to appropriate analytics platforms.
The SCAZT guide (Section 5: Visibility and Assurance, Pages 93-95) describes CTB's role in applying filters and transformations to
raw telemetry data to enhance visibility and reduce noise.
Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 5, Pages 93-95

NEW QUESTION # 32
......

The Cisco 300-740 desktop practice exam software is customizable and suits the learning needs of candidates. A free demo of the
Designing and Implementing Secure Cloud Access for Users and Endpoints (300-740) desktop software is available for sampling
purposes. You can change Cisco 300-740 Practice Exam's conditions such as duration and the number of questions. This simulator
creates a Designing and Implementing Secure Cloud Access for Users and Endpoints (300-740) real exam environment that helps
you to get familiar with the original test.
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