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Prisma Access Administration and Operation: This section of the exam measures the skills of TT
Operations Managers and focuses on managing Prisma Access using Panorama and Strata Cloud
Manager. It tests knowledge of multitenancy, access control, configuration, and version management, and
log reporting, Candidates should be familiar with releasing upgrades and leveraging SCM tools like
Copilot. The section also evaluates the deployment of the Strata Logging Service and its integration with
Panorama and SCM, log forwarding configurations, and best practice assessments to maintain security
posture and compliance.
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Prisma Access Troubleshooting: This section of the exam measures the skills of Technical Support
Engineers and covers the monitoring and troubleshooting of Prisma Access environments. It includes the
use of Prisma Access Activity Insights, real-time alerting, and a Command Center for visibility. Candidates
are expected to troubleshoot connectivity issues for mobile users, remote networks, service connections,
and ZTNA connectors. It also focuses on resolving traffic enforcement problems including security policies,
HIP enforcement, User-1D mismatches, and split tunneling performance issues.

FH 3

Prisma Access Services: This section of the exam measures the skills of Cloud Security Architects and
covers advanced features within Prisma Access. Candidates are assessed on how to configure and
implement enhancements like App Acceleration, traffic replication, IoT security, and privileged remote
access. It also includes implementing SaaS security and setting up effective policies related to security,
decryption, and QoS. The section further evaluates how to create and manage user-based policies using
tools like the Cloud Identity Engine and User ID for proper identity mapping and authentication.
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Prisma Access Planning and Deployment: This section of the exam measures the skills of Network Security
Engineers and covers foundational knowledge and deployment skills related to Prisma Access architecture.
Candidates must understand key components such as security processing nodes, IP addressing, DNSS, and
compute locations. It evaluates routing mechanisms including routing preferences, backbone routing, and
traffic steering, The section also focuses on deploying Prisma Access service infrastructure for mobile users
using VPN clients or explicit proxy and configuring remote networks. Additional topics include enabling
private application access using service connections, Colo-Connect, and ZTNA connectors, implementing
identity authentication methods like SAML, Kerberos, and LDAP, and deploying Prisma Access Browser
for secure user access.
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AE #4

A large retailer has deployed all of its stores with the same P address subnet. An engineer is onboarding these stores as Remote
Networks in Prisma Access. While onboarding each store, the engineer selects the

"Overlapping Subnets" checkbox.

‘Which Remote Network flow is supported after onboarding in this scenario?

A. To the nternet

B. To private applications
C. To mobile users

D. To remote network

He: B

MH.

When the "Overlapping Subnets" checkbox is selected during the Remote Network onboarding process in Prisma Access, the
deployment enables Private Application access using Prisma Access for Users(ZTNA or Private Access). This feature is designed to
handle scenarios where multiple sites use the same IP subnet by leveraging NAT (Network Address Translation) and segmentation
to avoid conflicts.

Since overlapping subnets can create routing challenges for direct remote network-to-remote network communication, Prisma
Access does not support Remote Network-to-Remote Network or Mobile User commumication in this case. Private application
access is supported as Prisma Access correctly routes requests based on application-layer ntelligence rather than IP-based routing,

AE #45
After configuring domain-based split tunnel for zoom.us, how is expected behavior on the client machine confirmed?

A. Enable dump level logs on GlobalProtect Application.

B. Ping zoom.us from the CLL

C. Verify zoom.us is resolved by the tunnel assigned DNS server.
D. Verify from the routing table.

He:. D

Y.

After configuringdomain-based split tunnelingforzoomus, the expected behavior can be confirmed by checking therouting table on
the client machine. If split tunneling is correctly configured, the traffic for zoomusshould be routedoutsidethe GlobalProtect VPN
tunnel, while other traffic follows the tunnel path.

Reviewing the routing table ensures thatonly the intended traffic is excluded from the tunnel, confirming that the split tunnel
configuration is working as expected.

EE #46

A user connected to Prisma Access reports that traffic intermittently is denied after matching a Catch- All Deny rule at the bottom
and bypassing HIP-based policies. Refreshing VPN connection restores the access.

What are two reasons for this behavior? (Choose two.)
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A. Firewall loses user mapping due to missed HIP report checks.

B. User mapping is learned from sources other than gateway authentication.
C. HIP-enforced policy is scheduled for certain hours of the day.

D. "Collect HIP data' needs to be enabled in the configuration.

HY: AB

Y.

User mapping learned from sources other thangateway authenticationcan cause intermittent access issues if it conflicts with the
expected user identity used in HIP-based policies. If the firewall is associatingthe user with an outdated or incorrect mapping, traffic
may not match the intended security policies, leading todenials by the Catch- All Deny rule.

Ifthefirewall loses user mapping due to missed HIP report checks, the user may temporarily lose access to policies that require a
validHost Information Profile (HIP)match. When the VPN connection is refreshed, the HIP check is re-initiated, restoring access
until the issue repeats.

HE #47
Which statement is valid in relation to certificates used for GlobalProtect and pre-logon?

A. Certificates must be deployed in the Machine Certificate Store.

B. The GlobalProtect agent may be used to distribute pre-logon certificates.

C. A public certificate authority (CA) must sign and validate all certificates used.

D. The certificate used for pre-logon must include both Subject and Subject-Alt fields.

2
m

Sd: A

MY

ForGlobalProtect with pre-logon, certificates must beinstalled in the Machine Certificate Storeto ensure that authentication
occursbefore user login. This allows the GlobalProtect client to establish aVPN connection before the user logs in, enabling access
to corporate resources such as domain controllers and authentication services. Usingmachine certificatesensures secure
authentication and eliminates dependency on user credentials at the pre-logon stage.

EAE #48
How can a network security team be granted full administrative access to a tenant's configuration while restricting access to other
tenants by using role-based access control (RBAC) for Panorama Managed Prisma Access in a multitenant environment?

A. Create a customrole with Device Group and Template privileges and assign it to the security team's user accounts.
B. Set the administrative accounts for the security team to the "Superuser" role.

C. Create an Access Domain and restrict access to only the Device Groups and Templates for the Target Tenant.

D. Create a customrole enabling all privileges within the specific tenant's scope and assign it to the security team's user
accounts.

HE. C

dE:

In aPanorama Managed Prisma Access multitenant environment,Access Domainsprovide granularrole- based access control
(RBAC). By defining anAccess Domain, the network security team can be granted full admnistrative privileges for aspecific tenant's
configurationwhile ensuring theycannot access or modify other tenants. This method enforces proper segmentation andensures
compliance with multitenant security policies.

EE #49
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