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Mail Server settings

& Local Host
Host name mx
Local domain name example.com
Default domain for authentication | —None-- -

& SMTP Service €

SMTP port 25
SMTPS port 465
SMTP over SSL/TLS D
SMTPUTES »

SMTP MSA service (D

SMTP MSA port 587
Authentication SMTP @ SMTPS @  SMTP over TLS @O
MTA-STS service Disable -

F:=RTINET

Refer to the exhibit, which shows the mail server settings of a FortiMail device. What are two ways this FortiMail device will handle

connections? (Choose two.)

A. FortiMail will enforce SMTPS on all outbound sessions.

B. FortiMail will accept SMTPS connections.

C. FortiMail will drop any inbound plaintext SMTP connection.
D. FortiMail will support the STARTTLS extension.

iIFf@E: B. D
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What are two disadvantages of configuring the dictionary and DLP scan rule aggressiveness too high? (Choose two.)

A. It is more resource intensive

B. FortiMail requires more disk space for the additional rules.

C. More false positives could be detected.

D. High aggressiveness scan settings do not support executable file types.

Ef#: A C
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A FortiMail is configured with the protected domain example.com
On this FortiMail, which two envelope addresses are considered incoming? (Choose two.)

A. MAIL FROM: training@external.org RCPT TO: students@external.org

B. MAIL FROM: mis@hosted.net RCPT TO: noc(@example.com

C. MAIL FROM: support@example.com RCPT TO: marketing@example.com
D. MAIL FROM: accounts@example.com RCPT TO: sales@external.org
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Refer to the exhibit, which shows an inbound recipient policy.
noounda Kecipient Folicy

Status ©
Domain A v

Comment

Recipient Pattern

Type User (wildcard) -
‘__ [ 4 i @ example.com
Profiles

& Authentication and Access

Authentication type LDAP -

Authentication profile | ExampleLDAP w

Al SMATD Sk ERET @D
After creating the policy shown in the exhibit, an administrator discovers that clients can send unauthenticated emails using SMTP.

‘What must the administrator do to enforce authentication?

A. Configure an access receive rule toverifyauthentication status.
B. Configure an access delivery rule to enforce authentication.

C. Configure a matching IP policy with the exclusive flag enabled.
D. Move this incoming recipient policy to the top of the list.

Ef#: A
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Refer to the exhibit, which shows the Authentication Reputation list on a FortiMail device running in gateway mode.

Sender Reputation Authentication Reputation

B 3
Ca-] f Records par pAEE] S g

“Location Violation Actess Expiry Time

ZZ (Reserved] Mlall LI, Mail 'Web 5 minutes

Why was the IP address blocked?

A. The IP address had consecutive SSH login failures to FortiMail.

B. The IP address had consecutive SMTPS login failures to FortiMail..

C. The IP address had consecutive IMAP login failures to FortiMail.

D. The IP address had consecutive admnistrative password failures to FortiMail,

M
R
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