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NEW QUESTION # 64 
Jian is a member of the security team at Trinity, Inc. He was conducting a real-time assessment of system activities in order to
acquire threat intelligence feeds. Heacquired feeds from sources like honeynets, P2P monitoring. infrastructure, and application logs.
Which of the following categories of threat intelligence feed was acquired by Jian?

A. CSV data feeds
B. Internal intelligence feeds
C. Proactive surveillance feeds
D. External intelligence feeds

Answer: B

Explanation:
Internal intelligence feeds are derived from data and information collected within an organization's own networks and systems. Jian's
activities, such as real-time assessment of system activities and acquiring feeds from honeynets, P2P monitoring, infrastructure, and
application logs, fall under the collection of internal intelligence feeds. These feeds are crucial for identifying potential threats and
vulnerabilities within the organization and form a fundamental part of a comprehensive threat intelligence program. They contrast with
external intelligence feeds, which are sourced from outside the organization and include information on broader cyber threats, trends,
and TTPs of threat actors.References:
* "Building an Intelligence-Led Security Program" by Allan Liska
* "Threat Intelligence: Collecting, Analysing, Evaluating" by M-K. Lee, L. Healey, and P. A. Porras

NEW QUESTION # 65 
Steve works as an analyst in a UK-based firm. He was asked to perform network monitoring to find any evidence of compromise.
During the network monitoring, he came to know that there are multiple logins from different locations in a short time span.
Moreover, he also observed certain irregular log in patterns from locations where the organization does not have business relations.
This resembles that somebody is trying to steal confidential information.
Which of the following key indicators of compromise does this scenario present?

A. Unusual outbound network traffic
B. Unusual activity through privileged user account
C. Unexpected patching of systems
D. Geographical anomalies

Answer: D

Explanation:
The scenario described by Steve's observations, where multiple logins are occurring from different locations in a short time span,
especially from locations where the organization has no business relations, points to
'Geographical anomalies' as a key indicator of compromise (IoC). Geographical anomalies in logins suggest unauthorized access
attempts potentially made by attackers using compromised credentials. This is particularly suspicious when the locations of these
logins do not align with the normal geographical footprint of the organization's operations or employee locations. Monitoring for such
anomalies can help in the early detection of unauthorized access and potential data breaches.
References:
SANS Institute Reading Room, "Indicators of Compromise: Reality's Version of the Minority Report"
"Identifying Indicators of Compromise" by CERT-UK

NEW QUESTION # 66 
Tyrion, a professional hacker, is targeting an organization to steal confidential information. He wants to perform website footprinting
to obtain the following information, which is hidden in the web page header.
Connection status and content type
Accept-ranges and last-modified information
X-powered-by information
Web server in use and its version
Which of the following tools should the Tyrion use to view header content?

A. AutoShun
B. Hydra
C. Vanguard enforcer



D. Burp suite

Answer: D

Explanation:
Burp Suite is a comprehensive tool used for web application security testing, which includes functionality for viewing and
manipulating the HTTP/HTTPS headers of web page requests and responses. This makes it an ideal tool for someone like Tyrion,
who is looking to perform website footprinting to gather information hidden in the web page header, such as connection status,
content type, server information, and other metadata that can reveal details about the web server and its configuration. Burp Suite
allows users to intercept, analyze, and modify traffic between the browser and the web server, which is crucial for uncovering such
hidden information.References:
* "Burp Suite Essentials" by Akash Mahajan
* Official Burp Suite Documentation

NEW QUESTION # 67 
Tim is working as an analyst in an ABC organization. His organization had been facing many challenges in converting the raw threat
intelligence data into meaningful contextual information. After inspection, he found that it was due to noise obtained from
misrepresentation of data from huge data collections. Hence, it is important to clean the data before performing data analysis using
techniques such as data reduction. He needs to choose an appropriate threat intelligence framework that automatically performs data
collection, filtering, and analysis for his organization.
Which of the following threat intelligence frameworks should he choose to perform such task?

A. TC complete
B. Threat grid
C. HighCharts
D. SIGVERIF

Answer: B

Explanation:
Threat Grid is a threat intelligence and analysis platform that offers advanced capabilities for automatic data collection, filtering, and
analysis. It is designed to help organizations convert raw threat data into meaningful, actionable intelligence. By employing advanced
analytics and machine learning, Threat Grid can reduce noise from large data sets, helping to eliminate misrepresentations and
enhance the quality of the threat intelligence.
This makes it an ideal choice for Tim, who is looking to address the challenges of converting raw data into contextual information
and managing the noise from massive data collections.
References:
"Cisco Threat Grid: Unify Your Threat Defense," Cisco
"Integrating and Automating Threat Intelligence," by Threat Grid

NEW QUESTION # 68 
Which of the following types of threat attribution deals with the identification of the specific person, society, or a country sponsoring
a well-planned and executed intrusion or attack over its target?

A. True attribution
B. Intrusion-set attribution
C. Campaign attribution
D. Nation-state attribution

Answer: A

Explanation:
True attribution in the context of cyber threats involves identifying the actual individual, group, or nation-state behind an attack or
intrusion. This type of attribution goes beyond associating an attack with certain tactics, techniques, and procedures (TTPs) or a
known group and aims to pinpoint the real-world entity responsible.
True attribution ischallenging due to the anonymity of the internet and the use of obfuscation techniques by attackers, but it is crucial
for understanding the motive behind an attack and for forming appropriate responses at diplomatic, law enforcement, or
cybersecurity levels.References:
* "Attribution of Cyber Attacks: A Framework for an Evidence-Based Analysis" by Jason Healey



* "The Challenges of Attribution in Cyberspace" in the Journal of Cyber Policy

NEW QUESTION # 69
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