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EE #1306
Which UDP port numbers are used for exchange mobility packets in an AireOS wireless deployment?

A. UDP 16668 for control plane, UDP 16667 for data plane
B. UDP 16667 for control plane, UDP 16666 for data plane
C. UDP 16666 for control plane, EoIP (IP protocol 97) for data plane
D. UDP 16666 for control plane, UDP 16667 for data plane

HqY:. D
Ao

G

« Enable these UDP ports for Mobility traffic

e 16666 - Securad-Maode
« 16667 +'lUnhsetcured Mode

A2 #137
Refer to the exhibit.

Client A entry copied to new WLC
Anchor and Foreign tags created

Client A: MAC, IP Address, AP, QoS, Security, ... » Client A: MAC, IP Address, AP, QoS, Security, ...

- T

WLC1 Client WLC2 Client

Database Database
+
.

Date Traffic Bridged E Date Traffic Bridged

From/To Vlan X ' From/To Vlan ¥

' Mobility Tunnel >
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H
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: § Network 2
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Post-Roam Data Path

Client A
Client A roams from AP1to
AP2
Client A is roaming from AP1 on WLC1 to AP2 on WLC2. The client roams between two APs registered to two different
controllers. The WLAN on the two controllers is on a different subnet. Which scenario explains the client's roaming behavior?




A. The client database entry is different than that of Layer 2 roam. (Instead of cop-ying, it moves the database to the new
controller.)

B. The client database remains in the mobility anchor controller and it is not cop-ied or moved.

C. The client database entry is different than that of Layer 2 roam. (Instead of mov-ing, it copies the database to the new
controller.)

D. The client database entry is different than that of Layer 2 roam because the cli-ent database is neither moved nor copied
mto the new controller.

HE: C

MY

When Client A roams from AP1 on WLC1 to AP2 on WLC2 across different subnets, this is considered a Layer 3 roam. Unlike
Layer 2 roaming where the client's database entry moves with them, in Layer 3 roaming, the client's database entry is copied to the
new controller (WLC2). This ensures continuity of service as Client A transitions between access points managed by different
wireless LAN controllers. References = (CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation ENWLSI
300-430 Official Cert Guide Premium Edition and Practice)

HEE #138

A school deploys a Cisco wireless infrastructure in its classroomns to support a high density of mobile devices. The network
administrator wants to bond channels in groups of two and only allow APs to send 802.11 management frames at 24 MB. What
should be included in the design to accomplish this objective?

A. Set the channel width for 802.11a to 40 MHz and set data rates to 24 MB and Mandatory.
B. Set the channel width for 802.11b to 40 MHz and set data rates to 24 MB and Supported.
C. Set the channel width for 802.11b to 40 MHz and set data rates to 24 MB and Mandatory.
D. Set the channel width for 802.11a to 40 MHz and set data rates to 24 MB and Supported.

HE. A

Y.

To support a high density of mobile devices and bond channels in groups of two, the channel width for 802.11a should be set to 40
MHz Setting the data rates to 24 MB and Mandatory ensures that only APs can send 802.11 management frames at this rate,
which helps in managing the airtime fairness.

EE #139

A customrer called with a requirement that internal clients must be on different subnets depending on the building they are in All
access points are operating in local mode and will not be modified, and this is a single controller solution Which design approach
creates the desired result?

e A Create AP groups for each desired location, map the correct VLANS to the internal SSID and add the access prints for
that location

¢ B. Create FiexConnect groups, place the access points in. and set the correct VLLAN to SSID mapping based on location.

e C. Create an SSID. place it to the desired VLAN under WLANS. and configure 802.1x in ISE to assign the correct VLAN
based on the SSID from which the client is authenticating,

¢ D. Create mobility anchors for the SSID. and on the controller under the internal SSID. create a foreign map to the desired
VLAN based on location

HE:. A

EAE #140
Which Cisco IOS VPN technology leverages Ipsec, mGRE, dynamic routing protocol, NHRP, and Cisco Express Forwarding?

A. GETVPN
B. FlexVPN
C. DMVPN
D. Cisco Easy VPN

02
m

: C



Y.

Dynamic Multipoint Virtual Private Network (DMVPN) is a dynamic tunneling form of a virtual private network (VPN) supported
on Cisco I0S-based routers and Unix-like Operating Systems based on the standard protocols, GRE, NHRP and Ipsec. This
DMVPN provides the capability for creating a dynamic-mesh VPN network without having to pre-configure (static) all possible
tunnel end-point peers, including Ipsec (Internet Protocol Security) and ISAKMP (Internet Security Association and Key
Management Protocol) peers. DMVPN is initially configured to build out a hub-and-spoke network by statically configuring the
hubs (VPN headends) on the spokes, no change in the configuration on the hub is required to accept new spokes. Using this initial
hub-and-spoke network, tunnels between spokes can be dynamically built on demand (dynamic-mesh) without additional
configuration on the hubs or spokes. This dynamic-mesh capability alleviates the need for any load on the hub to route data between
the spoke networks.

DMVPN is combination of the following technologes:

Muttipoint GRE (mGRE)

Next-Hop Resolution Protocol (NHRP)

Dynamic Routing Protocol (EIGRP, RIP, OSPF, BGP)

Dynamic Ipsec encryption

Cisco Express Forwarding (CEF)

Reference: httpz//en.wikipedia.org/wiki/Dynamic_Multipoint Virtual Private Network
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