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CrowdStrike Falcon Administrator Sample Questions (Q194-Q199):

NEW QUESTION # 194
‘Which option allows you to exclude behavioral detections from the detections page?

¢ A. IOA Exclusion
¢ B. Sensor Visibility Exclusion
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¢ (. Machine Learning Exclusion
e D. I0C Exclusion

Answer: A

Explanation:
IOA Exclusion says - Stop all behavioral detections and preventions for an IOA that's based on a CrowdStrike-generated
detection.

NEW QUESTION # 195
The Falcon sensor uses certificate pinning to defend against man-in-the-middle attacks. Which statement is TRUE concerning Falcon
sensor certificate validation?

A. Common sources of interference with certificate pinning include protocol race conditions and resource contention
B. HTTPS interception should be enabled to proceed with certificate validation

C. SSL inspection should be configured to occur on all Falcon traffic

D. Some network configurations, such as deep packet inspection, interfere with certificate validation

Answer: D

Explanation:

The statement that some network configurations, such as deep packet inspection, interfere with certificate validation is true
concerning Falcon sensor certificate validation. The Falcon sensor uses certificate pinning to defend against man-in-the-middle
attacks, which means that it verifies that the server certificate presented by the Falcon cloud matches a hard-coded certificate
embedded in the sensor. Some network configurations, such as deep packet inspection, SSL inspection, or HTTPS interception,
may attempt to modify or replace the server certificate, which will cause the sensor to reject the connection and generate an error.

NEW QUESTION # 196
How do you find a list of nactive sensors?

A. A sensor is always considered active until removed by an Administrator
B. Run the Inactive Sensor Report in the Host setup and management option
C. Run the Sensor Aging Report within the Investigate option

D. The Falcon platform does not provide reporting for inactive sensors

Answer: B

Explanation:

The Inactive Sensor Report in the Host setup and management option allows you to view a list of hosts that have not commumnicated
with the Falcon platform for a specified period of time. You can filter the report by sensor version, OS, and last seen date. This
report can help you identify hosts that may have connectivity issues or need sensor updates].

NEW QUESTION # 197
What best describes the relationship between Sensor Update policies and Operating Systems?

e A. Windows has its own Sensor Update polices. But Mac and Linux share Sensor Update policies

e B. A Sensor Update policy must be configured for each Operating System (Windows, Mac, Linux)

e C. Windows and Mac share Sensor Update policies. Linux requires its own set of polices based on the different kernel
versions

e D. Sensor Update polices are not Operating System specific. One policy can be applied to all Operating Systems

Answer: B

Explanation:

The option that describes the relationship between Sensor Update policies and Operating Systens is that a Sensor Update policy
must be configured for each Operating System (Windows, Mac, Linux). This option is essentially a repetition of question 141 and its
answer.

Sensor Update policies are specific to each operating system type, as different operating systenms have different sensor versions,



features, and requirements. Therefore, you need to create and assign separate Sensor Update policies for each operating system
type in your environment.

NEW QUESTION # 198
Which of'the following pages provides a count of sensors in Reduced Functionality Mode (RFM) by Operating System?

A. Hosts Overview

B. Sensor Health

C. Activity Overview

D. Support and resources

Answer: B

Explanation:

The page that provides a count of sensors in Reduced Functionality Mode (RFM) by Operating System is Sensor Health. The
Sensor Health page allows you to view and monitor the health and status of all sensors in your environment. You can use this page to
identify any sensors that have issues or errors, such as RFM, which is a mode that limits the sensor's finctionality due to license
expiration, network connectivity loss, or certificate validation failure. You can filter the sensors by operating system, sensor version,
last seen date, health events, detections, and preventions.

NEW QUESTION # 199
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