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McAfee Certified Cyber Intelligence Investigator (CCII) Sample Questions
(Q116-Q121):

NEW QUESTION # 116
When searching online for a common name, you might want to try:

¢ A. Switching to Bing to conduct your search as it beats Google
¢ B. Adding the city to their name

Answer: B

Explanation:

Includinggeographic informationin searches helps narrow results, particularly for common names. Tools likePipl, Spokeo, and
OSINT Frameworkenhance search precision when combined with location-based filtering,

References:

McAfee Institute OSINT Framework

Google Advanced Search Techniques

Digital Investigative Methods

NEW QUESTION # 117
The most common forns of evidence are direct, real, documentary, and demonstrative.

o A True
o B. False

Answer: A

Explanation:

Cyber investigators handle different types ofdigital evidence, including:
Direct Evidence- First-hand observations or testimony.

Real Evidence- Physical devices such as hard drives or USBs.
Documentary Evidence- Emails, chat logs, digital contracts.
Demonstrative Evidence- Graphs, diagrams, or simulations illustrating data.
Understanding these types helps ensureproper legal handling of evidence.
References:

McAfee Institute Digital Evidence Classification Guide

Federal Digital Forensics Guidelines

DOJ Cybercrime Investigation Procedures

NEW QUESTION # 118
Computer-generated evidence is always suspect because of the ease with which it can be altered, usually without a trace.

o A True
e B. False

Answer: A

Explanation:

Computer-generated evidence must bevalidatedbefore being used in court. Forensic experts employ:
Hashing techniques- MDS5, SHA-256 for data integrity.

Digital signatures and timestamps- Ensuring authenticity.

Audit trails and access logs- Tracking modifications.

Without proper validation,altered evidencecan mislead mvestigations.

References:

McAfee Institute Cyber Evidence Authentication Guide

DOJ Cybercrime Evidence Validation Protocols

Federal Digital Forensic Exammation Manual



NEW QUESTION # 119
Investigators may legally impersonate a false identity online during OSINT investigations.

o A True
e B. False

Answer: B

Explanation:

While some law enforcement agencies may havelegal exemptions, impersonation can violate:

Terms of Service (TOS) agreementson social media platforms.

State and federal laws, such as fraud statutes.

Ethical guidelines, especially for private investigators.

In most cases,OSINT must be conducted using publicly available information, rather than deception or false identities.
References:McAfee Institute CCII Ethical OSINT Guide, Privacy in Practice.

NEW QUESTION # 120
What is the most commonly used email domain for fraud?

A. Yahoo.com
B. Outlook.com
C. Gmail.com
D. Hotmail.com

Answer: A

Explanation:
Fraudsters frequently use Yahoo.comdue to itslax verification requirements and historical use in cybercrime rings.
References:McAfee Institute CCII Cyber Intelligence Guide, Cyber Forensics Up and Running,

NEW QUESTION # 121
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