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(CCSKv5.0) Sample Questions (Q113-Q118):

NEW QUESTION # 113
‘Which of the following is not an abuse or misuse of cloud services?

A. Launching DDoS Attacks
B. Data Deletion

C. Email Spam

D. Phishing campaigns

Answer: B

Explanation:
Please note here and understand the meaning of phrase "abuse or misuse of cloud Services". This phrase means to launch attacks or
campaign by using cloud as a platform, mostly, public cloud.

NEW QUESTION # 114
What is a key component of governance in the context of cybersecurity?

A. Defining tools and technologies

B. Enforcement of the Penetration Testing procedure

C. Defining roles and responsibilities

D. Standardizing technical specifications for security control

Answer: C

Explanation:

A key component of governance in cybersecurity is defining roles and responsibilities. Governance ensures that the right people
within an organization are assigned specific duties related to security and that they are held accountable for those responsibilities.

This helps establish clear lines of authority and accountability, ensuring that everyone knows what they are responsible for in terms of
security practices, policies, and procedures.

While standardizing technical specifications, defining tools and technologies, and enforcing penetration testing are important elements
of'a cybersecurity strategy, defining roles and responsibilities is essential for overall governance to ensure that security practices are
consistently followed.

NEW QUESTION # 115
In a cloud environment, what does the Shared Security Responsibility Model primarily aim to define?

A. The guidance for the cloud compliance framework

B. The compliance with geographical data residency and sovereignty

C. The division of security responsibilities between cloud providers and customers
D. The relationships between IaaS, PaaS, and SaaS providers

Answer: C

Explanation:
The Shared Security Responsibility Model clarifies which security responsibilities are managed by the CSP and which by the CSC,
based on the service model. Reference: [CCSK Study Guide, Domain 1 - Cloud Security Models][16+source].

NEW QUESTION # 116
Which provides guidelines for organizational information security standards including the selection, implementation, and management
of controls taking into consideration the organization's information security risk environments?

A.ISO 27002
B. FIPS 140-2
C. ISO 27001
D. NIST 800-9



Answer: A

Explanation:
ISO 27002 is a standard which provides detailed description of security controls and how they need to implemented to provide
effective ISMS.

NEW QUESTION # 117
Which standard offers guidelines for information security controls applicable to the provision and use of cloud services?

A.1SO 27017
B. ISO 27034
C.ISO 27018
D. ISO 15048

Answer: C

Explanation:

ISO 270017 provides guidance on the information security aspects of cloud computing. recommending and assisting with the
implementation of cloud-specific information security controls supplementing the guidance in ISO/IEC 27002 and other ISO 27k
standards.

NEW QUESTION # 118
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