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Cloud Security Alliance Certificate of Cloud Security Knowledge (v4.0) Exam
Sample Questions (Q35-Q40):

NEW QUESTION # 35
Which type of controls should be implemented when required controls for a cybersecurity framework cannot be met?

A. Administrative controls
B. Compensating controls
C. Preventive controls

D. Detective controls

Answer: B

Explanation:

Compensating controls are implemented when the required controls for a cybersecurity framework cannot be met due to technical or
practical limitations. These controls are alternative measures that provide similar protection or risk mitigation. Compensating controls
help to ensure that the security posture remains strong even when the primary controls cannot be applied.

Detective controls focus on identifying security incidents after they occur but do not replace required controls. Preventive controls
aimto prevent security incidents from occurring but may not always be possible or practical to implement in certain situations.
Admistrative controls include policies and procedures but do not address the need for compensating measures when technical
controls cannot be met.

NEW QUESTION # 36
According to Cloud Security Alliance logical model of cloud computing, which of the following defines the protocols and
mechanisis that provide the interface between the infrastructure layer and the other layers.

A. Applistructure
B. Metastructure
C. Infrastructure
D. Infostructure

Answer: B

Explanation:
According to CSA Securityguidelines4.0. Metastucture is defined as the protocols and mechanisirs that provide the interface
between the infrastructure layer and the other layers. The glue that ties the technologies and enables management and configuration.

NEW QUESTION # 37
The key focus of any business continuity or disaster recovery should be:

A. Fancial documents

B. Critical infrastructure

C. Critical assets

D. Health and human safety

Answer: D

Explanation:
The primary goal of whole business continuity and disaster recovery exercise should be health and human safety.

NEW QUESTION # 38
Which of the following best describes a primary focus of cloud governance with an emphasis on security?

A. Enhancing user experience with intuitive interfaces.

B. Ensuring compliance with regulatory requirements and internal policies.
C. Maximizing cost savings through resource optimization.

D. Increasing scalability and flexibility of cloud solutions.



Answer: B

Explanation:

Cloud governancefocuses onsecurity, risk management, and complianceto ensuredata protection, audit readiness, and regulatory
adherence.

Key Elements of Cloud Security Governance:

Regulatory Compliance:

Organizations must comply withGDPR, HIPAA, PCI DSS, ISO 27001.

Cloud Security Posture Management (CSPM)helpsenforce complianceautomatically.

Security Policies & Controls:

Cloud governance frameworks includelAM (Identity and Access Management), encryption policies, and workload isolation.
Organizations nuststandardize security settingsacross multiple cloud environments.

Audit & Risk Management:

Implementcontinuous monitoring, security logging, and forensic readiness.

Risk-based access control policiesensuredata security across workloads.

Data Protection & Privacy:

Enforcingcloud-native security frameworks (e.g., Zero Trust, CASB, SIEM).

Data retention, access control, andincident responseareessential governance practices.

This is covered in:

CCSK V5 - Security Guidance v4.0, Domain 2 (Governance and Risk Management) Cloud Security Alliance's Cloud Controls
Matrix (CCM) - Cloud Governance and Compliance Standards

NEW QUESTION # 39
When deploying Security as a Service in a highly regulated industry or environment, what should both parties agree on in advance
and include in the SLA?

A. The type of security software which meets regulations and the number of licenses that will be needed.

B. The metrics defining the service level required to achieve regulatory objectives.

C. The duration of time that a security violation can occur before the client begins assessing regulatory fines.
D. The cost per incident for security breaches of regulated information.

E. The regulations that are pertinent to the contract and how to circumvent them

Answer: B

NEW QUESTION # 40
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