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Cloud Security Alliance Certificate of Cloud Security Knowledge (v4.0) Exam
Sample Questions (Q127-Q132):
NEW QUESTION # 127 
Which term describes any situation where the cloud consumer does
not manage any of the underlying hardware or virtual machines?

A. Serverless computing
B. Abstraction
C. Container
D. Provider managed
E. Virtual machineless

Answer: A

NEW QUESTION # 128 
The entity that has the primary relationship with an individual from whom his/her PII is collected is known as:

A. Data custodian
B. Data Manager
C. Data Controller
D. Data processor

Answer: C

Explanation:
The data controller(typically the entity that has the primary relationship with an individual) is prohibited from collecting and
processing personal data unless certain criteria are met. For example, if the data subject has consented to the collection and
proposed uses of his or her data, then the controller may collect and process data, according to the consent agreement.
Ref: Security Guidance v4.0 Copyright2017, Cloud Security Alliance

NEW QUESTION # 129 
Which best practice is recommended when securing object repositories in a cloud environment?

A. Encrypting all objects in the repository
B. Using access controls as the sole security measure
C. Encrypting the access paths only
D. Encrypting only sensitive objects

Answer: A

Explanation:
Encrypting all objects in the repository ensures that data is protected at rest, reducing the risk of unauthorized access or data
exposure. Reference: [Security Guidance v5, Domain 9 - Data Security]

NEW QUESTION # 130 
Which of the following strategies best enhances infrastructure resilience against Cloud Service Provider (CSP) technical failures?

A. Single-region resiliency
B. Local backup
C. Multi-region resiliency
D. High Availability within one data center

Answer: C

Explanation:
Multi-region resiliency enhances infrastructure resilience by distributing resources across multiple geographic locations, reducing the



impact of regional outages. Reference: [Security Guidance v5, Domain 7 - Infrastructure & Networking]

NEW QUESTION # 131 
What is known as the interface used to connect with the metastructure and configure the cloud environment?

A. Cloud dashboard
B. Management plane
C. Single sign-on
D. Identity and Access Management
E. Administrative access

Answer: B

NEW QUESTION # 132
......
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