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The quality of our WGU Introduction-to-Cryptography training material is excellent. After all, we have undergone about ten years'
development. Never has our practice test let customers down. Although we also face many challenges and troubles, our company
get over them successfully. If you are determined to learn some useful skills, our WGU Introduction-to-Cryptography Real Dumps
will be your good assistant. Then you will seize the good chance rather than others.

WGU Introduction to Cryptography HNO1 Sample Questions (Q38-Q43):
NEW QUESTION # 38 
(A Linux user password is identified as follows:
$2a$08$AbCh0RCM8p8FGaYvRLI0H.Kng54gcnWCOQYIhas708UEZRQQjGBh4
Which hash algorithm should be used to salt this password?)

A. MD5
B. SHA-512
C. bcrypt
D. NTLM

Answer: C

Explanation:
The string format $2a$08$... is a well-known identifier for the bcrypt password hashing scheme. In common password-hash
notation, the prefix indicates the algorithm and parameters: "$2a$" denotes bcrypt (version 2a), and "08" indicates the cost factor
(work factor) controlling how computationally expensive hashing is. bcrypt is designed specifically for password storage: it includes a
built-in salt and is intentionally slow and adaptive, making brute-force and GPU attacks far more expensive than fast general-
purpose hashes like MD5 or SHA-512. NTLM and MD5 are obsolete for secure password storage due to speed and known
weaknesses. SHA-512, while cryptographically strong as a hash, is still too fast for password hashing unless used in a dedicated
password-hashing construction (e.g., PBKDF2, scrypt, Argon2) with appropriate parameters and salts. Since the given hash clearly
matches bcrypt's encoding, the correct algorithm is bcrypt, which incorporates salting and cost-based key stretching as part of its
design.

NEW QUESTION # 39 
(What are the primary characteristics of Bitcoin proof of work?)

A. Easy to produce and easy to verify
B. Difficult to produce and difficult to verify
C. Easy to produce and difficult to verify
D. Difficult to produce and easy to verify

Answer: D

Explanation:
Bitcoin's proof of work (PoW) is designed so that finding a valid block is computationally difficult, but checking validity is
computationally easy. Miners must repeatedly hash candidate block headers (double SHA-256) with different nonces until they find
a hash value below a network-defined target.
This trial-and-error search requires significant work and energy because the probability of success per attempt is extremely low at
current difficulty levels. However, verification is straightforward: any node can hash the block header once (or a small number of
times) and confirm the resulting hash meets the target threshold and that the block contents follow protocol rules. This "hard to
produce, easy to verify" property is essential: it makes it expensive for attackers to rewrite history or outpace honest miners, while
allowing all participants-even low-power devices-to validate blocks efficiently.
Therefore, the primary characteristic of Bitcoin proof of work is that it is difficult to produce and easy to verify.

NEW QUESTION # 40 
(Which symmetric encryption technique uses a 112-bit key size and a 64-bit block size?)

A. DES
B. IDEA
C. 3DES
D. AES
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Answer: C

Explanation:
3DES (Triple DES) is a symmetric block cipher that retains DES's 64-bit block size while increasing effective security by applying
DES multiple times. The common "two-key 3DES" variant uses two independent 56-bit DES keys (K1 and K2) in an Encrypt-
Decrypt-Encrypt (EDE) sequence: Encrypt with K1, Decrypt with K2, then Encrypt again with K1. Because each DES key is 56
bits (ignoring parity bits), the total keying material is 112 bits. This matches the question's "112-bit key size and 64- bit block size."
Plain DES uses only a 56-bit effective key and a 64-bit block size, so it does not match the 112-bit key size. AES has a 128-bit
block size and key sizes of 128/192/256. IDEA uses a 64-bit block size but has a 128-bit key. Therefore, the correct algorithm is
3DES. Although 3DES improved on DES, it is now considered legacy due to its small 64-bit block size (birthday-bound issues for
large data volumes) and performance overhead compared to AES.

NEW QUESTION # 41 
(What are the roles of keys when using digital signatures?)

A. A public key is used for both signing and signature validation.
B. A private key is used for both signing and signature validation.
C. A public key is used for signing, and a private key is used for signature validation.
D. A private key is used for signing, and a public key is used for signature validation.

Answer: D

NEW QUESTION # 42 
(How are limits managed for the number of bitcoins that can be created and stored in a blockchain?)

A. A maximum has been established per country
B. Each person has a maximum number
C. Rewards for mining reduce over time
D. The total number of participants has been set

Answer: C

Explanation:
Bitcoin's supply is controlled by protocol rules enforced by consensus: new bitcoins enter circulation through the block subsidy
awarded to miners for producing valid blocks. This subsidy is programmed to halve at fixed intervals (every 210,000 blocks), which
steadily reduces the rate of new coin creation over time and asymptotically approaches a capped total supply (commonly cited as 21
million BTC).
This mechanism is often called the halving schedule and is the primary way limits are managed. The number of participants is not
fixed; anyone can run a node or mine. There is no per-country cap and no per-person maximum enforced by the protocol-addresses
and ownership are not limited that way. The supply cap emerges from the decreasing issuance schedule combined with consensus
validation rules that reject blocks creating coins beyond what the schedule allows. Therefore, the correct answer is that limits are
managed because rewards for mining reduce over time.

NEW QUESTION # 43
......
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real exam questions. You only need to review according to the content of our Introduction-to-Cryptography practice quiz, no need
to refer to other materials. With the help of our Introduction-to-Cryptography study materials, your preparation process will be
relaxed and pleasant.
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