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CompTIA Advanced Security Practitioner (CASP+) Exam Sample Questions
(Q113-Q118):

NEW QUESTION # 113

After investigating virus outbreaks that have cost the company $1,000 per incident, the company's Chief Information Security Officer
(CISO) has been researching new antivirus software solutions to use and be fully supported for the next two years. The CISO has
narrowed down the potential solutions to four candidates that meet all the company's performance and capability requirements:

Solution Cost | Year 1 Support | Year 2 Support | Estimated Yearly Incidents
Product A | 510,000 $3,000 $1,000 1
Product B | 14,250 $1,000 $1,000 0
ProductC | $9,500 $2,000 $2.000 1
ProductD | 57,000 $1.000 $2,000 2
PreductE | 87,000 $4,000 $4,000 ]

Using the table above, which of the following would be the BEST business-driven choice among five possible solutions?

A. Product D
B. Product C
C. Product B
D. Product E
E. Product A

Answer: A

Explanation:
Product E total for Solution cost and 2 years of Support Cost is $15,000 (and will have NO costs for incidents) Product D total for
Solution cost and 2 years of Support Cost is $10,000, plus 2 Annual Incident costs total = $12,000

NEW QUESTION # 114

A company uses AD and RADIUS to authenticate VPN and WiFi connections.

The Chief Information Security Officer (CISO) mitiates a project to extend a third-party MFA solution to VPN. During the pilot
phase, VPN users successfully get an MFA challenge, however they also get the challenge when connecting to WiFi which is not
desirable.

Which of'the following BEST explains why users are getting the MFA challenge when using WiFi?

e A Inthe third-party MF A solution authentication properties need to be configured to recognize WiFi authentication requests

¢ B. Inthe firewall, in the AAA configuration the IP address of the third-party MFA solution needs to be set as a secondary
RADIUS server

¢ C. Inthe WiFi configuration authentication needs to be changed to WPA2 Enterprise using EAP-TLS to support the
configuration

e D. Inthe RADIUS server, the proxy rule has not specified the NAS-Port-Type attribute that should be matched

Answer: D

NEW QUESTION # 115
A threat analyst notices the following URL while going through the HTTP logs.

Which of the following attack types is the threat anals;;t-sge?rlg?

A. Session hijacking
B. XSS

C. SQL mjection
D. CSRF

Answer: B

Explanation:
Explanation



XSS stands for cross-site scripting, which is a type of attack that njects malicious code into a web page that is then executed by the
browser of a victim. The URL in the question contains a script tag that tries to execute a JavaScript code from an external source,
which is a sign of XSS. Verified References:

https//www.comptia.org/training/books/casp-cas-004-study-guide ,

httpsz//owasp.org/www-community/attacks/xss/

NEW QUESTION # 116

An engineering team has deployed a new VPN service that requires client certificates to be used in order to successfully connect. On
10S devices, however, the following error occurs after importing the .p12 certificate file:

mbedTLS: ca certificate undefined

Which of'the following is the root cause of this issue?

A. 108 devices have an empty root certificate chain by default.

B. The VPN client configuration is missing the CA private key.

C. The i0S keychain imported only the client public and private keys.
D. OpenSSL is not configured to support PKCS#12 certificate files.

Answer: C

Explanation:

The root cause of this issue is that the 1OS keychain imported only the client public and private keys, but not the CA certificate. A
PKCS#12 file (.p12 or .pfx) is a file format that contains a certificate and its private key, optionally protected by a password. A
PKCSH#12 file can also contain intermediate certificates or root certificates that are needed to verify the certificate chain. However,
when importing a PKCS#12 file into the i0S keychain, only the certificate and its private key are imported, not the CA certificate.
This means that the iOS device cannot verify the authenticity of the certificate, and displays the error message "mbedTLS: ca
certificate undefined". To fix this issue, the CA certificate needs to be imported separately into the iOS keychain, either manually or
using a configuration profile. Verified Reference:

https’//developer.apple.conydocumentation/devicemanagement/certificatepkcs 12
https7//support.apple.conyguide/deployment/distribute-certificates-depcdc9ada3 fiweb
https//openvpn.net/fag/how-do-i-use-a-client-certificate-and-private-key-fromthe-ios-keychain/

NEW QUESTION # 117
A cybersecurity analyst created the following tables to help determine the maximum budget amount the business can justify spending
on an improved email filtering system:

Which of the following meets the budget needs of the business?

o A Filter TUV
e B. Filter ABC
o C. Filter XYZ



e D. Filter GHI
Answer: C

Explanation:

Filter XYZ is the best option that meets the budget needs of the business. Filter XYZ has an ALE of $1 million per year, which is
lower than any other filter option. ALE stands for annualized loss expectancy, which is a measure of how much money a business
can expect to lose due to a risk over a year. ALE is calculated by multiplying the annualized rate of occurrence (ARO) of an event
by the single loss expectancy (SLE) of an event. ARO is how often an event is expected to occur in a year. SLE is how much money
an event will cost each time it occurs. Therefore, ALE = ARO x SLE. Filter XYZ has an ARO of 0.1 and an SLE of $10 million, so
ALE=0.1 x $10 million= $1 million. Verified References: https//www.comptia.org

/training/books/casp-cas-004-study-guide , https//www.techopedia.convdefinition/24771/annualized- loss- expectancy-ale

NEW QUESTION # 118
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